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1 Preface

RG-SNC-Pro smart network commander is Ruijie networks designed for accurate network management system. RG-SNC-Pro
focused on the Web, device failure and performance monitoring, device configuration change monitoring and configuration
management with friendly Web browser interface, remote maintenance and management together. It can be used non-proxy
mode to avoid the traditional "Agent" of tedious and repetitive work. It is easy to implement and maintain, and time saving.
Administrative tasks can be defined, actively collecting network status and timely backups, so timely response from the state
change or failure to recover; provides network topology diagram showing the effect of the tidy overlooking the network status
when an exception occurs in the topology map. SNC is mainly used with Ruijie equipment. It supports the standard MIB based
manufacturer device monitoring and management. Meanwhile RG-SNC-Pro system has modular management of various
network environments, including: Wireless Wlan egress component, EG equipment central management, MPLS VPN
components, 3G network management components to include various devices, simple management of complex networks.

Thereby greatly reduce administrator maintanance strength and lower degree of difficulty

This cookbook is applicable for RG-SNC version 2.30(p4)_EN_Build20160302 and later version

Audience

® Network Engineers

® Network Administrator

Obtain Technical
Assistance

®  Ruijie Networks Websites : http://www.ruijienetworks.com

® Ruijie Service Portal : http://case.ruijienetworks.com

Welcome to report error and give advice in any Ruijie manual to Ruijie Service Portal

Related Documents

RG-SNC Release Note
RG-SNC Installation Guide

([
®
® RG-SNC Database Installation and Maintenance Guide
®

RG-SNC Operation Guide
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3 Daily Maintenance

Before getting started, verify that you install MySQL and RG-SNC, then start SNC Service correctly.

For Database and SNC installation, see RG-SNC Installation Guide and RG-SNC Database Installation and
Maintenance Guide

3.1 Login Web UI

When you complete SNC installation and start SNC service successfully, visit SNC web Ul at http:/Server 1P:8088/snc , the

default Username is “admin” and password

Ruijie

is “admin”

Note: Use IE 8.0 and above version in
compatibility mode. Firefox and chrome
may have compatible issues.

'\
It is recommended to change log sessions N
when login. Click System---2>Current ﬂ
Control to change maximum number of .

Chrut Varsion: V2.27(b5) EN (g8 ) Beld10150811

concurrent sessions

L~-c @ System
Smart Network Commander
I a J Device | Performance | Alarm I Report

Device Vendor Device Model Device Series Device Type

* Device Vendor

© System Setting
* Device Model | L s s G|
[ [ | LESL
* Device Series ‘ Sy . || — e
* Device Type System Parameter Mail Server Setting SAM/SMP Register Favorite Menu WhatsApp Setting

“ sMs
System Setting ==
CEE
System Parameter ‘-qj:)
* Mail Server Setting e
SMS Modem
* SAM/SMP Register Setting
* Favorite Menu “ Log

* WhatsApp Setting ==
— |
=

Security Log

* SMS Modem Setting Log
“ Admin
* Security Log ‘g % a-7
* Plan Execution Log ‘ | ) E | S|
Admin Role Change Password [Concurrent Control | Allowed IP Range
“ Report
i -
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In the middle of the

window, it is Current

© Concurrent Control

Control * Maximum Number of Concurrent Sessions 3

==

3.2 Check SNC Version

Click Help-->About in the up right corner, you can view version information.

Pop up information as shown.

RG-SNC Smart Network Commander

Version Info: RG-SNC_2.30(p5)_en_vMotion_Buld20160523

Dongle Type:Trial Version
Installed Components:
QoS COMPONENTS(1.11). WLAN COMPONENTS(1.35). ACL COMPONENTS(1.15)

TOPOLOGY COMPONENTS(1.06_en). FOUNDATION COMPONENTS(1.2(p1)_en).
CONFIGURATION COMPONENTS(1.14)

Trial days:00

Trial days passed:76

3

Ry

3.3 Service Manager

In this section, you will learn how to manage service.

Remote access to the SNC server and click the shortcut or you can access from URL : http://SNC IP: 8989/ssm as well. Both
username and password are "admin".

View database status, web service status and server information as shown.
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Mode 2 (Active) IP: 172.29.2.5 Basics

F
Database Service @ Running Web Service @ Running
¥Restart WStop Bl Log Collect | £Restart MStop El Log Collect
AUt Server -
Mame : RJ-SNC 05

i : 085F0OF219BFB0Z2997E2491B24B93BCTD
CPU : 2-core IntelXeon @ 3.19GHz , 3.19GHz

Memory : RAMB.0G SWAP7.0G

ﬂ Tips: Database backup succeeded. If your browser does not perform auto-download, click &3 here to download.

i Close

View Server disk usage ( Need install flash plugin )

g Disk (C) : 19.38G / 20.13G g Disk (D) : 10.92G f 19.53G

View Server NIC ( Need install flash plug-in )

MNIC (eth0)

Mame : Ethernet0
Bandwidth : 1000Mbps
IP @ 172.29.2.5

MAC : 00-0C-29-E6-BA-25

Click “Web Service Settings ” to view web service configuration of HTTP, HTTPS access port. Not recommend to change.
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Web Service Settings Database Settings

Server Type : TOMUCAT e

* Server IP X

Protocol Settings

[ HTTP * Port 1| 8083

[HTTPS *Port :| 8443 AT |

* Certificate@) Default (O Custom Key 3| seeees

JVM Settings

* Initial Memory Poal : m
* Max Memory Pool © | 2560 m * Max PermSize ! | 256 m
* Thread Stack Size * Kbytes (Restore the default value if 0 is entered).

© The new configuration comes into effect after restart.

Save

* Initial PermSize : | 128 m

3.4 Database Management

Click “Integrated tool” to set databases.
1) Database configuration restore

Instant backup, means backup manually

£ Parameter Settings ~ Max Backups: 20 Scheduled Backup: Close

] File Name File Size Backup Time Status Operate

emp 20151202134006-
O 17.479M 2015-12-02 13:41:44 @ MNormal Data Recovery Download Delete

526 custom.zip
Backup success

2) You can download or delete the database.

O File Name File Size Backup Time Status Operate

emp 20151202134006-
O 17.479M 2015-12-02 13:41:44 () Normal Data Recovery Download Delete

526 custom.zip

3) You can upload the database, which is backed up by service manager.

Backup File List (4]
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4)  You can restore the database. Please note the SNC service will be stopped during the restore process.

O File Name File Size Backup Time Status Operate

emp 20151202134006-
O 17.479M 2015-12-02 13:41:44 () Normal Data Recovery Download Delete
526 custom.zip

5) Setting parameters. Maximum backup times

L Parameter Settings
Backup Settings
* Max Backups :
Scheduled Backup
® Off O Everyday 00 : 00 (O Every Week |Mond 00 : 00 | O Every Month|Date
Backup Mode: Custom Full

Save

Setting scheduled backup

L+ Parameter Settings v

Backup Settings
* Max Backups 1| 20

Scheduled Backup

® Off O Everyday 00 : 00 (O Every Week | Mond 00 : 00 (O Every Month | Date
Backup Mode: Custom Full

Save

6) Collect log for trouble shooting. Zip file will be created after you click "Search" Button.

Database Recovery Log Collection VM Tool
S —
Name : Type |E| Search | | Reset

7) Asto authorization, please refer to the authorization guide for details.
8) Backup database with the following operation steps:
1. Log onthe SNC server, stop the SNC application service and WEB service;

2. Lon on the SNC server, click "start - run - services.msc" to open the service management interface, then stop the
MySQL-SNC service;

3.  After stop service, wait for about 5 minutes for the starting of database backup operation;

4.  Backup the “database” directory under SNC installation directory.
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Database recovery with the following operation steps:
1. Make sure SNC service is stopped.

2. Replace the current “database” directory with the whole previous backed up “database” directory.

Supplement:

Regular backups of the database so that you can avoid the problem when the system is unable to recover due to the cause of
damage. Database should not be backed up at the SNC server itself. It is recommended to back up the SNC server every two

weeks. If there are changes on SNC, it is recommended to backup immediately.

3.5 SNC License Authorization

1. RG-SNC software relies on USB encryption dog to activate license authorization. When software startup, the system will
check whether there is a USB dongle on the server, if the dongle does not exist, the software will automatically stop. As

to file authorization scenario, if the license file not registered successfully, the WEB service will be stopped.
2.  RG-SNC features need different license authorizations to activate. Or, the corresponding feature will not be visible.
3. During RG-SNC dongle grace period, there is no limit on the quantity and features.

4.  After version 2.28b1p5, the rest of pro license can be shared with AP. But the PC will not be displayed when the total of

terminals and AP exceed 1000.

5.  Asto file authorization, please refer to file authorization guide for details.

Click Help-=About, in the top right on SNC WEB Ul to display version and license information.
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RG-SNC Smart Network Commander

Version Infa: V2.27(b3)_EN (p3 )_Build20150811

Dongle Type: Trial Version

Installed Compaonents:

QoS COMPOMENTS(1.11),WLAN COMPONENTS(1.35),ACL
COMPONENTS(1.15), TOPOLOGY COMPONENTS
{1.06_en),FOUNDATION COMPONENTS{1.2(p1}
_en),CONFIGURATION COMPONENTS(1.14)

Trial days: 365

Trial days passed: 179

" Ruiie

e — Networks

3.6 Administrator and Role Management

Login SNC with admin ID. Click System-->Change password.

- . | 8 - | %
PN © bip/590.603. 411113 e redivectseams D+ G

Uﬁé Smart Network Commander

/ﬁ\ Device Performance Alarm Report WLAN Advanced

Device N Device Vendor Device Model Device Series Device Type R

* Device Vendor SaSrsicm Seltme

* Device Model 3 - ]

i a8 2

* Device Series J =

* Device Type System Parameter Mail Server Satting SAM/SMP Register  Favorite Menu  WhatsApp Setting
— o 5MS

Gystem Setting
* System Parameter [ | gg}
* Mail Server Setting
SMS Modem

* SAM/SMP Register Setting

* Faverite Menu © Log

* WhatsApp Setting

5 &
. Plan Execution
* SMS Modem Setting Security Log Log
© Admin
o =
@ i ‘@' = S
* Plan Execution Log - -
ﬁ Admin Role Change Password | Concurrent Control ~ Allowed IP Range
© Report

* Admin

- &

" Change P d Software VLAN Summary

«Concurent Control. V| Summary Report v

You can restore Admin password if forget it. Details as below.
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ion 6. .H.6HE@1 ]
«osoft Corporation. All rights reserved.

Program File SQL~ ; Server 5.1%hin

Y urooct =padmin -F 3307
monitor. L) i

cion id
A.38=-community MySQL Community Server (GPL)

Type "help;: "h' For help. Type °* ' to clear the buffer.
mysgl? use emp
(R L

sity_app_user se At . F. FI2F297a57a%aV43874abBe

d (H.HH =
B Warn

mysgl>» _




4 Basic Configuration

In this section, you will learn how to make initial configuration for the networking devices monitoring and management. SNC
can read and sync with the devices to realize topology map, performance monitoring and notification after you finish the basic
configuration.

4.1 Device Configuration

Configure devices with the following two kinds of function so that they can be managed by SNC:
® Devices SNMP configuration

® Device Telnet configuration

4.1.1 Configure SNMP on Devices

SNMP configuration on devices allows SNC can read and sync with the devices to realize topology map, performance
monitoring and notification after you finish the basic configuration. There are three key points in devices SNMP configuration

®  Set up public community and permission (read or write)
® community string of device must be the same as SNC server's

®  Currently, most of devices use SNMP v2 by default.

4.1.1.1 Step 1, set up community and permission

Enable SNMP on devices, set the read & write community string to “ruijie”.

Ruijie>enable
Rui jieftconfigure terminal

Ruijie (config)#snmp community ruijie rw

4.1.1.2 Step 2, Save configuration

Rui jieftwrite

4.1.1.3 Step 3, Verify configuration

Rui je#tshow run | begin snmp

display SNMP configuration is done.
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nno—server enable traps
SnMp—Server community ruijie rw
Iine con @

line vty B 4
password ruijie

4.1.2 Configure Telnet on Devices

Devices telnet configuration allows SNC can read and sync with the devices to realize topology map, performance monitoring
and natification after you finish the basic configuration. There are three key points in devices telnet configuration:

® Telnet setting can be 4 options.
® You can choose any option you want, but we recommend use "only password" or "username and password"

® Please configure management IP address if it is not be configured before

4,1.2.1 Step 1, set up login way in Line configuration mode.

Ruijie(config)#line vty 0 4
Ruijie(config-line)#login
Ruijie(config-line)#password ruijie
Ruijie(config-line)#exit
Ruijie(config)# enable secret ruijie
Ruijie#write

4.1.2.2 Verification

Make sure the connectivity between PC and device. Go to Start>Run, input cmd to open command prompt.

Input telnet 192.168.51.241 ( telnet to device management IP )

C:slUzers>telnet 192.168.33.233



4.2 Configure Template on Device

SNC network management system is used to discover and manage network devices, you need to make the appropriate SNMP
and telnet configuration template.

In this section, you will learn two kinds of template configuration for devices:
® SNMP template configuration

® Telnet template configuration

4.2.1 Configure SNMP Template

There are five components in this template configuration.
Template name

Port / retries

Version

Timeout

Read / write community string

Note: This part is the realization of the public technology, please refer to SNMP protocol principal.

4.2.1.1 Step 1, Log on SNC, click "Device" module.

RUﬁfé Smart Network Commander

ANetworks

P
ﬁ Performance Alarm Report WLAN

* Device List
“ Device Group Tree “ Group
* Add Device
+Add ¥ More G M All Gro
* Custom Extended Info e i
ETSR Al mee o r

4.2.1.2 Step 2, Configure parameters of SNMP template.

Edit SNMP device template first, go to Device template > SNMP template > Add, set the parameters as below,
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© SNMP Template List X Delete

] Template Mame Port Version Retry Count Timeout (ms) Default or Mot Operation

SNMP\2e 161 SNMPY2e 2 3000 es # Update S Associate Device
|:| public/private 161 SHNMPW2e 2 3000 No # Update 8 Associate Device
O RnD_Center 161 SNMPWVZe 2 3000 No # Update 8 Associate Device
O test template 161 SHNMPYW2e 2 3000 No IUpdate B Assaciate Device

00 < o o0 [1 1[Ge] [10 v|item Per PageTotal Pages:1/1Total4Records

Add SNMP Template x
* Template Name : |Test x|
*Port? |161 |

Version « | SNMPVZC W

* Retry Count: |2

* Timeout (ms) : | 3000
* Read Community |public
* Write Community * | private

Confirm ‘ | Cancel

Click OK in the pop up menu.

\/ Added successfully

4.2.2 Configure Telnet Template

There are seven components in this template configuration.
® Profile Name

Whether to support SSH

Port / timeout

Prompt

Authentication Mode
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® The need for super password

®  The super user prompt

Note: This part is the realization of the public technology, please refer to telnet protocol principal.

4.2.2.1 Step 1, Log on SNC, click Device template.

Go to Device > Device Template

* Device List

* Add Device

* Custom Extended Info
* Device Autodiscovery
* Metwork Inspector

* Device Template

* Batch Device Sync

4.2.2.2 Step 2, Configure Telnet template parameters.

Go to Device Template > Telnet > Add, set the parameters as below,

T

L e e
1 Telnet Templake List |1‘Milxl]eld:e
[0  Templste Hame | Pot | Authetication Type | Supes Password Heeded . Default or ot Support S5H or Not | Opesatinn
defauit bi| ONLY_PASSWORD Ver Yea Mo #lipdate: & Aasociate Deice
Add Telnet Template ==
* Template Name : | Test
Support S5H or Mot & | Mo S
=pPort : |23
* Timeout Time (s} | 300
* Prompt - | =

Authentication Type  * -
Password : [eesees |
Super Password Needed § [ves |
Super Pa: rd | = |
* Super User Prompt = I 3 |
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4.2.2.3 Verification

In this interface you can try to modify, delete, and associated equipment and do other operations.

4.3 Add Device

The network device must be properly added to the SNC server, it can be managed by the system.
In this section, you will learn:
® Automatic discovery

® Added manually

4.3.1 Discover Device Automatically

Automatic discovery of equipment in three ways: ARP mode, routing, network segment. Three methods are required to detect
the reachability of SNMP over IP.

There are seven key points in automatic discovery,

The template of SNC must has consistent information with the device

Complete ip address and routing table information of network device

An automatic discovery might not discover all device at a time

Manually add the device if you are unable to find the device

If there is a requirement to find a network of selected seeds IP , the start IP and end IP must be included.

Select only the required SNMP template

Add the device by importing previous backup

4.3.1.1 Step 1, Configure Automatic Discovery

Enter the device management page first, go to Device Auto discovery, modify Device Auto discovery , set the parameters as
below ,
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* Device List
* Add Device
* Custom Extended Info

* Device Autodiscovery

* Network Inspector

* Device Template

* Batch Device Sync

Fill in the required topology discovery seed IP address, the start IP address and end IP addresses.
© Device Autodiscovery
Discovery Mode : () via ARP () via Route () Via Neb

* Source IP Address :I 192.168.51.1 I + Add Multi-

Start IP Address ¢ | 192.168.51.1 |

End IP Address ¢ | 192.168.51.254 |

Selected for one or more SNMP template to use automatic

SHMPY2e
public/private
ke Add All
RnD_Center
v Add test_template
*| "
SHMP Template - — Test
W Remaove All

Click “Auto discovery” when complete setting.

4.3.1.2 Verification

Automatic discovery is completed, Go to Device> Device List, we can see the list of devices by automatically discover network
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U Dewice Group Tree U Group
+Mare Group Name Device Mot [n Group ‘Groap Descoription
- 3 All Groups
boLn | | R | ] Tape:
b |Device Mot In Group | oo | Moddl: =] Devic g: | | search |
U Device List +hdd XDekete XDelete All #4dd to Group 4 Configure Device Manitaring -0 Cancel Device Monitoring  #* Modify Device Templz
[0 | Meme I L Type Model = Device Monitored | Coanectivity Strims | SNMP Tempimte  Telnet Templ
[0  wsiB000-1B11 55555551 AC MBOIOWS- g Reachaoke prDStent WIFI_RnD
EDV1.0) e
Metwork  Uniview IP public [priv
| 152.163.4.5 19246845 = e — No Reachable e defaul
00 e o [ 1 ]l8a] [10 ~]itam Per pageTotal Pa

4.3.2 Discover Device Manually

There are five key points in discovering device manually

® The device IP cannot be empty

The template of SNC must be consistent with the device

The actual parameters of device match SNMP parameters contained in the template

You cannot add the device which cannot be ping

The device can be added by importing the backed-up device information

4.3.2.1 Step 1, Add Devices Manually.

Enter the device management page, go to Add Device > Add, create a new device.

Performance Alarm Report WLAN Advanced System

* Device List
“ Device Group Tree “ Group
+Add »More G M Al G
* Custom Extended Info e e o
) ) - All Groups

* Device Autodiscovery g

b LAN 1P | | Name: | | T
* Network Inspector b Device NotInGroup | | yandor T —
* Device Template
* Batch Device Sync | U Device List Il'Add IXDeIEle X Delete all +add to Group - Configu
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© Add Device

*1P: [192.168.51.194
SNMF Template ¢ | SNMPY2c L3
Telnet Template & | default W

Device Group &

Unreachable Device Is . O
Alzo Added *

Remarks *

Click “Add” when complete setting.

4.3.3 Unknown Device Identification

If there is SNC unsupported devices in the network, it will be identified as an unknown model after adding devices, you need
to identify this device properly.

There are three key points in identifying Unknown device,
® The information in device and SNMP template of SNC must be consistent
® By adding custom device models to manage the unknown type of device

® |tis recommended to name the device referring to certain norms, such as the name on device panel.

The following configuration do not include basic wireless settings, so ensure your wireless network works properly first before
starting. Suggest to create a dedicate wlan-ssid for Exemption Authentication (BYOD).

4.3.3.1 Step 1, Find and Copy sysOID in The Device Basic Info.

Go to Device > Device List>unknown device model name, confirm snmp Connected and telnet Connected. Then find and

copy sysOID in the device basic info.
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. akmfo  CP Memoy  Tempemtwe  Abm

Name RGWALL P 172.29.1.1 '
Type  Router Model UNKNOWN
Device Vendor UNKNOWN I Sys0ID 1.3.6.1.4.1.4881.101.1.2006 I
Mask 255.255.255.252 MAC Address 58:69:6c:0f:73:43
Contact Person Device Location RG-WALL
2016-05-31 15:30:32
Runtime 57 days, 7:10:39.26 Last Synchronization Time O Synchronizing device
information...
Connectivity Status Reachable Network Management Status Q SNMPConnected
m TelnetConnected
Hardware Version Software Version
SystemFan Status Power Source Info
Disk Utilization Device Temperature
Assets Code 172.29.1.1 Device Group FuzhoulLab
Serial Number Remarks

4.3.3.2 Step 2, Device model management.

Go to Device > Device Model>Add, create a new custom device models.

¥ Device Model List i ¥ Dotz
|:| Device Model Name Vendar Device Type Sysiem OI0 as Port Count SCP Support Type Opesaiion
59620 Ruije Networks Swiich 136.1.4.14331.1.1.101.46  rgnos Ho Predefined # Update
Add Device Model )

* Device Model Mame : Iw_al:lSODSCI |
* System OID ¢ | 1.3.6.1.4.1.4881.1.3.2 |
Wendor ¢ | Ruijie Metworks el
~ Device Series + [EES AN V]
Device Type @ Security
os: | |

| Add ID |

Product ID =

Stack Support ©

O
Module Support =[]
SCP Support &[]
[C]

Port Count ¢ |
HTTP Protocol ¢

HTTP Port = | 80

Default Homepage :

Remarks *

Save I | Cancel

Click “Save” when complete setting.
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4.4 Network Topology Configuration

Automatically detect topology after the device is added. Network devices will be showed in the topology diagram. Automatically
generated topology should be consistent with the actual topology and lay

4.4.1.1 Step 1, Load data

On SNC configuration page , click icon to enter network topology page.

= ~ £ H

t-g Key Path Setting

Kt g e

.

Ruijie




4.4.1.2 Step 2, Discover topology manually

Go to Fully layer 2 switching information before topology discovery> Start Now topology discovery, discover topology
manually.

L2 Topology Discovery

Last Topology Discovery time: 2016-05-09 15:13:36

¥| Complete L2 switch info. 7]

Do Topology Discovery Now

Advanced == a Check template of snmp and telnetE

Periodical Topology Discovery

If the device or link does not appear, you need to add them manually.

4.5 Monitoring Device Performance

By monitoring these indicators, you can realize the equipment’s status information. Monitoring these indicators can be
presented at the last page or device details page, if some indicators have reached a certain threshold, it will produce the

corresponding alarm.
Monitoring parameters as below :
® Monitoring equipment indicators: CPU utilization, memory utilization, temperature, disk space utilization.

® Monitoring Interface indicators: the interface rate, interface bandwidth utilization, packet loss rate interfaces, interface
data error rate table, the interface Unicast packet rate, the interface broadcast packet rate, the interface CRC error rate.

4.5.1.1 Step 1, Enable device monitoring

Go to Performance > Add> Select Device> Add> Next , use default threshold setting as below ,
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Device Alarm Report WLAN Advanced System

IP: [ Mame: Wendor: Model: I:-
© Selected Device List *Select Device = Deselect = Deselect All
[+ Name P = Model ¢ Mask SNMP Template Telnet Template
E 192.168.4.5 192.165.4.5 Uniview |P Camera 2552552550 public/private default
[+ WS6105 182.166.2.2 WS5308(v1.0) 2552552550 SHMPY2c default
[+ 192.168.4.6 192 165.4.6 Uniview |P Camera 2552552550 test template GWRouter
[+ ServerSwitch 192.165.2.18 52928G-E 2552552550 SHMPY2c user/pass
KA e Item Per PageTotal Pages:1/1Total4Records

] Indicator Name Description e 12 upper limit I L3 upper imit Global Threshold
E CPU Utilization (%) CPU Utilization 85 90 a5 Yes
E Memary Utilization(%) Memary Utilization 85 90 95 Yes
7] Temperature(degrees Celsius) Temperature 5 65 s Yes
7| Disk Utilization{%) Disk Hilization 85 90 95 Yes

Click “Save” when complete setting.

4.5.1.2 Step 2, Enable real-time monitoring

Go to Device> Device List> Configure Device Monitor, Then you can see the devices already in the real time monitoring

list. And the status is enabled.

0 Device Group Tree “ Growp
#2dd ¥ More ‘Group Mame Al Groups ‘Group Description
= () Al Graups
b un P | ames | Type
B Pevice Nt In Group Veda:| %) mpdek =] Device Moniared: | v| | searh |
© Device List +add ¥ Dekte XDelete All “RAdd to Goup FCnrlig.le Device Mm'ln'ilgl'l:Ca'mel Device Manioring # Modify Device Temph
[0 | Hame P . Type | Madel ¢ | DeviceMonitored  Connectivity States  SNMP Template  Telnet Templat
- 55, T Ve tl - ||
WES18000-1B11 sessest  Ac  MBIDAS- g Reathabk Lt (Bt WIFLRD
ED{v1.0] er
[0  RSR20ME 18246814 Router  RSRI-ME  vesl Reathabke SNMPY2: GWRauter
35750-
0  vsuss 19216841  Suith  24GTSFP-  vesd Reathable SNMPY2: defouil
E
00 PoEs® 192468217 Swith  S26GAZP  YesOl Reathabke SNMPY2: defouil
00 18216845 19216545 ehodc UnvewlP g Reathable LR defauil
Cam Camera ate
O  wssioa 19216822 AC me1 = YesQ, Reathabke SNMPY2: defouil
19016846 1921ga4p e UniviewlP o) Reathable L GWRauter
Cam CAmPMHA ate

45.1.3 Verification

In this interface you try to modify, delete, and associated equipment and do other operations.
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If there is traffic passing through, the SNC homepage will display the top N devices of CPU utilization in 5 minutes.

# Top N CPU Utilimrtion

Hama IP Hdraun Lins Card/Mavics CEU Uilizatian
RARZIME 18218314 Hmt (e
POEEXN 101188147 Host i T
WSL-857 182.188.4.4 Device 2 | L00%
SLLES? 182.168.4.4 Dvita 1 | 100

Go to Device>specific device > drop down the scroll bar, you can view the device CPU, memory, temperature

performance curve.

,.‘7 B sic Infor ji;;!r QtherImfo . ©PU | Memory T e Ao
Mome  RSR2OLE > 15z368.13
Type | Router readel RSAZ0-34E
Demvice Wemsdor  Ruijis Nebworks SymoiED 1361414881171 58
Phe=k 1552552550 P A 14:14:4h:31:93:3n
Comiact Fersoa evioe Locatlon
Funiimee 2 davs, 23:55:47.66 Lust Srachranizabion Time 2015-09-21 14:55:05 DSwne I
Conmechivity Skabus  Reachabls Heclwork Mansgoment Stakus: E _i':"“‘"‘“""
Hordwore Yersios 101 Software ¥ersion RE0S 10.4(3h3 41 Rekease{ 195577}
Serstemian Status Fowrer Saurce Tafa
Disk Utilzation 5% Deaaios
Ranrts Code D vios Group LaM
Seriol Bumsber | GIFCOBS002608 Fesmaris S Aouter
Bevice Description Ruljie Router {RSAZ0-14E] by Rullia MeEtsorks
Updars Reaumn To Lt

4.6 Enable Trap and Syslog Notification

When equipment fails or change, the device can take the initiative to send an error message or a log to SNC. Instead of waiting
snc timing synchronization detection. SNC needs to immediately response uploaded snmp trap and syslog message
information, and form the alarm message on the SNC.

There are three key points in setting trap and syslog notification.
® Enable device trap and syslog notification on SNC is relied on telnet function
® Enable trap and syslog notification feature on SNC is only for ruijie equipment

® Commands to enable trap notifications and syslog notifications

This part of the realization of the principle is public technology, please refer to the SNMP and syslog protocol

whitepaper.

4.6.1.1 Step 1, the bulk trap and syslog notifications enable

Go to Alarm> Trap, Syslog Notification, Then select all devices needed to start trap and syslog notifications.
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Device ©  ®) All Devices () Select Manually

Trap Settings * | Enable Trap on Device v|

Syslog Settings © | Enable W

Click “Start” when complete setting.

Here you can also not choose all devices, select "Select manually”, added device which need to start the notification, and

then click on the "Start".

‘ Devke: (1 Ml Devices| ® Select Manualy|

I IF: | | Hame: | | wendor: | ] Modai: =

O | MHame 1P+ Maodel + Mask | SNMP Telnet CWHMP Temp

The device automatically jump to bulk set device log page, where you can see the batch setting details.

Device batch configuration [ACCOMPLISHED]

Total:4 Number of successes:2  Number of failures:2

Test Time Message

Device name [N18007] and IP [172.29.1.6] setting Syslog failed, cause: Connecting device failed. The system erro

2016-05-03 21:39:17 connecting to 172.29.3.254:23 faled.]

4.6.1.2 Step 2, Start trap and syslog notifications on a single device

Go to Device> Device List> Configure Device> Enable Trap, previous enable button change to disable buttion. That means
notification is already enabled.
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Device » Device List
© Device Group Tree © Group
+FImport Asset Group Name | Al Groups Group 1
~ i Al Groups
b Fuzhoulzb el ] Name[ ] Type: [
b Undassified Group Vendor: | Model: =] Device Monitored: I
© Device List +add ¥ Delete X Delete Al +Add to Group -FConfigure |
| Name P ¢ Type Model ¢ Device Monitored Connectivity Sta
(| N18007 172.29.1.6 Switch  SBBO7E YesQ, Reachable

Performance WLAN

Hawvigation Bar
Regular Operation

Name

= Telnet ryve

- Device Vendor

*  Route Tiace s

. e Contact Person
Runtime

Configure Device

* Int Batch Setting e P ——

* STP Canfig Green=Administration status UP + working status UP T e

. STP Part Priority Red=Adminktration status DOWN + working status DOWN

__Confia

* Enable Trap
* Enable Syslag
* Device Restart

4.6.1.3 Verification

Test by unplug one cable, there will be immediate warning notification if the device and link enable trap and syslog monitoring

function.

Display: ILatest 20 alar. Refresh Interval: |10 seconds

© Realtime Alarm View ' Acknowledg
O Level Name Device IP Event Description ACK Status Frst Alarm Time Last Alarm Time Repe;
The interface Gi1/15 of
0o N1B007 172.201.6 LinkDown | device (N18007 UnAcked 20160509 21:41:15 30100509 1
172.29.1.6)) is down. T
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5 Extension Configuration

5.1 Assets

In this section, we will learn how to manage assert.

5.1.1 Assets category

When you want to add an assert, go to Assert>Group >Add, Input category information and, click Add,

| Asset |- Advanced

Alarm WLAN

Performance Report System

S ivport 2 Export [ER]e Undate | Router(s) | [ switch(5) | [Ac(1)| [aP(4)] [Monitor(2) | M

Vendar: I . Type: Izl Asset Status: I v
- [ All Groups 20 Acsat Tan- Dievire Name- 1P: I:l
I Fuzhoulab 12 Add Subgroup L X J

I Undassified Group 2

Parent Group Name = All Groups

* Group Name : | switch ntract No. Warranty End |

switch

Group Description :

[he | | cnea

- Networks — 14E

When you want to delete a new assert, go to Assert>Group >Delete, if you had confirmed, click yes,

~ E@ All Groups 20
' FuzhoulLab 12
I switch O
F Undassified Group 2

When you want to add asset into category group, go to all groups, select device and device type, click Add to group and

then check the group you want the device to join and click OK.
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Performance Alarm WLAN Report Advanced System

Group | Status  Wendor
+Import & Export +Add #Update

H v .
= I3 Al Groups 20 vendor: | Types =
| Fuoush psetTag: | DewceName:| |

I Undassified Group 8

Router(s) | | Switeh(s) | |AC(1) | | AP(4) | |”°’it°'(2)|||:|slmwnnags

© Asset List(Router)

1 Device Name (IP) Vendor Type SN
Ruijie
172.29.3.4 Nt e ROMS
Ruijie
172.29.3.8 Netwarks RCMS
Ruijie
172.29.3.9 Nt e ROMS
Select Group | = |
=2 [ all Groups
[ FuzhouLab
[] Undassified Group
QK | | Cancel

Device Perform

B Export *add # Update % Deleta

*+Import
[ Al Groups 20
|Ir FuzhoulLab 12
n e oup 8

5.1.2 Assets import and export

Add a device by importing device information files. Export device grouping files can be imported into the device grouping tree
operations back into the system.
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There are two key points in assets import and export
®  Group import will delete all existing system grouping and devices configuration.
® Can only import XLS (ie Excel) file format

Note: If you check the "Clear Imported group and Assert", the device group will be deleted. When incremental import check is
not required.

When you want to import asserts, go to
Assert >Import or go to Device >Import © Import Group Tree
Assert >Select File gSclecHe

ll Clear Imported Group and Asset |

After finishing importing, you can view the
result.

© Group Import Log

Import succeeded.

Total Import Count:20  Success Count:20  Failure Count:0

When you want to export asserts, go to

Assert >Export

Group Status Vendor

+Import] 2 Export] #+Add # Update

~ &@ all Groups 20
I FuzhoulLab 12
B Undassified Group 8

5.1.3 Customize extension information

To define extension information for Add Field 23

assets, go to Assert >Custom

* Field Name * It_e'.-'t |
Property >Add Field, Add the field Name * Field Description * [ test

and description. Field Type : [INTEGER ||

Asset Type & |Deuice ~]

| Save | ‘_‘
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Configuration verification, go to

Asset Status

Assert >Details, then you can see the

new added "Test" field. Idle

5.2 Device Management

5.2.1 Modify Device Information

Action

El Detail |I Update

By viewing device details, we can know the running status of devices so as to achieve the purpose of the managing device.

Go to Device, and click relative device to view the detailed information.

Click "Update" button to modify the basic information.

Device CPU, memory and real-time curve chart.
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Device > Device-ServerSwitch({192.168.2.18)detail

“ Device Information

Green=Administration status UP + working status UP

Red=Administration status DOWN + working status DOWN

Modify Device Information X
Basic
Info Other Info
*Name : | ServerSwitch
=P 192.168.2.18 |
*Mgmt TP Address © |192.168.2.18 =l

SNMP Template & | SNMPV2C v
Telnet Template ¢ | user/pass v

Contact Person @

Timagmin)



Click on the top right corner of the "7" and "30" to

see the CPU utilization curves for the last week or
O Query Setting - 192.168.2.18(52928G-E)

month, and you can export data to Excel and PDF..

Port: Aol ¥ Indicalnr:‘CPU Utilization v

perod Latest Tcays V| From 201500 14 5.7 i

Check the routing table, interface table, MAC address Device Information
table, ARP table, IP table, etc.. In the navigation bar, - OPTEHE

ARP Table
in the device information bar, you can view other Route Table

information about the device, as shown in the IniEiEEE 1=z
MAaC Pwd Table

following diagram. Downlink Online User

List

Historical Perf. Data

WLAM Configuration

Int Mapping Relation
Int Binding Sync List

5.2.2 Sync up Device Information

Sync can help to get real-time information of the device, so that the information displayed on the SNC is the latest.

Sync up on single device, go to Device >Device List, When entering the device details page, you can see the device

information automatically synchronized. And you can click “sync” to manually synchronize information.

. CACAERACACT S

Name  RSR2014E 192.168.1.1
Type  Router Model RSR20-14E
Device Yendor  Ruijie Netwarks Sys0ID 1.36.1.4.1.4881 1.2.1.1.54
Mask  255.255.255.0 MAC Address 14:14:4be31:91:33
Contact Person Device Location
Runtime 3 days, 0:27:00.04 Last Synchronization Time 2015-09-21 IS:E:ITE

Connectivity Status ~ Reachable Network Management Stalus D ZulkmnEz
TelnetConnected

Bulk devices sync up, go to Device >Batch device sync >Real-time Device Sync >select Device >Start sync, When
entering the device details page, you can see the device information automatically synchronized. And you can click “sync” to

manually synchronize information.
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Schedule sync up, go to Device >Batch device sync >Create Plan >select Device >Finish, the next step is to start plan to
activate the program.

elect Device

Device :  (®) All Devices () Select Manually

Alsrm Version Check i [ Software Version [ | Hardware Version

Start Sync

| | Mame: | | vendor: | Modek: =
O | hame s | Model ¢ | mask | snmp Telnet cump
O N18007 172.29.1.6 S8607E 255.295.255.252 SNMPV2C no_pass test
O POEswitch 172.29.3.2 529286-12P 255.255.255.0 SNMPY2C default default
O WS6008 172.29.3.1 WS6008 255.255.255.0 SNMPY2C default default
1 10 [v

Previous L Cancel
Plan Name Pian Status Task Status Last Run Time Next Due Time Operation
planc vaid nat unning 2016-05-11 00:00:38 #Wodfy ¥ strt Pan Bosabled
FlanB expred nat rurning 2015-12-31 00:00:12 #Hodfy ¥Delete Pin b Start Phn Actiate

Go to System >Plan Execution Log >Create Plan to see if the schedule is executed properly

Pentame:| | SwtTme[ |0 edTme[ |0 Reset

Agreed Start Time Actual Start Time Execution End Time

2016-05-10 15:30:48 2016-05-10 15:30:55 2016-05-10 15:31:08

2016-05-10 15:30:00 2016-05-10 15:30:04 2016-05-10 15:30:04

Go to Device >Plan List > Plan Name to see if the schedule is executed properly
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Plan Name : planC
Plan Status = wvalid
Task Status @ not running
Last Run Time + 2016-05-10 15:30:55

Description =
© Run Log
Start Time End Time Status Exit Code Total Success Number
I 2016-05-10 15:30:55 2016-05-10 15:31 :OBI COMPLETED COMPLETED o 6
Kaeel 1]

5.2.3 Login Setting

Telnet to device for configuration from SNC. Go to Device >Device List enter the device details, click "Telnet" button on the

left navigation bar.

- [ | -
e
Ilﬁﬁé Smart Network Commander

Networks
| ]
a Performance Alarm Report WLAN Advanced System
(1)

Navigation Bar

Regular Operation © Device Information

P e Wowers

Name R5R2014E

Green=Administration status UP + working status UP Type Router
Orange=Administration status UP + working status DOWN
Red=Administration status DOWN + working status DOWN Device Vendor Ruijie Networks

Device Information
Mask 255.255.255.0

Configure Device

Configure Service Contact Person

Runtime 3 days, 1:07:44.25
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5.2.4 Test the Connectivity of Device

Ping test, go to Device >Device List on the device
MNMawvigation Bar

details page, click "Ping" on the left navigation bar. ——=

Device Information
onfigure Device
Configure Servioe
Traceroute test, go to Device >Device on the device Navsgaon Bar

. . . ular « eraticr
details page, click "route tracking" on the left === e

navigation bar.

Device Information

Configure Dewvice

Configure Service

Network inspector, go to Device >Device List >Network Inspector >Real-time Test >Select Device >Start Test

) B —

I 4+ Realtime Test I*Pa'iud( Test ¥ Delete
Test Type Start Time End Time Total Count OF Failure Count Of Success Operation
Realtime 2015-06-16 2015-06-18
| test 08:36:27 D3:36:49 ! 2 = E
Realtime 2014-11-07 2014-11-07
O test 13:47:01 13:50:15 i U u E

Qo [1 - -llJEnPerPageTo‘IEI Pages: 1/1TotalzRecare

@) all Devices () Select Manually

© Please select test type

*Test Mode | PING [¥] snmp [ Telnet

Go to Device >Network Inspector >Periodic Test and then select the device and test method that needs to be tested, and

then click "start testing" to create plan.
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© Step 1 Basic information

* Plan Name :
“ Start T ¢ ]
“End Tme

L

Set Plan Schedule:

Description *

| MNext | | Cancel

© Selected Device List +5elect Device | = Deselect = Deselect All

Il Name P 2 Model + Mask SNMP Template Telnet Template

Click “finish” when complete setting. click on "active", the plan will take effect.

© Plan List +add
Plan Name Plan 5tatus Tagk Statug Lazt Run Time Mext Due Time Operation
PeriodicA invalid not running & rﬁuht_i:'ate)(Delete [FEm S
sErEElE e ek %1142-1‘;4-08 :r::‘:f:te)(Delete Plan ¥ Start Plan

K <a &= IhemPerPageTo‘Ial Pages:1/1Total2Records

After a period of time to see the running time of the program has been changed, that means the plan has already been executed.

© Plan List +Add

Plan Mame Plan Status Task Status Last Run Time: Next Due Time Operation

2015-09-21
17:32:20

AMA A a4 AR #ra_sc. Wroi_io meos kee_arao_

Periodic A valid not running # Modify ¥ Start Plan BDisabled

5.2.5 Management of Device Interface

Checking device interface, Go to
Device >Device List, on device details

page, the system will automatically

display the device's interface panel on

Green=~Administration status UP jnt Mame Fal/18

the page, and the color to represent the Orange—Administration status Ulgnt Description  FastEthernet 1/18
Red=Administration status DOW e Type ethernetCsmacd
current status of the device interface. Baolc LD
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Enable and disable Interface, go to
Device >Device List enter the device
details page, right click on the interface of
the device panel, select "disable
interface"/or "enable the interface"

Create interface switching plan, go to Advanced >Interface > Int Control Plan >Create Plan >Select Device then select the

interface need to enable or disable

ﬁ\ Asset Device Performance Alarm WLAN Report System Topology = 5>

© Step 1 Basic information

*End Time : [2016-05-11 16:31__ L1
Set Plan Schedule *

I * Every n hours:10 I

Description :

Name: | vendor: [ Model: I~

kS

+select Device ~ Deselect ~ Deselact Al

|
s
B

P = Model + Mask SNMP Telnet CWMP

]

N18007 172.29.1.6 58607E 255.255.255.252 SNMPV2C no_pass test

POEswitch 172.20.3.2 52028G-12P 255.255.255.0 SNMPV2C default default

[

172.29.3.1 WS6008 255.255.255.0 SNMPV2C default default

%

10 < 0 [ 1 1[Gel [10 [~ tem Per PageTotal Pages:1/1Total2Records

13 14 15 16 17 18 19 20 21 2 23 24
25 26 27 28
WSs6008
172.20.3.1
m 1 2 3 4 5 6 7 [ 9 10 1
Previous Finish Cancel

Automatically back to the port switch program page, at this time you need to click on the "active", then the plan will take effect.
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T —

@ Plan List +Add
Plan Name Plan Type Plan Status Task Status Last Run Time MNext Due Time
[pana] Prescheduled plan | invaid | not running #Modfy XDelete Pln > Start Plan ~/Activate

0 < = &0 [ 1 ][Go) [10 ] Item Per PageTotal Pages:1/1TotaliRacords

After a period of time, back to the port switch plan page, you can see the running time of the program has changed, there is an

executed plan. Click the project name to view the details of the plan.

O —

@ Plan List +add
Plan Name Plan Type Plan Status Task Status Last Run Time MNext Due Time Operation
|plar\A I Prescheduled plan valid not running I201€—05—10 16:36:05 2016-05-11 02:35:49 | #Modify P Start Plan EDisabled

10 <1 = =0 |1 |[Go] [10 %] item Per PageTotal Pages:1/1Total1Recor

Interface parameter setting, go to Device >Device List enter the device details page, then click the interface icon, enter
the detailed interface information page, then click on the upper right corner of the device "Set Interface Parameters"

© Basic Interface Information +Close Port | #Set Interface
Int Index 18 Int Name Gil/18
Int Description GigabitEthernet 1/18 Int Type ethernetC:
Rate 1000Mb Int Alias link-to-MSC
MAC Address 58:69:6c:5e:c0:e3 Monitor Status Monitored
Set Interface Parameters &J

Duplex Mode : IAuto—Negoﬁaﬁon.
Rate Setting : IAuto—Negoﬁaﬁon.

Flow Control Mode : |DISABLED
Int Alias * | link-to-MSC-MGMT po
MTU: | 1500
la)
Int Remarks :
b
Prompt:

A router interface does not support flow control parameter settings

Certain devices do not support Chinese alias. In case of an error prompt, set an
interface alias with readable ASCII characters such as "English character, hyphen,
underine, number"

Certain devices do not support MTU. If you do not enter an MTU value, MTU is not
set

[ woor | conce

Click “Modify” when complete setting.
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Interface binding management, go to Device >Device List >Int Binding Sync, on this page you can see the interface
binding on the device that is the port security entry, while the interface binding information can be managed and synchronized.

Performance

MNawvigaton Bar

Regular Operation

Telnet

Ping FRUgTEe
Route Trace

wWeb

IP Table

ARP Table

Route Table
Interface Table

MAC Pwwd Table
Elfownir'lk Online User

List Gregn=AaAdministration status UP + working status UP
Red=Administration status DOWM + working status DOWM

Historical Perf. Data
= WLAMN Configuration
= Int Mapping Relation

I _ Int Banding Sync
List —

Device interface binding synchronization, go to Advanced >Interface >Int Binding Sync >Select Device, then start

synchronization.

?Ub’fé Smart Network Commander

Wi

A Asset | Device = Performance = Alarm | WLAN

* Int Binding

I' Int Binding Sync I

= Int Control Plan

| | einded 1p: | | endedmac:| | meeface:[ |

© Int Binding List uImport *Add +Add Batch Binding X Delete
O » Interface Binded 1P Binded MAC Remarks Operation

* Int Mapping Relation
* Int Mapping Plan

© Device Interface Binding Synchronization Log

Device interface binding synchronization [successful]
([ ¥ ¥ Il VYV

Total:3  Count of Success:3  Count of Failure:0 ‘ Return | ‘ Go to List ‘
Test Time Message

2016-05-10 17:02:24 device name ( N18007 ), device address ( 172.29.1.6 ), synchronization status ( Synchronized successfuly )

2016-05-10 17:02:19 device name ( WS6008 ), device address ( 172.29.3.1 ), synchronization status ( Synchronized successfully )

2016-05-10 17:02:18 device name ( POEswitch ), device address ( 172.29.3.2 ), synchronization status ( Synchronized successfully )

Device interface binding, go to Advanced >Interface >Int Binding Sync >Add, then fill in the appropriate information, or

click the wizard to select the device to bind the device, and then click "add".
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TP Wizard Setting
* Interface :
Binded IP :
Binded MAC : m Wizard Setting

N
Remarks
W
Pmmpt!

"Wizard setting” at device IP address field can be used to set a stacked device or high-end device
If binded IP is NULL, layer 2 MAC, PORT binding wil be used as default.

The binded MAC address can be located using "Wizard Setting”.

You can separate MAC addresses with : or -, for example: 00-1E-4F-C6-8C-25 or 00:1E:4F:C6:8C:25

|_ait || o |

5.3 Device Configuration and Software Version

5.3.1 Management of the Device Configuration

When you want to backup device configuration, go
to Device >Device List and click the appropriate
device name to enter the device details page, then

click on “Device Config” , In the device details the

left navigation bar, scroll down, and then click on

the "device configuration management".

Il Clear Imported Group and Asset |
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- ! [ N
€
Pl.ﬁjfé Smart Network Commander

Performance Alarm Report WLAN Advanced

Navigation Bar

Regular Operation

"

Name
Green=Administration status UP + working status UP Type
Orange=Administration status UP + working status DOWN
s I Red=Administration status DOWMN + working status DOWN Device Vendor
Device Information
Configure Device Mask
Configure Service Contact Person
- e P Runtime
* Software Download
Device Config Connectivity Status
* Business Config
* Set Moniter Indicator Hardware Version
SystemFan Status

ﬁ Device Performance Alarm Report

9 Device Information

Device Name & ServerSwitch
Device IP = 192.168.2.18

© Device Configuration Setting # Modify Backup Setting F Backup Device Configuration immediatehy |

Auto-backup * No

© Single Device Configuration List a'!Cumpﬂ'e #*Import Configuration File

Type Backup Time Backup Type Baszeline File Name Operation

Select the backup option on the below page, click "Backup".

Backup Device Configuration immediately T

Backup Content : Startup Config Running Config
Enable VRF: [

Backup Canczl




Automatic configuration backup, go to Advanced >Config & SW >Add Auto-Backup Device >Select Device and add

success will automatically jump to the page of device configuration management.

™ [ ] Name: [ | model: =l Search
- © Device Configuration List iguratic Backup Now |+Add Auto-Backup Device| BlBatch Backup <¥Eat
| Device Name/Model 1P Location  Latest ing C i Latest Startup C : Last Backup Type | Last Backup Date Last Backup Admin
O S8 172.29.1.6 = =) 20150510 ==
1 | | Name: | wvendor: Model: =l
@ electd e Lt #Sekct Dk Dessct
[m] Name P + Model ¢ Mask SHMP Telnet cWHP
N18007 172.29.1.6 S8607E 255.255.255.252 SNMPV2c no_pass test
1 10 [V
PRESCHEDULED *
Backup Content * STARTUP  [VIRUNNING
Set Plan Schedule * Ievs!y week
sunday [ (00:00)
Enable VRF: []

172.29.1.6

Maximum Copies *

Backup Time :

Auto Backup New Device ©
Enable SCP !

(7] Prompt :

To enable SCP, you must enable SCP support on Model Management page.

bulk configuration backup, go to Advanced >Config &SW >Batch Backup then select the backup content and whether you
enable VRF, and then click backup in the backup device configuration box in the pop-up”.

Device Performance Alarm WLAN Report System

C i Latest Startup C i Last Backup Type Last Backup Date Last Backup Adr

]  Device Name/Model 1P Latest

O e 172.20.3.1 F] I Eaeoo -
O ok 172.20.3.2 B (o 2160510 e
O gégg% 172.29.1.6 E] 5 %(7):153&?35010 .
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Backup Content : STARTUP [+] RUNNING
Enable WRF = [

| Backp |

| conce |

5.3.2 Restore Device Configuration

Restore configuration of single device, go to Advanced >Config &SW then click the device name to enter the device
detailed interface, then go to Device config >Restore,

According to the actual situation and needs, determine whether the check "immediately".

Device Name : WS6008
Device IP : 172.29.3.1

Salenice,Confouration, Setting dlpkiabedenSallnoadiaiun DaaConiartinng
Auto-backup © No

> Single Device Configuration 2o -
Type Backup Time Backup Type Baseline File Name Backup Admin 0

[] sTarTUP 20160510 I WS6008_160510_202151_5.text  admin GRestore | MDownload /Set 25 Baseline

] RUNNING Jo0e1n 53] WS6008_160510_202151_0.text  admin @Restore | #1Download

[1 sTaRTUP 20160510 Ih WS6008_160510_202101 2.text  admin @Restore #Download +/Set as Baseline

Device Name : WS6008
DeviceIP: 172.29.3.1

Source - STARTUP
To: STARTUP

Effect Inmediately : [ ]

Enable VRF: [ ]

‘Warning

1. "Effect immediately” indicates immediate restart of device for configuration to take effect
2. "Not effect immediately” indicates that configuration takes effect only after the next restart of device
3. For devices with CWMP enabled, the restoration operation will auto restart devices which lasts for long.

Batch restore equipment configuration, go to Advanced >Config & SW >Batch Restore >Change then select the correct
configuration file to restore the current device

R e e

jaSaBatch Badan Confio,

Effect Inmediatety : []
Enable VRF: []

(] Name ‘ P ‘ Model | Target Config File ‘ Baseline | i

O WS6008 172.29.3.1 WS6008 Please select at least one item. I t}Change I
O POEswitch 172.29.3.2 S2028G-12P Please select at least one item. tdchange




Type Backup Time | Backup Type  Baseline  File Name —
STARTUP ﬁgff'{?;m ¥y WS6008_160510_202151_5.text  +/Select
RUNNING %312"’1“55; 1o Wy WS6008_160510_202151_0.text | +Select
STARTUP %g;lff?{im ¥y WS6008_160510_202101_2.text +/Select
RUNNING %3?;1?05’2 1o Wy WS6008_160510_202101_5.text +/Select
STARTUP %3;15654?15;0 ¥y WS6008_160510_175615_8.text  +Select
RUNNING %?;15‘2?155'1“ Wy WS6008_160510_175615_4.text  +/Select

After all the target configuration file is replaced, check the device and click "restore"

© Batch Backup Config
To: STARTUP

© Device Configuration List ~ Delete
1| hame P Model Target Config File Baseline Operation

WS6008 172.20.3.1 WS6008 WS6008_160510_202151_5.text t¥change B Show Diff Info

POEswitch 172.20.3.2 52928G-12P POEswitch_160510_202150_6.text t¥change B Show Diff Info

Warning

1. "Effect immediately” indicates immediate restart of device for configuration to take effect

2. "Not effect immediately” indicates that configuration takes effect only after the next restart of device
3. For devices with CWMP enabled, the restoration operation wil auto restart devices which lasts for long.
4. Only the selected target configuration files will be applied.

5. A target configuration fie should be selected, or the restore operation will fai.

The target configuration files are set as baselines by default.

| reore || retn |

5.3.3 Device software version management

Restore software version of device, go to Device >Device List then click the appropriate device name to enter the device

details page and then go to Add Software from Device >Update Device Software >Backup.




5'7 Favorte | @ Online Customer Service ) Change Pa:

 Wavigation Bar |
Regular Op -
* Telnet
' Ping

: Route Trace

. Download Software To
Device

* Device Config MGMT

* Business Config

Basic Info
Name
Type
Device Description

Telnet Template

Device > Device-POEswitch(172.29.3.2)Detais

Device Information

Name

A s UP +
Administration status DOWI

working
+ working

up
tus DOW! Type

Device Vendor
Mask
Contact Person

Runtime

Connectivity Status

Hardware Version

Device > Device detail > Add Software From Device

POEswitch
Switch
Ruijie Ful Gigabit Security & Inteligence Access Switch (52928G-12P) By Ruijie Networks

default

Additional Information

*Software List | [rgos.bin v
Enable SCP | No
Enable VRF O

Basic Info CcPU Memory Temperature
POEswitch 1]
Switch Model
Ruijie Networks Sys0ID

255.255.255.0 MAC Address
Device Location

36 days, 12:36:04.36 Last Synchronization Time

Reachable Network Management Status
1.01 Software Version

SysOID 1.3.6.1.4.1.4881.1.1.10.1.156

Madel 52928G-12P

Software Version RGOS 10.4(2b12)p2 Release(180357)

ldeateDeviceSoftw{ I Backup I ‘ Return

After the completion of the backup, it will automatically jump to the device software management page, you can be see the list

of software files have been copied to the SNC server.

Advanced > Config&sSw > Software MGMT

Name : Model: [~ | Search

Software List HSoftware Creation Plan *From Local X Delete
O Name Software Version Model Name In Device Creation Time Memo Operation

O ig[lj&l]zl[lg[lﬁ}& I1n.4.1enas7l 2016-05-10 21:09:42  from 172.28.3.2 # Update

1 ||Go| |10 || Item Per PageTotal Pages:1/1Total1Records:

You can log in the device to confirm the software version of the backup.

Import Device software version to SNC, go to Advanced >Config & SW >Software MGMT >From Local >Create



Name : | ] Model: | =l | search
+From Local
O Hame | Software Version | Modet Mame In Device Creation Time Memo Operation
(] ponca gaapheRs 10.4.180357 rgos.bin 2016-05-10 21:09:42  from 172.20.3.2 # Update
1 10 ™
L
Enable SCP ¢ No
* Name :
* Name In Device * | rgos.bin
= Add File
Flle rgos.bin
Uploading file successful Delete
* Version * | 10.4.161753
*Model ¢ 55750-24GT/125FP * S5750P-24GT/125FP ¥ 55750-245FP/12GT ¥ S5750-48GT/45FP % S5750P-48GT/45FP ¥ 55750E-245FP/12GT *
+Add Model
~
Memo *

<

[Z=] Prompt: :

1. Empty file not saved

Cancel

Will go back to device software management page, then you can see the imported file already list here.

=l Search

i 3]
(] Name ‘ Version ‘Mmﬂ

Name In Device

Creation Time

£

]} igﬂg;(ﬂlm 10.4.180357 rgos.bin 2016-05-10 21:09:42  from 172.29.3.2 # Update
55750-24GT/12SFP S5750P-24GT/125FP

O I 10.4(3) 10.4.161753 I 55750-24SFP/12GT  S5750-48GT/4SFP rgos.bin 2016-05-11 14:15:08 #Update
S5750P-48GT/4SFP S5750E-245FP/12GT

1 10 v

Distribute configuration command of device, go to Advanced >Service >Config Template Library >Add, on template
definition page, input template name, then click the associated command in the command list.

TELNET #Update X Delete
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Business configuration schedule, go to Advanced >Service >Service Plan >Add >Select Template >Select
Device >Finish, then click start plan

Set
Parameter

1P: Name: Vendor: b Model: Search
(| Name IP # Model # Mask SNMP Template Telnet Template CWMP Template
O N18007 172.29.1.6 S8607E 255.255.255.252 SNMPV2C no_pass test
POEswitch 172.29.3.2 52928G-12P 255.255.255.0 SMNMPV2C default default
1 WS6008 172.29.3.1 Ws6008 255.255.255.0 SNMPV2C default default
1 10 [w

* Pian Name :
Plan Type :

Description *

Plan Name : Saarch

5.4 Terminal management

Modify terminal, go to Device >Terminal List > Add /Update /Delete, then set the terminal.
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- i -
Ll & hitp://50.60.3.241: 1113 snc/redirect seam* DL-¢

Performance Report WLAN Advanced System

* Device List

Uplink IP: l:l Online User: l:l Show online users only: [ ]
Termina Type: CreatonTime: [ (1]

* Add Device
* Custom Extended Info
* Device Autodiscovery
* Network Inspector
* Device Template

@ Prompt:If a terminal in the list does not have an uplink device IP or port, the system searches for uplink uplink device IP and port and identifies them with * at the

© Terminal List I +ndd|)<nelehe 1

O Name = Terminal Type Terminal Source IP s MAC Uplink IP Binded = Online Status Onlil

* Batch Device Sync

IP Camera =
O 172.18.84.221 t\ - 172.18.84221 Db0:9Tbai3b:E32b 55555551 Mo gomme
:
() 172.18.83.240 ﬁ\ =] 172.18.83.240 50:2e:5ccBaaBe 55555551 Mo BoFrLiNe
O 172.18.84.83 ﬁk‘ 3 172.18.84.83  54:9f13:42:20:68 55555551 Mo B oFFLINE
O 172.18.84.67 ﬁ\ KE 172.18.84.67 Tc:1d:d9:3f35:57 55.55.55.51 Mo BQFFUNE
O 172.18.83 153 ﬁ\ = 1721883153 986cfS1f20:dc 55555551 No Boniine

Add Terminal LJEE

* Name : |El-anana |
*Terminal Type ¢ |[PC W
*IP: |192.168.1.123
*MAC | | C4-BE-BF-AB-4A-75
* Uplink IP : |192.168.1.254
* Uplink Port ¢ |24
* Subnet Mask ! | 255.255,255.0

Contact Person + |Apple
Telephone : ||
Address ¢ |

Remarks :

Add ‘ | Cancel

View terminal information, go to Device >Terminal List then select a row of terminal information, can view information

terminal.
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’I?Uﬁ—l-é Smart Network Commander

| ]
ﬂ Performance Alarm Report WLAN Advanced System

* Device List

Uplink IP: :I Online User: l:l Show online users only: [
Terminal Type: Creation Time; I:l

* Add Device
* Custom Extended Info

* Device Autodiscovery

* Nefwork Inspector © PromptIf a teminal in the list does not have an uplink device IP or port, the system searches for plink uplink device IP and port and identifies them with * at the beginning

* Device Template

© Terminal List *+Add % Delete *8ind X Unbind tsync » 1p,MAC Colision Detection } More

* Batch Device Sync

[ Names Terminal Type  Terminal Source [P » MAC uplink 1P Binded o Onling Status ~ Online User ~ UserName  Online Time o Operation
IP Camera =
O 1721884220 ﬁ\ . 1721884221 bOSbadbEIZb 55555551 Mo Sonine 4 Update
:
O 172.18.83.240 @\ - 1721883240 50:2e:5ccfiaaBe  55.55.55.51 No DFFLINE # Update:
Terminal O 172188483 @H ] 172188483  549F13422098 55555551 No QoFFLINE # Update
* Terminal List [ 172188467 @\ = 72188467  TeAdd9dRISST 55555550 No Lorrune # Update:
TR O msss == 1721883153 8860 1620de 55555550 Mo Sonine # Update:
O 11213835 @\ - 172188352  80BO31StaTee 55555551 Mo £ Update
O 172138358 ﬁ\ = 172188359 Gcd3BdAdebB4 55555551 Mo # Update
O 121383104 @\ = 1721883104 401303806870 55555551 Mo LorrLNe # Update:
[0 17213835 ﬁ\ e 17218835  S0fGE1b8AG1E 55555550 No Borine # Update
[0 172133368 @\ = 172188368  1B8efc7i00d4 55555551 Mo Lorrune # Update

K9 e Ttem Per PageTotal Pages: /476 Total4753Records

Click the terminal name link to see the terminal details. As shown below:

@ Terminal Detail X

RliijTe Smart Network Commander

Nt Work's
=
Device Performance Alarm Report WLAN Advanced

Operation

* Ping

Basic Info STA Wireless Info

Name ! 172.18.84.221 Working Mode : 802.11a
Terminal Type * @\ Associated AP IP ¢ 172.18.57.222
Terminal Source ¢ :; Associated AP MAC ! 00:d0:f8:22:e0:09
IP: 172.18.84.221 VLANID : 1732
MAC ¢ b0:5f:ba:3b:63:2b SSID ¢ ruijie-802.1x-5G
Subnet Mask * WLANID : S

Creation Time ¢ 2014-12-22 17:10:45
Contact Person
Telephone
Address ¢
Uplink IP ¢ 55.55.55.51
Uplink Port ¢
Port Status

User Name *

Remarks ¢
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Import and export terminal information, go to Device >Terminal List >Import >Select Import File,

0 !IHI‘ | TenminalType  Terminal Source [P ¢ | MAC ~ Uplink P Jlilied‘ ‘Dnline Status

[0 s34 ﬁ\ =5 1721684221 BOSTREADETZL 55555551 Mo Bonine

(27| Prompt :

Only C5V files can be imported,

Click to Download

IP/MAC binding, go to Device >Terminal List >Select terminal >Bind\Unbind,

@ PromptzIf a teminal in the list does not have an uplink deviee IP a1 port, the system searches for uplink uplink device IP and part and identifies them with * &t the beginning

[]  Mame s Terminal Type ~ Terminal Squrce 1P # | MAC . Uplimk IP | Binded ¢ Online Stetus | Online User | UserMame OnlineTime ¢ | QOp

IP/IMAC exception detection, go to Device >Terminal List >MAC-to-IPS /IP-to-MACs,
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- o | we

Uplnk ;| | Duine User: | | Show iz usess only: [ ]

@ Prompt=If a teminal in the st does not have an uplink device TP ar port, the system searches for uplink uplink device 1P and port and idenkifies them with * 2t the beginning

0 Tesminal List #2dd ¥ Delete #Bind X Unbind Pane » (PMAC Coll sion Detection ¥ Wore
[] « Hame ¢ | Teminal Type | Tenminal Source | P ¢ | uAC Uplink[p | Bimded ¢ | Dniine Stafus  Onling User  Uger K
0O irz1as4an ﬁ\ b T2188421  b0Stba:dB32b  SESRSEST Mo Borrne

[0 ir213ga2a &\. = T840 S0%eforbimabe 55555551 Mo Sorrme

Subnet statistics, g0 to Device > Subnet statistics >Sync.

Report Topology

[E7] Prompt ¢

The IP addrasses used by a davica include the device IP address, device management IP addrass, and IP address in the 1P addrass tabla.
Terminal utiization includes all terminals within the subnat IP seament. It is possible that a terminal is shown in multiple subnets,

Class-B subnets or subnet with non-subnet will not be shown in the list.

Based on the actual network envionment, the "Sync Device Subnet” operation might consume longer time, please be patient.

© Subnet Statistics [ ®svnd ®update

Subnet 1P+ Subnet Mask Total Available TP« Used 1P ¢ Idie 1P + P Utilization(%e) + Terminal Utilization(%s) + Device Utilization(%) »
172.29.3.0 255.255.255.0 254 3 251 1.18 0.0 1.18

172.29.6.0 255.255.255.0 2594 s 249 1.97 1.18 0.79

10.10.10.0 255.255.255.0 254 2 252 0.79 0.0 .79

172.29.7.0 255.255.255.0 254 4 250 1.57 0.79 0.79

192.168.110.0  255.255.255.0 254 2 252 0.79 0.0 0.79

10.20.12.0 255.255.255.0 254 o 254 0.0 0.0 0.0

172.29.5.0 255.255.255.0 254 1 253 0.39 0.0 0.39

172.20.2.0 255.255.255.0 254 1 253 0.39 0.0 0.39

In the sub network usage statistics list page, select the remaining available IP number of this column, click the available IP
number of 251, you can enter the available IP list :

Prompt
The IP addresses used by a device indude the device IP address, device management IP address, and IP address in the IP address table.
Terminal utiization indudes all terminals within the subnet IP segment. It is possible that a terminal is shown in multiple subnets.
Cass-B subnets or subnet with nan-subnet wil not be shown in the list.
Based on the actual network envionment, the "Sync Device Subnet" operation might consume longer time, please be patient.
[
© Subnet Statistics Bsync Bupdate
Subnet IP ¢ Subnet Mask Total Available IP ¢ Used IP ¢ IdleIP ¢ P U Yo) * Terminal ion(%) ¢ Device £ %) *
172.20.3.0 255.255.255.0 254 3 118 0.0 118
172.29.6.0 255.255.255.0 254 5 249 1.97 1.18 0.79
10.10.10.0 255.255.255.0 254 2 252 0.79 0.0 0.79
172.29.7.0 255.255.255.0 254 4 250 1.57 0.79 0.79
192.168.110.0 235.255.255.0 254 2 252 0.79 0.0 0.79
10.20.12.0 255.255.255.0 254 0 254 0.0 0.0 0.0
172.29.5.0 255.255.255.0 254 1 253 0.39 0.0 0.39
172.29.2.0 255.255.255.0 254 1 253 0.39 0.0 0.39
172.29.4.0 255.255.255.0 254 1 253 0.39 0.0 0.39

In the sub network usage statistics list page, select the PC usage, click the usage rate, you can enter the PC list :

© Subnet Statistics Bsync Bupdate
SubnetIP = Subnet Mask Total Ip = Used IP + Idle 1P ¢ P ion(%) * (%) = Device ion(%) =
172.29.3.0 255.255.255.0 254 3 251 118 118
172.29.6.0 255.255.255.0 254 5 249 1.97 0.79

In the sub network usage statistics list page, select the device usage rate column, click on the use of the rate, you can enter
the device
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5.5 Management of The Device model, series

Query manufacturer, go to System >Device Vendor, then click the Add button to add a page, as shown in the following

diagram:

Add Vendor 23

* Name : | |
* Short Name : | |

Contact : | |
Wendor Logo *

4 Select...

Upload vendor logo *

Description *

) prompt:
Note: the width and height of uploaded vendor logo image should be no more than 18 pixels, the file sze should be
less than or equal to 10KB and the valid file type i jpa, aif or png.

| [ o

Select a device vendor record, click the "operation” column of the "modify" link to modify the device vendor page, as shown

below :

Update Vendor X

* Name : [Uniview |
* Short Name : | Uniview |

Contact * | |
Vendor Logo *

4k Select...

Upload vendor logo *

Description :

& prompt:
Mote: the width and height of uploaded vendor logo image should be no more than 18 pixels, the fie
size should be less than or equal to 10KB and the valid file type is jpg, oif or pna.

DSV B B

5-53



Enter the equipment vendor management page, select to delete the record of equipment manufacturers, click the "delete"

button, as shown :

Name: [
© Device Vendor List +add
(] Name Short Name Contact Description Operation
Uniview Uniview # Update
O Zyxel Zyxel # Update
O Yamaha ¥amaha # Update
O Xyplex Xyplex # Update
O Xylogics Xylogics # Update
O Xedia Xedia # Update
O Wyse Technology Wyse Technology # Update
O Wiesemann & Theis Wiesemann & Theis # Update
O Western Multiplex Western Muitiplex # Update
O ‘Wnetek Communications Vnetek Communications # Updata

Model management, go to System >Device Model, then Select at least one device type record, click the delete button, the
system will perform the delete operation.

© Device Model List +Add| X Delete I
(] Device Model Name Vendor Device Type System 0ID 0s Port Count SCP Support Type Operation
59620 Ruifie Networks Switch é‘a'5'1'4'1'4881'1'1'10'1'4 ranos No Predefined  #Update
58606 Ruijie Networks Switch §'3'6'1'4'1'4831'1'1'10'1'4 rgnos No Predefined  #Update
S8610 Rufjie Networks switch ‘11'3'5'1'4'1'4381'1'1'10'1'4 rgnos No Predefined # Update

In the list, click the name of the model, and can view the information of the device type.

Device Model Detail 23

Device Model Name = 59620
System OID = 1.2.6.1.4.1.4881.1.1.10.1.46
Device Type = Switch
Vendor * Rufie Networks
Device Series - 596
Product ID : 20060022
SCP Support = No
HTTP Protocol = http
HTTP Port © BO
Default Homepage :
Type - Predefined
Remarks :

Cancel

Click the "Add" button to add the page and then fill in the device Model information.
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Add Device Model X
* Device Model Name ¢ | |
* System OID : | |
Vendor I |UNKNOWN
* Device Series IUNKNDWN ~]
Device Type @ Unknown
| | Add ID
Product ID :
SCP Support = [ ]
HTTP Protocol ©  (® HTTP ) HTTPS
HTTP Port : |80 |
Default Homepage : | |
Remarks :
Save Cancel ‘

Click the "Update" button to update device model.

Update Device Model 23
Device Model Name @ 59620
System OID ¢ 1.3.6.1.4.1.4881.1.1.10.1.46
Vendor : Ruijie Networks
Device Series = 596
Device Type @ Switch
| | Add ID
Product ID : |20060022
SCP Support + []
HTTP Protocol © (@ HTTP () HTTPS
HTTP Port : [ao |
Default Homepage : | |
Remarks :
I Save I ‘ Cancel

Device category list, go to System >Device Type, then select at least one device type record, click the delete button, the

system will perform the delete operation.
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O Device Type Code Device Type Name Type

ROUTER Router Predefined
SWITCH Switch Predefined
UNKNOWN Unknown Predefined

In the list, click the name of the model, and can view the information of the device type.

Device Type Mame - Router
Device Type Code @ ROUTER
Type : Predefined

Description -

Click the "Add" button to add device category, and then fill in the type of device information. As shown below:

* Device Type Name © |
* Device Type Code * |

Description -

Query equipment series, go to System >Device Series ,then click the Add button to add the device series.
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* Device Seres Name -
“Vendor : |Rufie Networks
*Device Type & |Rm1ter

Description -

Select the device to delete records, click the "delete" button, as shown below:

DES-7200 Ruijie Networks Switch Predefined
DGS-3610 Ruijie Networks Switch Predefined
‘0SM8500 Ruijie Networks Switch Predefined

Click the browse detailed information recording equipment series link, enter the details page, shown in the following diagram:

Device Series Name ¢ DES-7200
Vendor © Rufie Metworks
Device Type : Switch

Type ! Predefined

Description *

5.6 Topology Management

5.6.1 Topology Edit

Add Device: click Edit, add device button
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4 22 1 [@

Editing Key P.. AutoLl. Full Sc.. Topo D.. Maore
ar} o? ¥ | X
Add Device] Add Virtual Node Delete Node  Add Link  Delete Lin BGImage

Delete node: select a node, click Edit, delete node button

Z o i I [

Editing KeyP.. Autol.. FullSc.. Topo D.. More
08 o® * [ X
Add Device  Add Virtual Node Add Link  Delete Lin BGImage
Add link

a) Select a node, click Edit, and add the link button.

Z o # @ -

Editing Key P.. Auto L. Full Sc.. TopoD. More
03 o * @ X
Add Device  Add Viriual Node  Delete Node | Add Link| Delete Lin BGImage

b) Drag the cursor, click the target node, in the pop-up dialog box input line, node link interface, etc.

Add Link
Line : single seolid Line -
Device : MN18007
Device Interface: Gil/1 -
Device = POEswitch
Device Interface: | GIO/1 -
Link Bandwidth Calculation Method: (=) Associated Interface Based {_) Manual Settings

Delete link: select a link, click Edit, delete link button.
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Z O @ e

Editing Key P.. Auto L.. Full 5c.. Topo D.. More
08 o ¥ | X
Add Device  Add Virtual Node  Delete Mode  Add Link [Delete Lin BGImage
k F

Add virtual node

1) Click Edit, add virtual node

Z o it @ e

Editing Key P.. AutoL.. Full 5c.. Topo D.. More
ar) o £ Y = X
Add Device | Add Virtual Node | Delete Mode  Add Link  Delete Lin BiGImage

2) Inthe pop-up dialog box, enter the virtual node tab, select the node icon

Add virtual Mode

Virtual Mode Label:

Virtual Mode Icon: Please select... -

.Building
anternet Cloud

3) Add virtual nodes as shown in Figure

Custom background map

1) Click Edit, custom background map
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Editing Key P.. Auto L..  Full 5c.. Topo D.. Mare

! il & ¥ - = X

Add Device  Add Virtual Node Delete Node  Add Link  Delete Link BGlmage

2) Click browse, upload pictures, save

BGImage Settings

Select Image Browse

3) topology after background picture uploaded

| L] i it e S H DU O

5.6.2 Topology Management

The system has the following topological views by default. the layer 3 topology, the whole network topology, network topology,
routing topology, core aggregation topology
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Favorites

Layer 3 Topo
Global Topo
Subnet Topo
Route Topo
Core Aggr Topo
Custom Topo

Group Topo

1. Custom topology

1) Custom topology, click on the corresponding tree node, according to the device to create
Favorites
Layver 3 Topo
Global Topo
Subnet Topo
Route Topo

Core Aggr Topo

Custom Topo Add

By Path

Group Topo .
¥ Customized Topology

¥ Path Topo
123

2 ) Enter the view name, select the device, and click Add.

3) Custom topology, by path creation



Favorites >
Laver 3 Topo

Global Topo

Subnet Topo

Route Topo

Core Agar Topo

Custom Topo >

Add

Group Topo 3
¥ Customized Topology

v Path Topo
123

4 ) Enter the topological name, source IP, destination IP, determine

Path Topo

Add existing path topology
Path Topology Name:
Source (Device Name/TP): [ 7 ]

Destination (Device Name/TP): H

Create success
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2. Grouped topology

1) Assets in the group for revision

“ e BE 053 e

A | B T E
*+S0 ASH R L gt XS
~ [ R4l 79
I S3E1 0
boFRAERER 7O

2) Grouping structure, and the device will be synchronized to the grouping topology
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Favorites
Layer 3 Topo
Global Topo
Subnet Topo
Route Topo

Core Aggr Topo

Custom Topo

Group Topo ¥ Group Topo

v All Groups
Fuzhoulab

3. Set home topology view

1) Inthe corresponding view, check the icon of the house, then set the home view to take effect

./. Mormal ¥ Show/Hide

Default access to the home page after entering the topology

4. Save view

1) Inthe corresponding view, check the star standard, the save view into effect

./. Mormal ¥ Show/Hide

5.6.3 Other Topology Operation
1. Critical path detection

1) On the menu bar, click on the critical path, enter the source IP, IP, which is divided into immediate and periodic
detection.



4 e ::: 2 [

Editing Key P.. AutoL.. Full5c.. Topo D.. More
Key Path Detection
Source(IP or name): a
Enable VRF
Dest.(Device/terminal IP or name): a
Add to Periodical Detection
Period: 5 Min Run Plan Last Execution Mext Execution
SN Source(Name or IP) Dest.(Name or IP) VRF Mame Last Execution Result Operation
1 VSU-§57[172.29.2.254] 212.85.157.99 ping unreachable © © @
2 POE-Switch[172.29.3.17] 218.85.157.99 ping unreachable C 00
Ping and traceroute are required for key path detection. Please wait.
2) This is the result of detection.
Detection Result
Ping:Connectable
TraceRoute Result:
traceroute 172.20.3.2
%= press Ctrl+C to break =
Tracing the route to 172.29.3.2
1 172.29.3.2 =1 msec <=1 msec =1 msec
MN1BOOT#
3) Add cycle detection, we can set the detection cycle
Period: 5 Min Set Run Plan Last Execution MNext Execution
SN Source(Name or IP) Dest.(Name or IP) VRF Name  Last Execution Result Operation
1 VSU-S57[172.29.3.254] 218.85.157.99 ping unreachable © © @
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2. Alarm carousel

1) Onthe menu bar click alarm carousel, enter the carousel pattern

Z ¢ H 2 @ e

Editing Key P.. Autol. Full S5c.. TopoD.. More

[ Export

O Alarm Monitorin

k4 Permissions

" Change BGColo

2) Click the right upper corner of the setting, can set the keep alive time, the display of the alarm level

Alarm Monitoring Parameter Settings
Keepalive Time (Unit: Sec.. 5 30
A
Alarm Levels ¥ Critical ¥ Major ¥ Normal

3) Carousel effect as below

N18007 ~ume

POEswitch
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3. Permission settings

1) Click on the permissions settings, permissions can be set corresponding to the role of topology

S a KA
| l lr""! . e |II T
Editing Key P.. AutoLl.. Full Sc.. Topo D.. More

[ Export

o Alarm Monitorin

i Permissions

"1 Change BGColo

2)  Select the role to whom the topology view is visible.

Topology View Permissions Setting

Role Mame: Please select..
Admin
Guest
Schol
Adminl

tempadmin

4. The administrator login can only see the topology view which he has the permission
5.  Normal and traffic mode

1) Normal mode, with the line of the thickness of the representative bandwidth
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2) Traffic mode, color of the line on behalf of bandwidth utilization

Bandwidth Usage :

20 100

3) Switching background, on the menu bar, click “Change BGColor”

[ Export

o Alarm Maonitorin

B Permissions

"1 Change BGColo

White

G LY
1 0" 4 g '3

L3 Topo ¥ Alarm 0

Editing Key P... Auto L. Full 5c...

LL L

More

=7

10.10.10.0/24

Dark blue
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Export
Alarm Monitorin

Permissions

Change BGColo

POEswitch

6. Show /hide

1) Dot/ icon display mode switch

.). Mormal * Show/Hide

MNode Mode

Contact

| Mame

Icon pattern



10.10.10.0/24

POEswitch

Dot pattern, display required less space

10.10.10.0/24

POEswitch

2) Show/ hide related items, and can be customized to display / hide the information in the topology

Note: the number of +AP in the terminal list exceeds 1K, in order to ensure the display effect, the topology will not show PC
and AP
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10.10.10.0624

POEswitch

7. Automatic layout

Spread out the nodes and links according to the principle that the linked notes attract each other, and non-linked notes repeal
each other. It gets fine effect if the nodes is less than 200.

KA

e Ll L A

L3 Topo v Alarm ©

Editing v Full Sc... More

8. Other common operations

1) Double click the icon to enter the device details page, we can view the device related information, and customize the
icon



Detailed Device Info

and Operation

MNarme: WS E00E
sysOID: 1.3.6.1.4.1.48581.1.3.1.1.115
Crewvice type: A
Dewvice model: WS B00E

I Change Icon

Connectivity Status:

Reachable

Basic Info | IP: 172.29.3.1

Alarm Info Mask: 2535.255.255.0
MAC: S58:60:0c:2M:ba: B4
'ng CDrescription: Ruijie Gigabit Wireless Switch(WSG&008) By

Ruijie Metworks.
TraceRoute

Int List

Remarks:

IP Address Table

Runtime: O:02:18.39

Path Dretection
PoE Support : Mo

Dretailed info
wWeb Mgmt

Telnet m Synchronize Dewvice

2) You can input keyword on the upper right corner to search when there are too many devices.

Search IP, Name, Alias or Mac Q

After locating the device, double click the device information in the search area to highlight the topology.

Search Result

Type Mame P nMAC Int Mame Int Alias Int Note

172.29.3.1 58:69:6c:20:ba:84

3) Zoom in/out

4) Supports full screen display: full screen display of the browser, which is prompted by the full screen mode will not be
able to enter and edit keyboard input, do you want to continue? "We choose yes to enter. To exit the full screen mode,
press the ESC key to exit the full screen mode.
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Editing Key P.. Autol.. FullSc.. Topo D..

5) export topology file format can be PNG

y @

Editing Key P.. AutoLl. Full S5c.. Topo D..

o Alarm Monitorin
i Permissions

B Change BGColon

6) In the topology view, the general information of the alarm

Red means a serious warning, orange is an important warning, yellow said the general alarm, click on the number can be

viewed at the corresponding level of alarm information.

MAJORAlIarm Info

Alarm Leve Alarm Descriptic Device MName ] Alarm Time Operation

!l The device pe... WSG00S 172.29.3.1 2016-05-10 20:54:46 (= =l

Clear Alarm

7) Topology can zoom in/out

5-73



Zoom out
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8) Show / hide view: display a miniature version of topology display, can choose a region to show.

Click the image below to hide.
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Click to display

9) Shows the specific meaning of device icon, such as what the shape of the device shows what device, while the alarm
level of different display color icon is not the same.

Access Switch @ SMP Server & Subnet ] Critical
[} |
Aggregation Switch ﬁ WLC @ Dumb Device - Major .
Core Switch @ TRAPEZE WLC @ Virtual Cloud Q Mormal
Router @ Wireless AP @ Virtual Building .
Unknown Device g VPN ASBR @ Security Device .
Unauthorized Device “ VPN PE ﬁ Storage Device &
PC - VPN CE MultimediaDevice )
v =
Host Q VPN P Device ﬁ Printer 6
SNC Server & EG/NPE/ACE Monitor B
SAM Server ﬂ

5.7 Performance Monitoring

5.7.1 Setting of Performance Parameter

Go to Performance > Modify Indicators, then click the Add button to add a page, as shown in the following diagram:

Alarm WLAN Report Advanced System

p: l:l Name: l:l Model: =l
Realtime Monitor Status: Search
© Monitored Device List +Add XDelete P Start Realtime Monitor ™ Stop Realtime Monitor # Modify Monitoring Indicators in Batches
(] Name P Type Model ime Monitor Status Operation
O WS6008 172.29.3.1 AC WS6008 Started If Modify Indicators | Quiew Indicator Thresholds ™ Stop Realtime Monitar
O POEswitch 172.29.3.2 Switch  52928G-12P Started # Modify Indicators  QView Indicator Thresholds ™ Stop Realtime Monitor
O N18007 172.29.1.6 Switch  SB6O7E Started # Modify Indicators  QView Indicator Thresholds ™ Stop Realtime Monitar
K< G = Item Per PageTotal Pages:1/1Total3Records

Go to Performance > Global Perf Threshold, then select the threshold needed adjust, click “Modify”.
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© Device Monitoring Indicators

Indicator Name Description Level 1 Upper Threshoid [~ Level 2 Upper Threshold I”
CPU Utiization (%) CPU Utilization 85 o0
Memory Utilization(%) Memory Utilization 85 o
Temperature(degrees Celsius) Temperature 55 65
Disk Utilzation(%) Disk Utiization 85 =]
Details On Global Performance Indicator Thresholds x|

© Details On Global Performance Indicator Thresholds

Name = CPU Utilization (%)
Description = CPU Utilization

[V Alarm will be triggered 1f the valune 15 greater than threshold.

Level 1 Upper |
e [85.0  J{%)Normal alarm if monitored value is greater than this.

Threshald IF

Level 2 U
Tl::esh ddpﬂpier (%]I"-ajnr alarm if monttored value is greater than this.

Level 3 Upper
Threshaol dmﬁi [%]C fitical alarm if monitored value is greater than this.

|I Muodify Cancel

5.7.2 Device Management

Go to Performance >Monitored Device >Add >Select Device >Save, You can enter the device IP, device name, device type

or real-time monitoring status, click the search button to query, as shown below :

Go to Performance , Click “Add” to add a monitor device, then select device, and then click the Add and Save button to

complete the adding operation of the monitoring device,
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5.8 Monitor Real-time Performance

5.8.1 Monitor Real-time Device

Go to Performance > Monitored Device >Start/Stop Real-time Monitor.

Alarm wLAN Report | Advanced System [Frepoleay s>

Y — ame: | Modet | =
Realtime Monitor Status:
© Monitored Device List #+Add XDelete » Start Realtime Monitor ™ Stop Realtime Monitor # Modify Monitoring Indicators in Batches
] Name w» Type Model Realtime Monitor Status o
(] N18007 172.20.1.6 Switch S8607E Stopped # Modify Indicators QView Indicator Thresholds ¥ Start Realtime Monitor
(] Wss008 172.20.3.1 AC WS6008 Stopped #Modify Indicators Q.View Indicator Thresholds b Start Realtime Monitor
O POEswitch 172.29.3.2 Switch 52928G-12P Stopped # Modify Indicators Q.View Indicator Thresholds P Start Realtime Monitor

9 < & o0 [ 1 |[Go] [10 [~] item Per PageTotal PBQE:lllTatiSRe(unq

@ Realtime Performance Collection Interval Setting

Realtime Performance Collection Interval : [30s ~1

Enter the monitor device management page. You can see the "real time performance sample frequency settings" column.

© Realtime Performance Collection Interval Setting

Realtime Performance Collection Interval :

5.8.2 Viewing Single Device

Go to Performance > Single-device View and then select the device name, and then select the system to refresh the view.

MNMAS00F(1 72 29 1.6

WESGOO0S(1T2.29.2.1)

POEswitch({1 72 29 3 2)

A minute later, the system information collection is completed, you can see the device performance in the upper left corner

view:

N18007(172.29.1.6 E2

Choose Performance Indicator: Choose Interface:

— CPU Utilization © lcitn -] [cite |~

= Memory Utilization mn mn
leivs__ [~} |ciue |~]

00:01 00:05 00:07
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Select time range.

Choose Performance Indicator: Choose Interface:

S len |~} [caz |-

Select monitoring indicators and monitoring interfaces.

Choose Performance Indicator: Choose Interface:
— CPU Utilization © lein1 -] [eit2_|~]
= Memory Utilization g @g
leivs__|~] [cine_|~]

00:08

5.8.3 Comprehensive View

Go to Performance > All View then select monitoring device

W3E008(172.29.3.1)

POEswitch(172.29.3.2)

Select the performance indicator, "device" or "interface":
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Performance Collect Interval:

| N18007(172.29.1.5) |~

Select monitoring device indicator:

Performance Collect Interval:

[ n18007(172.29.1.5) |~ || Device |~ |

= CPU Utilization
= Memory Utilization

5.8.4 Viewing History Performance

Go to Performance > History Per Query then select device and indicator.

1P | Name: | vendor: | Model: =
@ Selected Device List !+SdeCtDevi€e|-/DEdeCt-/DEdeCtAl
O Name IP + Model # Mask SHMP Template Telnet Template CWMP Template
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| | Neme: | | vendor: | Modek: =

C I +
() Name | 1P = | Model = | Mask ‘ SHMP Telnet CWMP
O N18007 172.29.1.6 S8607E 255.255.255.252 SNMPV2c no_pass test
O POEswitch 172.29.3.2 52928G-12P 255.255.255.0 SNMPV2c default default
O ‘WS6008 172.29.3.1 ‘WS6008 255.255.255.0 SNMPV2c default default

1 10 | v
jaSafiatch Ouery,Sel,

Indicator:| CPU Utiization

Query Time:2016-05-11 Query Export

Sun Mon TueWed Thu Fri Sat
Device Name Device IP | Monit | Line L MAX = AVG = MIN =
19 1,234 5|67

20 2 9 10 12 13 14
21|15 16|17 |18 |19 20| 21
L

5.9 Alarm Setting

5.9.1 Alarm Parameter

Go to Alarm > Alarm parameter to set alarm parameter.

* Alarm History ©
* PING Delay Threshold :
* Alarm Expired *

Alarms withi days are saved by the system.
During a connection test, if the ping response delay ex(eed miliseconds, the system generates a ping delay alarm.
Al alarms will expire irﬂ 3 days. They wil be set to Solved and remark "Alarm expired” wil be added automatically.

Critical *
Mgzjor
Normal :

Inform *

Update Default

5.9.2 Alarm Event Management

Go to Alarm > Alarm Event > Add or Modify alarm events.
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aSaddinn
* Event : |
*TrapID: |
Level : |Critical
*Category : |Device
*Status * IEnabled ~
Ewent Reason -
Repair Suggestion *
Event Message :
I Add I | Return
 © Update Trap Settings

Event : Cold Start
TrapID ¢ 1.3.6.1.6.3.1.1.5.1
Level : |Inform
Category :
Stous:

The device is powered on.

Event Reason *

Repair Suggestion *

The device performs a cold start.

Event Message &

The device is restarted . The network
performance is restored.
Effect :

5.9.3 Alarm Generation Rule

Go to Alarm > Alarm Rule> Add and then fill in the rule information.
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* Name :

fa]
Rule Description :
W
[J Event Source Setting
Match Type : |ves v
Select Device :
Event Type Setting

Match Type : |Yes

Select Event Type : _

Add | ‘ Back to List

5.10 Viewing Alarm Message

5.10.1 Real Time Alarm

Go to Alarm > Real time Alarm Monitor then check the alarm information in the alarm list.

Display: [Latest 20 slar |  Refresh Interval: [10 seconds ||

C v
level  Mame | DevisIP  Event | ipti ACK Status  First Alarm Time Last Alarm Time Times

El Detail# Adjust

The device performs a warm g 2016-05-10
o WS6008  17229.3.1  WamStart  LheS UnAcked 2016-05-00 23:36:46 00 4 e
The intarface Git/14(ink-to- )
e NIB0O7 1722916  LnkUp 52910C 14 TEMP) of device unacked 20160510 15:13:13 %g_]f;_)gm 1 %:);t,‘:{d et
(N18007(172.29.1.6)) is up. 13
H n i
Click "Acknowledge" to change the alarm status.
Display: [Latest 20 slar |  Refresh Interval: [10 seconds
Level Name ‘ Device IP ‘ Event | Dt ACK Status First Alarm Time Last Alarm Time Times o)
The device performs a warm g 2016-05-10 Bl Detail® Adjust
P WSE008 1722031 WarmStait 404 UnAcked 20160509 23:36:46 500 0% 4 Theiod
The interface Gil/14(ink-to- )
4 NiS007 1722016  LinkUp $2010C 14 TEMP) of device UnAcked 2016-05-10 15:13:13 %g_]gf'ém 1 %m Adjust
(N18007(172.29.1.6)) is up. 13

Click on the "clear", to change the alarm level of alert.
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Display: | Latest 20 da. Refresh Interval: | 10 seconds
© Realtime Alarm View ~Admowledge X Delete +AExport
O Level Name Device IP Event ip i ACK Status First Alarm Time Last Alarm Time Times i
The device performs 3 warm i 2016-05-10 El Detai# Adjust
m] e WS6008 172.29.3.1  Warm Start ! UnAcked 2016-05-09 23:36:46 50,070 4 S
The interface Gil/14{link-to-
O ] N1SO07 172.29.1.6  LinkUp 52910C 14 TEMP) of device UnAcked 2016-05-10 15:13:13 %g}f;lsgm 1 Elm’d Adjust
(N18007(172.29.1.6)) s up. 3

Click on the alarm list Details icon

© Alarm Details + Acknowledge B Cancel Acknowled = Clear ¥ Delate
Level P Event Name Warm Start
First Alarm Time 2016-05-09 23:36:46 | Last Alarm Time 2016-05-10 20:54:46
Device IP 172.29.3.1 Alarm Category Device I
ACK Status UnAcked Clear Status Not Cleared
Repeated Times 4 Alarm The device performs a warm start.
Description B
The device is restarted. The network performance is The administrator configures scheduled auto-restart due to CPU auto-protection, temperature or
Effect Alarm Reason
restored. other error
Repair Suggestion

Add warning annotation, Add Alarm Note, and click Confirm. And then see the new addition of comments in the "alarm

notes list".
Add Alarm Note == |
Device IP : 172.29.3.1
Description = The device performs a warm start.
~
* Mote &
L
I! Confirm Cancel
© Alarm Note List
Note Maker Note Time Note
2014-12-23 02:00:00 Alarm expired
admin 2016-05-11 00:57:56 temperature too high

Go to Alarm > Realtime Alarm View then click on the top right corner of the "Export" button.




Display: | Latest 20 dx. Refresh Interval: |10 seconds

 ° Reshime Al vew % ~dar X
O Level Name Device IP Event riptic ACK Status First Alarm Time Last Alarm Time Times 0
The device performs a warm T 2016-05-10 E Detail® Adjust
O P WS6008 172.29.3.1 ‘Warm Start ) UnAcked 2016-05-09 23:36:46 20:54:46 4 Threshold
The interface Gi1/14{link-to- .
O E N18007 172.29.1.6 Link Up 52910C 14 TEMP) of device UnAcked 2016-05-10 15:13:13 %2116:;015310 1 E"I?;tr:; Adiust

(N18007(172.29.1.6)) & up.

If want to delete alarm, go to Alarm > Realtime Alarm View then select the check box and click “delete”.

Display: |Latest 20 da. Refresh Intervak: |10 seconds
< Resktmo A viw v s K0t

O Level Name Device 1P Event ipti ACK Status First Alarm Time Last Alarm Time Times i
The device performs 2 warm S 2016-05-10 E Detail# Adjust

P Wse008  172.29.3.1 ‘Warm Start . UnAcked 2016-05-09 23:36:46 20:54:46 4 Threshald
The interface Gi1/14(lnk-to- _

O e N18007  172.20.1.6  Link Up 52910C 14 TEMP) of device UnAcked 2016-05-10 15:13:13 fg_lf}”snm 1 E,m Adjust
(N18007(172.29.1.6)) is up. iR

5.10.2 History Alarm

Go to Alarm > Historical Alarm then Select the check box to confirm the alarm information, click "Acknowledge" / "Cancel

Acknowledgement "/ "Clear "/ "delete" Search Result.

© Historical Alarm List
O Level
=

Device IP Event ipti Alarm Category ACK Status Clear Status First Alarm Time Last Alarm Time Times

Name
The device
WS6008 172.290.3.1  Warm Start  performs 3 Device Unacked Not Cleared g,‘;’%s @ gg_];ffzw 4
warm start. " -
The interface
Git/23(link-to-
WS6008-
; Gi0/6) of ) 2016-05-10 2016-05-10
of m 18007 1722016  LinkDown  goi) Device Acked Cleared prisarce e 1
(N18007
(172.29.1.6))
is down.
The interface
Gi1/23(link-to-

WS6008-
- acked eared msosi0  wsosio

device

m] - N18007  172.29.1.6  Link Down

N180O7
177 201 AN

Click on the "Device Name" link to view the device information pages, view device details.
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© Device Information
| © T e

Basic Info CPU Memory Alarm

LA AR AR BN BE AR AR BN AR AR

1 2 3 4 5 & 7 8 9 10 1n Name WS56008 wP 172.29.3.1
Green=Administration status UP + working status UP Type AC Model WS6008
Red=Administration status DOWN + working status DOWN

Device Vendor Ruijie Networks Sys0ID 1.3.6.1.4.1.4881.1.3.1.1.115
Mask  255.255.255.0 MAC Address 58:69:6C:20:ba:84
Contact Person Device Location
2016-05-11 00:00:37
Runtime 3:07:27.29 Last Synchronization Time 0 Synchronizing device
information...

LV sumpconnected
ﬁ TelnetConnected

CWMP Disconnected.
Connectivity Status Reachable Network Management Status Reason:The CWMP template
related to device has a
parameter error or CWMP
protocol access to device
failed# Update

AC_RGOS 11.1(5)B8, Release

5.10.3 Invalid Alarm Message

Go to Alarm > Undefined Alarm Event then click "Disable Uspecified Alarm Generation” to disable the function.

Device P Levet tgentTme |0 To[ (0 | Seach
| vl

O | Levl  Hame Device IP Fvent Description Category First Event Time Last Event Time Repetition Count

5.11 Alarm Notification

5.11.1 Mail Notification

Go to System > Mail server Setting >Update to set the information of mail server.

L Primary Mail Server Setting
I * Mail Server Address * | smtp.163.com I
* Port Number © | 25

Authenticafi jired t [yes v
* Mal User Name © [wiwchenx |

* Password * wes

* Confirm Password | sesssssss
I * Mail Destination Address * | wiwchenx@163.com I

L] Mail Server

Y E—

Port Nurmber:
Authentication Required

S —

e —

Confmpasswend s [ |

Mal Destination Address: [ |

Update || Return | |E|niTest|
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Click the "Email Test" to check whether the mail server is configured successfully.

* Redpient © |

Send

5.11.2 Setting Mail Warning Notification

Go to Alarm > Alarm Notification >Select Role >Add > Select Device >Select Alarm Level >Select Alarm Event.

[0  Select Role Role Description Status Operation
i Configuration e .
[1  Admin Uncompleted # Alarm Notification Setting
1 10 | v

{0.\ Assat Device Performance WLAN Report Advanced System

Select Device » Level » Fvent
| P | | Name:| | Model: | =l
O Name ‘ 1P # Type | Model 2 ‘ 0
O WS6008 172.29.3.1  AC WS6008 [[Ivoice Notificatiof [¥] Mail Notification || WhatsApp Notification [[]5MS Notification [¥] Realtime Alarm Display
O N18007 172.29.1.6  Switch  S8607E [[Ivoice Notification) [¥] Mail Notification | | WhatsApp Notification [[]SMS Notification [¥] Realtime Alarm Display
O POEswitch 172.29.3.2  Switch  52928G-12P  []Voice Notificationl [] Mail Notification [ ] WhatsApp Notification [_] SMS Notification [¥] Realtime Alarm Display
1 10 v
Finish Back to List

Select according to alarm level:




Alarm Level = Critical (] Major [] Normal [] Inform [

Select alarm event according to the actual need

| Event Name Trap ID Level

When the configuration is finished, return to the alarm alert notification: view state change from incomplete to complete.

[0 | Select Role Role Descripti Status
[0 Admin C": “ﬁq":g““ # Alarm Notification Setting

o Naicaton st

5.11.3 Faulty Device Navigation

Go to Alarm > Devices with Alarm then Click on the "Device Name" link to view the device information pages.

Device IP: Model: i

Name Device 1P Alarm Level Alarm Model Type
| WS6008 I 172.29.3.1 o 1 Ws6008 AC

5.12 Report Setting

5.12.1 Report List

Go to Report > Report List >Create Report.
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@ Report Info

* Report Name ©
*Report Template :

Alarm Report Templat
Device Report Template
Asset Report

WLAN Asset Management Report Template

WLAN AP Load Report Template

WLAN AC Load Report Template

WLAN Out of Service Rate Statistics Report Template
WLAN Traffic Statistics Report Template

WLAN STA Statistics Report Template

WLAN Idle AP Statistics Report Template

Report Parameter:

Select Device ® Al O By Group O Select Device

[] Show Device Alarm Summary(grouped)

Save ‘ ‘ Save and Preview | ‘ Cancel

1. View global alarm reports, there are unresolved warning trend statistics (including the total number of alarms, the number

of serious alarms, the number of major alarm, general alarm number)

Global Alarm Statistics

Unresolved Alarm Statistics

W Total Alarms
- Critical Alarms
O hajor Alarms
I Narmal Alarms

O —

D, D, b, b, b, b, b, b, b, . D, D, D,
5, B, o, B Bo, Bo, Bo %o, B Ba Ba e P
7 ot £ oy ) 2 6‘\0 6;9 \t%\ \t% o
LR TR T I > 7
B T G e G g Gy e, G G
G e p . . S TS da O Ry T G
G B % B TG My G g G T T T TG
2. Asset management reports (including summary vendors' equipment, model summary, asset management summary,

device model summary, etc.)
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Manufacturer Model Summary

i Ruijie Metworks

Manufacturer

Device Model Summary

2
1 1 1
1
0
@“’.ﬁ &% tz@
) s S,
o & %
<o
Device Summary
Device Name Device IF Marnfacturer Device Model SN Seftware Yersion Hardware Version
. ... EG0S 10, 4(2b12)p2
FOEswitch 172.28.3.2 Fuijie Fetworks SeR2aG-12P GIHOCS2003205 Releazs(150357) 1.01
Hi5000_RG05 11.5
Hig007 172.28.1. 6 Euijie Wetworks SHE0TE 1 TR0KE3000027 {1JB2, Release 1.0
(0zz10801)
AC_RG0S 11.1(B)ES,
WSE005 172 28.3.1 Fuijie Fetworks WSe003 1 JLIZR000432 Release(03162811) 1.00

Software Version Summary
AC_RG0S 11.1(5)B8, Release(03162911) HW18000_RG0S 11.5(1)E2, Release(02210901) RGOS 10.4(2b12)p? Release(150357)

Device Model Device HO Tevice HO Device HO
S2O7EG-12F 1
SHE0TE 1
W56005 1

Hardware Version Summary

1.00 1.01
Device Model Device HO Device KO
S2928G-12F 1
SHBE0TE 1
WSE005 1

3. WLAN asset reports (including equipment manufacturers, models, etc.)
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1

WLAN Asset Report

Vendor Model Summary

Device Vendor Summary

W i

Ruijie Metworks

Vendor

Device Model Summary

%

1 1 1
I I I -Mml
} } {
“fa e
%, %, “,

J’J‘ v
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WLAN Device Asset List

Device Hame Device IF Yendor Tevice Model Softw.are ]{ardw.are Location oot Remarks
Yer=zion Yer=zion Hame
apB20 10.10.10. 100 Ruijie APRZ0-T AF_RGOS 11.1 1.01
(5B
apl30 10.10.10. 101 Fuijie AP15004) EP_R(CI}SU)SB;L ! 2.00
5365, G080, &5 Co HM_RGOS 111
11 172.28.3.6 Fuijie WMBEEZS (5)B8 1.01
Software Version Summary
Device Model AC_RGOS 11.1(5)B8, AM_RGOS 11. 1(5)E8 AP_RGOS 11.1(5)E6 AP_RG0S 11.1(5)E8
Feleaze (031629110
Humber of Devices Humber of Devices Humber of Devices Humber of Devices
AMBEZE 1
AFLE00HD 1
APR20-T 1
WG0085 1
Hardware Version Summary
Device Model 1.00 1.01 2.00
Humber of Devices Humber of Devices Humber of Devices
HMBEZE 1
AF130 (W) 1
APR20-T 1
56008 1
4. AP load report:
Number of AP STAs
2
1 I ey JE——
7
\ v - Mumber of Associated STAs
\ ; \ // “Hl- Number of Authenticated STAs
a
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5.

AP Rate

014
0.13
012
0.1 t O
0.10 v 71
0.09 A £
0.08 O \ A
0.07 f { 7 1
| o \
0.0 / ! / \
o0 '- . 3 |
| | 7 \ Rate (Unit: Mbps)
0.04 / \ / |
0.03 / { 7 m
0.02 f { e
0.01 | | : 7
0.00 o
2 2, 2, bl 2, 2, 2 2 bl 2, bl 2 2,
D, D, D D, D, D, D, D, Y, O, V. D, D,
= q, 4, 4 |, ‘4 g, "4 q, ‘a, 4 a
[ [ [ [ [ [ [ [ [ [ [ [ [
A S ST I S 7 %, &, |, W, W, ",
75 o iz L W2 W2 W b (23 (2 (%\ (?9 7
iy . ) s Y Py N, ) 7 7 3 L
@, "o @ n e %y Yy Ve e e w %
D, B, S R B D R S, R, R, R R
@ D P e b P Db D D P P D D
AP Loading List
N iate Fel 4 Humber of Azsociated SThs i ofs%l:.::hentmated hverage
AP Hame IF Address ¥endor Model sseciate Belonge Peak MAverage q 2 Rate
A Hotspot Value Velus Feak Time Feak Averagze Pesk Time (Mbps)
Value Value 1
Can 20160507 2016-05-11
apb20 10.10.10.100  Bwijie  APBEZO-I  WS&OOS 1 0 a0 00- 00 0 0 00-00: 00 0.01
Can 20160511 2016-06-11
apl30 10,10, 10,101 Fuijie  AP130(W)  WS&OO0S 1 1 00:00:00 0 0 on-n0- oo 0.03
BEES. o680, ab san 2016-04-11 20160411
11 172.28.3.5 Fuijie HMEEZS W36005 0 0 a0 00- 00 0 0 0.0 oo 0.00

AC load report:



Number of AC STAs

2
1 | | = | |
' B Mumber of Assaciated STAs
O Murnber of Autherticated STAs
0  EE EE BN NN EE o EE
3
\0/ \"0/ \"0/ \.)0/ \.)0/ \.)0/ \.)0/ \.)0/ \.29/ \.29/ \.29/ \29/ \29/
- e R+ e W R Rl R
% % ‘o g g g g g g U@ @ g g
Y e e e N Nh e b G G G G
B A G A O W Ay G e Qe T n G D
P D D D D D D D DL D D D D
AC Rate
0.14

013

012 /ﬂ

0.11 \

0.10 i .

009 // \ \
0.08 r % |
007 \
006 /

0.05 -
0.04 , l\| \ 4l Rate {Unit: Mbps)

/ \
e e .
00z \
0.01 l——‘ \

0.00
3 3 3 ) 3 3 3 3 3 3 3 3 3
\dagz \Caaz \caaz \433: \(2€E \éaa: \633: \éaa: \533: ‘d23: \Caaz ‘C33: \éaa:
aQ 4 [#] Q. (2] ' (2] aQ 2 [ [#) [#) [
%, 5 Y % % Y % Y Yg Bg %,
D, G, A, L @ s e G A, G A, G, <D
D B H B B B R R B B B B
@ D D D P Db D D D D D D D
AC Loading List
Humber of Associated STAs ey ofsﬁ}uﬁtshentlcated Brerage
AC Hame IF Addreszs Yendor Model Feak Average Peak Ti ak Rate
Yalue Walue ® ime I#g yere=g FPeak Time (prs)
Value Value
Fuijie 201605107 20160511
Wse00s 172.29.3.1 Hetworks WSE005 2 000000 1] 1] 0.0z

00:00:00



6. User amount statistical report

STA Peak Statistics

3
2
B number of Associated STAs
1 - (] ] |
J\ A 4B Humber of Authenticated STAs
IR s e e e e e— |
R
% %% %% %o o % % % %a %a g %3 @
Ve e, e, e N e N N Y G G G
] ]

Humber of Associated 5Ths e 6ff (mifhensleefzd

Hotspot Hame Hotspot Location Humber of AP= . SThs
Pl Ve FPeds Tire Peak ¥alue Peak Time

. 2016-04-11 2016-04-11
DiiHies o o 00:00:00 0 00:00: 00
2016-04-11 2016-04-11

Lt o o 00:00:00 . 00:00:00

7. Rate of AP retreat statistics

Out—of—Service Rate Statistics Report

Global Out—of—Service Rate

Global Out-of-Service Rate: 14.42%
AP Out—of-Service Rate
AP Hame IF Address YVendor Model Hotspot Hame Dut_OE_SE;;ICE et
RE869. Gebl. ahll 1v2.29.3.6 RUTTIE AMBEEZS 35.59%
apB20 10.10. 10, 100 FUTTIE APBZ0-T 4. 66%

Hot Spot Out—of-Sexrvice Rate

Hotspot Fame Path Hotspot Location UUt_Of—SE;\)rme Rate



Idle AP Statistics Report

Daily Idle AP Statistics

Dailyr 0 o
AP Hame Location Vendor Madel Hotzpot Hame HOtSP.Ot Traffic Stat%Stlc
Location Time
(Eb}
Monthly Idle AP Statistics
Monthlay 0 g
AP Hame Location ¥endor Modal Hotspot Hame HDtsP.Ot Traffic Stat}stlc:
Location (M) Time

5.12.2 History Report

Go to Report > History report >View

(] Report Name + Report Report Type Creation Time # e
O AC Load WLAN AC Load Report Template Daily Report 2016-05-11 00:30:05 | BlView }Z-Dowﬂoad # publish Report
O Idle AP WLAN Idle AP Statistics Report Template Daily Report 2016-05-11 00:30:04 ElView 2 Download # Publish Report

] Report Name + Report Report Type Creation Time ¢ o 3
O AC Load WLAN AC Load Report Template Daly Report 2016-05-11 00:30:05 Blview [ Download }# Publish Report
m| Idie AP WLAN Idle AP Statistics Report Template Daly Report 2016-05-11 00:30:04 Blview 2 Download # Publsh Report

Publsh to Admin : |scott

*Publish to Email : [wiwchenx@163.com

@ Prompt:
Before publishing report, please go to mai server configuration module in
system admin page for setting proper mai server info

Blview & Download # Publish Report
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5.13 Association Configuration

Go to System > Mail server SAM/SMP Register to set the information of mail server.

Performance Alarm

Device WLAN Report Advanced

Server Type ISMP ~]

* Server IP Address © |

Add||Retun|

Depending on the type to make a selection, the SNC configuration needs to add the IP address of the server.

© Server List % I‘.I!'_I!d
Server IP Address Server Type 0
172.29.2.11 SMP ¥ Unregister
172.29.2.19 SAM HUnregister
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6 WLAN Module Configuration Guide

6.1 Basic Configuration

In order to manage the wireless network by SNC, there are some basic configuration.
Configure the SNMP and telnet protocols, refer to the basic configuration.

To add wireless devices AC, go to WLAN > AC > Add, Add the IP address of AC, select the relevant SNMP template and
TELNET template.

Add AC b4

IPr# 172.20.3.1

SNMP Template: | gyMPV2c | v [+ Add SNMP..

Add Telnet Template: | gefsult | v [+ Telnet Te...

Only ACs can be added

| oK || Cancel

Click “OK” when complete setting.

To add hotspot information, go to WLAN > Hotspot> Add Child Hotspot, Add a hot spot information, click save.

Add Hotspot Info X

Name: =r| ruijienetwork |

Address: | fz |

Description: fz_ruijienetwork

| Save || Cancel

And then on the basis level 1 hot spot, click "Add Child Hotspot" to add a lower level of hot.
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oy Import 2 Export

Hotspot Mavigation
I + Add Child Hotspotl s Delete

| [~
w % RuijienetworksFujian
Far B2 4 Lab

oo | T == ruijienetwork

Note: if you need to add much hot information, you can directly import hot information template in the web interface,
please refer to the WLAN module configuration guide.

Wireless device AP associated hotspot, go to WLAN > Hotspot, select the hot spot, click "add AP"

Device = Performance | Alarm Report = Advanced = System TOpoIogy s>
Summary Hotspot | STA Alarm on Tim
2 Import & Export
- wsel Lount SS510s | Al R4 MER DlEdusues 551U5 Al L
Lot Select Tir Period: 24 Hi 3D 7 D 30 D: Select Tir Pe d: 24 H 3 D 7
+ Add Child Hotspot X Delete | | Time Range: [7 Days] |Rate: 0.00% # Configuration el ime Beriod: ours | ays | 7 Days | ays el ime Period: ours | ays |
I:E a Top N of AP STAs Users mmAssociated STAs mm Authenticated STAs Rate Kbps mm Upon-click Rate mm Downg
= s s
Location/Name. Rat

v i RuijienetworksFujian 4 4

BE#Leb 3 3

% ] 4 Office 2 2

77 4 ruijienetwork N N

Time
Q vid | 0 0
05-11 15:10 05-11 22.05 0s-12 07:00 05-12 14:55 | 05-1115:20  05-1123:00  03-12 06140
AP Info ’R&assoaatel-l-AddAPI_/DHBtEAP — Delete All
Location: [ | connectio... | |+] SSID: | ]
MAC: | J Flow: | |~ ] Query Reset
D Location ¢ AP Name # Primary AC Name Secondary AC Nam MAC Model Associated Authenticat Connectic Flow # Alarm
Add AP x
AP Name: l:l Location:| | Model:‘ | 7 |
| Query | | Reset |

[ ] achame | s ]

List of Available APS | + Add| @ Ada Al
Location AP Name AP Model Associated AC Connection

D

5869.6c60.a511
aps20

58:69:6c:60:a5:11
58:69:6C:56:dd:60

AM5328
AP520-1

Added successfully, you can find "AP hotspots associated information,”

Prompt

Operation succeeded

Wse008
Ws6008

Reachable
Reachable
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6.2 Comprehensive

6.2.1 Custom Settings Page

The function is used to customize the comprehensive page statistics. Go to WLAN > Summary, according to the actual needs

of custom to add the function list.

WLAN Homepage Custom Settings x
Custom List Function List
AC Asset Info Rogue AP Statistics
AP Asset Info Global Idle Traffic Statistics

Global Rate Statistics
Global STA Statistics <<Add

Top N Global Idle flow Statistics Deletess

Global Rate Statistics(Top N) Move Up

Global Qut-of-Service Rate Statistics
Move Down

Global Out-of-Service Rate Statistics

Reset

Save

Click “Save” when complete setting.

6.2.2 AC, AP Assets Information

The function is used to check the results of the reachability of AC in the system and the results of the AC alarm statistics.. go
to WLAN > Summary , to see the AC and AP asset information, as shown in the following figure:

AC Asset Info

AC Connection Status Statistics AC Alarm Status Statistics

mm Critical
mm Reachable
i Mo event occurred Major
mm Unreachable
Normal
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AP Asset Info

AP Connection Status Statistics AP Alarm Status Statistics

B Cntical
B Reachable
3 Mo event occurred Majar
mm Unreachable
MNormal

6.2.3 Total Network Availability Rate Statistics(TopN)
The function is used to view the statistics of the hot spot availability rate TopN and AP availability rate TopN..

Go to WLAN > Summary >Global Out-of-Service Rate >Configuration Time .

Configure Calculation Time Range x

Time Range: 7 Days | A

Last 24 Hours
3 Days
Cne Month
E Please select the time

Click “OK” when complete setting.

6.2.4 Total Network Idle Traffic Statistics (TopN)

The function is used to view the entire network AP idle traffic TopN. go to WLAN > Summary >Top N Global Idle flow
Statistic >Idle AP, According to the actual need to configure the flow and time of the super idle AP

Top M Global Idle flow Statistics

Ia{f Idle AP I

Location/Mame

Monthly (Less Than10Mb. Calculation1iMonths)

Monthly(Mbps)

[O] idle aPs

Daily (Less Thanlkb., Calculation7Davy(s))

Location/Name

Daily(kbps)

[0] idle APs
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Configure ldleness Flow Status Statistics

|¥| Enable Statistic on Monthly Traffic

Monthly Average flow less than: Mbps, Time Range: Munth{s]

|v| Enable Statistics on Daily Traffic

Daily  Awverage flow less than: Kbps, Time Range: Da\r{s]

At least one should be enabled, monthly is taken as default

| Save || Cancel |

Click “Save” when complete setting.

6.2.5 Total Network Rate Statistics (TopN)

The function is used to view the statistics of the hot spot rate TopN and AP rate TopN. Go to WLAN > Summary >Global Rate
Statistics.

Global Rate Statistics

Hotspot Rates AP Rates

Uplink Downlink Uplink Downlink
= 10M I S < 10M I = =< 10M I S < 10M I 3
10-50M [__J0 10-50M [0 10-50M [0 10-50M [0
S0-100M 10 s0-100M 10 s0-100M 10 s0-100M 10
> 100M [0 =100M [0 > 100M [0 > 100M [0

Global Rate Statistics(Top M)

Hotspot  Sortby: | Total Rate| v [ Check All AP Sort by: | Total Rate| v | Check All

Name Uplink Downlink Location/Name Uplink Downlink
ruijienetwork 0.00Kbps 0.00Kbps apl30 0.00Kbps 0.00Kbps
Office 0.00Kbps 0.00Kbps aps520 0.00Kbps 0.00Kbps
Lab 0.00Kbps 0.00Kbps 5869.6c60.a511 0.00Kbps 0.00Kbps

Go to WLAN > Summary >Global Rate Statistics (TopN) >Hotspot Check All to show all the hot rate statistics
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Global Rate Statistics(Top M)

Hotspot  Sort by: |Tota|Rate.v||ChechI|nP Sortby: | Total Rate| v | Check Al

Mamme Uplink Dowimliruk Location/MName Uplink Downlink

Go to WLAN > Summary >Global Rate Statistics (TopN) >AP Check All to show all the AP rate statistics

Global Rate Statistics(Top M)
Hotspot Sort by: | Total Rate| v | Check All AP Sort by: | Total Rate| » | |Check All
Name Uplink Downlink Location/Name Uplink Downlink

6.2.6 Full Network Users Statistics

The function is used to view the statistical time of the total network AP the number of related users and the number of

authentication users.

Go to WLAN > Summary >Global STA Statistics. Then Click on the drop-down menu statistical SSID.

Global STA Statistics S5IDs | All | »
Select Time Period: 24 Hours | 3 Days | 7 Days | 30 Days -

STAs Users mm Associated STAs AL 802.1x_auth

5 | .

4 - AP130 -

3 |

AS

2 4

1 © wvlanio e
u] i T T
05-11 15:20 05-11 23:25 05-12 07:20 05-12 15:15
6.3 Hot Spot

6.3.1 Import and Export Hot Spot

The function is used to import and export hotspot information. Go to WLAN > Hotspot >Export, to export the hotspot relative

files.

RUﬂl—é Smart Network Commander

Networks

f.\ Asset Device Parformance Alarm Report Advanced System

p———
Summary Hotspot AP AC 5TA Alarm Rogue AP Assistz

o Imporfl & Export
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Mandatory

Mandatory Mandatory {The length can be
la.gda‘l_:orylor éThe lenf‘th Cg.g be (The length can be between |(The length can be between 1 |between 1 to 255
ptiona stueen 1 to 1 to 265 characters) to 256 characters) characters)

characterz)

Hotspot name, for L parent hotspot refers to |4 hotspot location must be The remark =zerves as

example, building 19 |the hotspot that the exact to the building number |additional

or 184, current hotspot belongz to |or floor number. description.
Description {the top hotspot does not

belong to any hotspot and
the Parent Hotspot Hame
filed iz NULL).

RuijienetworksFujian

Office RuijienetworksFujian
ruijienatwork RuijienetworksFujian fz fz_ruijienetwork
Lab RuijienetworksFujian

Click on the "import" after the hot information excel form is completed.

RU}ﬁé Smart Network Commander

erworks

ﬁ Asset Device Performance Alarm Report Advanced System
Summary Im AP AC 5TA Alarm Rogue AP
& Export
Hotspot Mavigation Hotspot Info
+ Add Child Hotspot X Delete Mame: RuijienetworksFujian Address:

| | M | Q [1] Hotspot-Associated SSIDs: AP130  Details
¥ il RuijienetworksFujian(APs: 1) Out-of-Service Rate Info User Count

% E +Lab Time Range: [7 Days] Rate: 0.00% %% Configuration Time | |Select Time Period: 24 Hours

% [ 4 Office Top N of Hotspot Top N of AP STAs Users mmAssociated §

%y |7 4k ruijienetwork(APs: 1) MName Rate Location/Name Rate 3

4

6.3.2 Hot spot information modification

The function is used to modify the hot information, including hot names, hot spots address, and hot description. Go to WLAN >

%y 2 4 Lab

Hotspot, in the upper right corner click the icon , to add Hotspot information.

Add Hotspot Info X

Name: =r-| Lab |

Address: | |

Description: | |

| Save || Cancel

Click “Save” when complete setting.
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6.3.3 How to view the hot spot related AP information

This feature is used to check the hot spot information. Go to WLAN > Hotspot, in the upper right corner click the icon

% B +Lab

, then click “AP Info” to check the hotspot information.

NI? lffjfé Smart Network Commander

| wnnm |
/h\ Asset Device Performance Alarm Report Advanced System

Summary Hotspot AP AC STA Alarm Rogue AP A ant Topology
& Import & Export
Hotspot Navigation Hotspaot Info Q View Hea
# Add Child Hotspot X Delete Name: Lab Address: Description:
‘ | M | Q [0] Hotspot-Associated SSIDs:
¥ |l RuijienetworksFujian(APs: 1) Out-o-Semvice Rate Info User Count SSIDs All | » Rate Statistics
"a E 4 Lab Time Range: [7 Days] |Rate: 0.00% 3 Configuration Select Time Period: 24 Hours | 3 Days | 7 Days | 30 Days Select Time Period: 24
F-3 D + Office Top N of AP STAs Users mmAssociated STAs mm Authenticated STAs Rate Kbps mm Upor
Zy [ 7] 4 ruifienetwork(aps: 1) Location/Name Rat]
4 a4
3 E
2 2
1 X 1
Time
Q\Vig |0 T T T T L T
05-11 16:00 05-11 23:55 05-12 07:50 05-12 15:45 | |05-11 16:00 05-11 22
AFInfuI # Re-associate 4 Add AP _ Delete,
Laocation: Connectio... | » S5ID:

6.3.4 How to view hot spot information statistics

The function is used to check the hot statistical information. Go to WLAN > Hotspot, in the upper right corner click the icon

% ) 4 Lab e : . - _
, then click “Out-of-Service Rate Info” and “User Count” to check the hotspot statistical information.

Nl?lﬁjfé Smart Network Commander

— N
& | Asset | Device = Performance Report = Advanced = System [Fopology <55
Hotspot Navigation Hotspot Info. Q View Heat Map ¢ Modify | °
+ Add child Hotspot  x Delete Name: Lab Address: Description:
‘ | M ‘ Q [0] Hotspot-Associatad SSIDs:
v il Ruijis sian(aps: 1) | | [ Outof Serice Rate Info | | user Coun] ssiDs | All I v | |[Rate statisties ] ssios | all
Time Range: [7 Days] Rate: 0.00% % Configuration | |SEIEtt Time Period: 24 Hours | 3 Days | 7 Days | 30 Days | |Select Time Period: 24 Hours | 3 Days | 7
& [0 & office Top N of AP STAs Users mmAssociated STAs mm Authenticated STAs Rate Kbps  mmUpon-click Rate mm Downg
- s s
T |7 4 ruilienetwork(APs: 1) Location/Name Rat -
4 4
3 3

6.4 AP

6.4.1 AP Query Page Configuration

The function is based on query AP conditions, query related AP information. Go to WLAN > AP, according to the actual needs,

you can query terms such as AP, AC, MAC, and SSID.
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Asset Device Performance Alarm Report Advanced System

AC STA Alarm Rogue AP Assistant Topology

Click “Out-of-Service Rate” to set the calculation time range.

Configure Calculation Time Range X

1 Time Range: 7 Days | A

Last 24 Hours
3 Days
One Month
E Please select the time

Click “OK” when complete setting.

Click “Idle AP” and then set configuration parameters about idleness flow status statistics.

Configure ldleness Flow Status Statistics

|¥| Enable Statistic on Monthly Traffic

Monthly Average flow less than: Mbps, Time Range: Munth{s]

[¥| Enable Statistics on Daily Traffic

Daily Average flow less than: Kbps, Time Range: Day{s]

At least one should be enabled, monthly is taken as default

Save Cancel

Click “Alarm Thresholds” to set the alarm threshold.

6-105



apName:[ | connection: | [v] modet:| [-] mac:[ ssm:[ |
AC Name: |:| Join TiITIE:‘ | v | Flow:| |» | Working Mode: ljl Spectrum Analysis: ljl

AP List Spectrum Analysis: ’m‘ ’m‘ # Associate ¢ Out-of-Service Rate ¢ Idle AP I-J;s Alarm mreshnldsl ## Rogue AP Configuration Wiz
(| Location # AP Name #= Primary AC Name Secondary AC Name Working Mod Associated Hotspot Associated : Authenticat: Flow #
| [No Location Info] apl30 WS6008 Access ruijienetwork 0 0 Mormal
L [No Location Info] 5869.6060.a511 WS6008 Access 0 0 Mormal
| [No Location Info] ap520 WS6008 Access 0 0 Mormal

Click “Export” to export query results.

Connection: | | = ‘ Model: | I - | MAC: l:l SSID: | | Location: | |

Join Tlme:l | » ‘ FlDW:l |~ | Working Mode: Ijl Spectrum Analysis:| | * | | Query ‘ | Reset |
\nalysis: |~/ Enable| |x Disable | # Associate ¥ Out-of-Service Rate #t Idle AP 3% Alarm Thresholds % Rogue AP Configuration Wizard |.z. Expurtl * Delete
AP Name # Primary AC Name  Secondary AC Name Working Mod Associated Hotspot Associated 'Authenticat Flow ¢ Alarm Rate ¢ Conn
ap130 WS6008 Access ruijienatwork i} 0 Normal ﬂ- 1 Q 0.00% Unrez
5869.6c60.a511 WS6008 Access [v] (4] Normal ﬂ- @, 0.00% Reack
ap520 WSs6008 Access 4] 0 Normal ﬂ- @ 0.00% Reach

Click “Delete” to delete Aps.

Connection: ‘ |+ | Model: | I - | MAC: SSID: ‘ | Location: | |

Jain TiI'I'IE:‘ R4 | Fluw:l |+ | Working Mode: ljl Spectrum Analysis: ‘ | | | Query | | Reset |
\nalysis: [v Enable | [x Disable | # Associate ## Out-of-Service Rate ## Idle AP #¢ Alarm Thresholds %t Rogue AP Configuration Wizard & Export Ix Deietel
AP Name # Primary AC Name  Secondary AC Name Working Mod Associated Hotspot Associated ‘Authenticat: Flow # Alarm Rate + Conn
apl30 WS6008 Access ruijienetwork o 0 Normal H- 1 Q, 0.00% Unrez
5869.6c60.a511 WSo008 Access 4] 1] Normal H- Q, 0.00% React
ap520 WS6008 Access 0 0 Normal H- @, 0.00% React

Click “Modify” to modify the physical location of the AP

AP List Spectrum Analysis: |+ Enable | | Disable | # Associate #t Out-of-Service R
] Location # AP Name # Primary AC Name  Secondary AC Name
v | [Mo Location Info] | api30 WSE008
L] [No Location Info] 5869.6c60.83511 WS5008
L] [No Location Info] ap520 Wse008
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| ModtyAPDepioyment %X

issue data to device: [

Location: | |

If it isn't issued to device, they are saved in the system

Save

Click “Save” when complete setting.

6.4.2 Operation AP Detailed Page

Go to WLAN > AP >AP name >Synchronize AP to synchronous AP information.

Location: AP Name: apl30 MAC: 58:69:6:66:b5:3b Model: AP130(W)
Connection: Unreachable IP: 10.10.10.101 Subnet Mask: 255.255.255.0 Gateway Ad... 10.10.10.254
Software Na... rges.bin Software Ve... AP_RGOS 11.1(5)B6 Software Ve... RUIIE Vendor: RULIE
Flow: Normal Device SN: G1IDCEV02008C Running Per... Online Period:
\Working Mo... Access Containment... Not Configured

Time Range: [7 Days] ' Rate: 0.00%

=
6 Associated AC ( WS6008 ) ’t Associated Hotspot( uilienetwork) & Number of SSIDs(1) . Critical Alarm(1) . Major Alarm(0) . Normal Alarm(0)

Select Time Period: 24 Hours | 3Days | 7 Days | 30 Days

Associated STAs: 0 fation Failure i ™ STA identification or Failure

STAs U A ted STA: Authenticated STA: - i
JThs Users mm Associate s mm Authenticates s e B Access Reject

Go to WLAN > AP >AP name >Alarm Threshold then click Edit to set the alarm threshold.

Locatio

# Edit
Connectiol 7:
. CPU Threshold(%:): 100 Memory Threshol... 100 P
a
Floy 802.11a 802.11b H

‘Working "O-I Interference T... 60 (Global ... ‘GIUbaIVaIue(SD} Interference T... 50 (Global ... ‘G|DbE|VE|uE(GD)

Noise Threshol... -70 (Global ... ‘GIobaIValue(—?D)

Time Range Noise Threshol... -70 (Global ... ‘GInbaIValuE(—?D)

Maximum Num... 32 (Global ... ‘GInbaIVaIueBZ}

@ A5sd RF Utilization(... 80 (Global ... ‘GlobaIVaIue(SD} RF Utilization(... 80 (Global ... ‘G|DbE|VE|uE(80)
Throughput(b... 150000000(Global Mode) | Global value(150000000) Throughput(b.

Maximum Num... 32 (Global ... ‘G|ObE|VE|uE(32)

.. 150000000(Global Mode) | Global Value(150000000)

Select Time P

STAs Users

——|
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Click “Save” when after completing.

6.4.3 How to view RRM's AP statistics

Go to WLAN > AP >RRM to view the RRM AP statistics.

Performance

v il All AP Hotspot Partitions AC Name: l:l Join Time:- | - Flow :

- RuijienetworksFujian

,_a Lab AP List Spectrum Analysis: |'~/ Enable | |>< Disable | # Associate
. (| Location = AP Name = Primary AC Name
Office
= (| [No Location Info] apl=20 wWsesoos
k- ijis t rk .
DL L= O [No Location Info] ap520 WS5008
L FEE GG FE S BRI [] [No Location Info] 5860.6c60.a511 wseo0s

RRM
AP Radio-on/Radio-Off Task
AP Connectivity Test Task -

N [

6.4.4 How to configure the AP timer switch

Go to WLAN > AP >AP Radio-on/Radio-Off Task >Add to add a timer switch AP task., then select device and configure Aps
Switch, Click finish, return the AP timer switch task list.

© Step 1 Basic information

Plan Type ®
* Start Tie
" End Tine :
Set Plan Schedule & |every intenval ‘10 hours as the running interval

Description *

Next | ‘ Cancel
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10.10.10.101

172.29.3.5

10.10.10.100

Comen e et oot
& & &

1P:10.10.10.101 1P:172.29.3.5 1P:10.10.10.100
AP 30 AP 6C60. AP o
as511

poos | | e || an

Click “Activate” then start Plan.

2016-05-12 20:41:58 #Update #Disabled

#Update XDelete P Start Plan thActivate

After the implementation of the task plan, click on the name of the project to see the results of the plan, as shown below:
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Plan Name @ a
Plan Type Prescheduled plan
Plan Status | valid
Task Status ~ wait to run

Last Run Time 2016-05-12 20:42:16

.
Start Time End Time Status Exit Code Total Succe
2016-05-12 20:42:27 2016-05-12 20:42:27 COMPLETED COMPLETED 3 2
2016-05-12 20:42:16 2016-05-12 20:42:18 COMPLETED COMPLETED 3 2

6.4.5 How to configure AP connectivity test tasks

Go to WLAN > AP >AP Connectivity Test Task >Add to add a connected test task. Then select device.

“pontame: [
Plan Type
* Start Tme
“End Time
Set Plan Schedule : |every interval
Period : * Everynhoursfio |

Description =

Next Cancel

Click "finish", and the system returns the AP connectivity test task list, Click “Activate” then start plan.

T —

Plan Name Plan Type Plan Status Task Status Last Run Time Next Due Time

a Prescheduled plan valid not running 2016-05-12 20:48:02 ll.pdatel ¥ Start Plan |lD'BdJ|ed

After the implementation of the task plan, click on the name of the project to see the results of the plan, as shown below:
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© Basic Information
Plan Name  a

Plan Type Prescheduled plan
Plan Status | valid
Task Status running
Task Status running

Last Run Time = 2016-05-12 20:48:14

Description
© Run Log
Start Time End Time Status Exit Code Total Reachable Count Unreachable Count Operation
2016-05-12 20:48:14 2016-05-12 20:48:27 COMPLETED COMPLETED 3 2 1 Detail

0 < = o0 [ 1 |[Ge] [10 ] item Per PageTotal Pages:1/1Total1Recor

Batch Plan Run Log *

BACK DATE SKIPPED: The plan starts five minutes after the preschedule and is skipped
FAST EXCEPTION EXIT: Operation on 2 device fails and the plan is exit

6.4.6 Batch Setting Spectrum Analyzer

Go to WLAN > AP select APs then click “Enable” to enable the spectrum analysis.

| —— [
Device Performance Alarm Report Advanced System

Summary ots t AC STA Alarm Rogue AP tant Top ay Last Synchroni

AP Navigation AP Name: [et jon: | |+ ]| Model:| -] wac:[ | ssiD: |
il All AP Hotspot Partitions AcName:[ | onTime:| I+ | Flow: | |~ | workingMode:| | v | Spectrum analysis: |

v il RuijienetworksFujian

% Lab AP List Spectrum Analysis: |+ Enable ||[x Disable | # Associate # Out-of-Service Rate #t Idle AP #t Alarm Thresholds 3% Rogue AP
Location # AP Name # Primary AC Name Secondary AC Name Working Mod Associated Hotspot Associated ‘Autl
%, Offic
e
? [} [No Location Info] ap130 WS6008 Access ruijienetwork 1]
rmenstort P = I I == I B
[l All APs Not Partitioned [] [N Location Info] 5860.6c60.3511 WS6008 Access 0

\?r) Are you sure to enable spectrum analysis?

oK | | Cancel

Click “OK” to return to AP List.

6.4.7 How to bulk associate AP to hot spots

Go to WLAN > AP >Associate to link the hot spot
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e |
o~ "

Performance Report Advanced System

Summary Hotspot AC STA Alarm Rogue AP Assistant Topolog

T | e T S R E—

w il RuijienetworksFujian

,.b Lab AP List Spectrum Analysis: [+ Enable | [x Disable Il Associatel #t Out-of-Service Ri
. (| Location # AP Name = Primary AC Name  Secondary AC Name
T Office
Fe-associate b1
Associate Hotspot: || -
Lab
Office

ruijienetwork
DK-|-|—EE|1L.=. | ’_‘

Click “OK” when complete setting.

6.4.8 Customize AP List

The AP page can choose whether to show more AP fields, as shown in the following figure:

AP List Spectrum Analysis: |+ Enable | | Disable | # Associate 3 Out-of-Service Rate
|:| Location # AP Name # Primary AC Name Secondary AC Name Worl
[Mo Location Info) apl30 WSE008
[Mo Location Info)] 5869.6c60.2511 WSE008

Attributes to be displayed: I|:| Model | | MAC [ | Spectrum Anahfsisl
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6.5 AC

6.5.1 Add, Query and Delete AC

This feature is used to add, query and delete the AC device. Go to WLAN > AC >Add, add the IP AC address, select the
relevant SNMP template and TELNET template

Add AC b

IP:!I{ 172.29.3.1

SNMP Template: | gympv2c | v |+ Add SNMP..

Add Telnet Template: | gefault | v [+ Telnet Te...

Only ACs can be added

| Ok || Cancel

After completion, it will automatically synchronize the associated AP AC

Prompt x

Operation succeeded

Enter the query terms, click the query.

Nl?l:ﬁjié Smart Network Commander

|
{-.\ Asset Device Performance Alarm Report Advanced System

Summary Hotspot AP AC STA FAET Rogue AP Assistant Topology

[owetome [ Jomeem[ | comewon -] sso| (e ] Leeee
AC List

[ ] Device Name P # Vendor # Model APs = Associated STAs - Authenticated ST/ Connection # Alarm
D Ws6008 172.29.3.1 RUILIIE Wse008 2 o o Reachable g-

Click "delete" to delete AC
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Rl’ﬁ'ﬁ-é Smart Network Commander

A | Bhsset | Devie  Performance | Alarm == Report | Advanced = System f TOpoIogY =55
summary Hotspot AP AC | STA Alarm Rogue AP Assistant Topology Last Synchronization Time: 4Minutes Ag
Daveename:|  |Deveeti| | comewons| <] S| |
AC List + Add AC | Delete | |
|¥]  Device Name P+ Vendor # Model ¢ APs ¢ iated STAs i S C ion ¢ Alarm Action
4 wssos 1722931 AUDE  wssos 2 0 0 (P awebM. seteher x Db

6.5.2 How to synchronize AC information

This feature is used to add, query and delete the AC device. Go to WLAN > AC >AC name >Synchronize AC, to synchronize
AC.

S . ]
™ Asset Device Performance Alarm Report Advanced System

Summary Hotspot AP “ STA Alarm Rogue AP Assistant Topology
AC Details
| Q Details # Alarm Threshold
| Device Info
Device Name: WS6008 MAC: 58:69:6c:20:ba:83 Dt
Vendor: RUDIE Model: WS6008 De
Software&H... Ruijie Gigabit Wireless Switch(WS6008) By R... Software Na... rgos Softw
Software Ve... RUDIE Ruijie Gigabit Wireless Switch(WS6008) 1016-05-12 20:58:53 Runnii
IL By Ruijie Networks. J' N
System Status Device Performance
Connection:  Reachable SNMP Connecti... Connection succeeded Select Time Period: 24 Hours | 3 Day
Telnet Connection:  Connection succeeded Ugigga_ltion%
. ﬁ Numb f SSIDs(5 =
@ (2) APs t, Number o s(5) o

. Critical Alarm({0) . Major Alarm{0) @ Normal Alarm(0) 40

204

o

6.5.3 How to set up AC alarm threshold

This feature is used to add, query and delete the AC device. Go to WLAN > AC >AC name >Alarm Threshold, according to

the actual needs, set AC alarm threshold parameters.
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Alarm Threshold X

802.113 802.11b
Interference Thre... | 60 Interference Thre... | 60
MNoise Threshaold(... | -70 Noise Threshaold(... | =70

RF Utilization(%): | 80 RF Utilization(%): | 80

| |
| |
Maximum Number... | 32 | Maximum NMumber... | 32 |
| |
| |

Throughput(bps) : | 150000000 Throughput(bps) : | 150000000

6.5.4 AC device information detailed configuration

Go to WLAN > AC >AC name >Details >Basic Information and then modify the general properties of the wireless controller

configuration information.

ﬁ Asset Device Performance Alarm Report Advanced System
Summary Hotspot AP _ STA Alarm Rogue AP Assistant Topolo
AC Details
11 Synchronize AC | Q Detailsl ## Alarm Threshold
Device Info
© Basic Information | rd Modfylﬂkefrah
Basic

IP: 172.20.3.1
Name : WS6008
Model : WS6008
AC Mame : Rufie_Ac_20ba83
RF Group Name : rf-netwaork
AP Failover Priority :
Runtime : 10:03:07.69
Contact Person *
Device Location *
Connectivity Status : Reachable

SNMP Connectivity . |
Status * [ connected

Telnet Connectivity . |—
Status © [ connected

Go to WLAN > AC >AC name >Details >Trap Receivers and then click "Add" to add the message server which needs to

receive traps.
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AC Details

1 Synchronize AC | @ Details| % Alarm Threshold

Device Info

"ﬁ‘ Asset Device Performance

Controller

Basic Information

System
WLAN

© Trap Receivers
] IP Address

Seanls [0 172.29.4.1
Interfaces L] 172.29.2.5
Device Configuration ] 172.20.2.4

I * Trap Receivers I

* Trap Control
* Syslog Receiver

© Trap Receivers
™ IP Address Remarks

| 172.29.4.1
] 172.29.2.5
O

172.29.2.4

Go to WLAN > AC >AC name >Details >Trap Control and then click "Update" to modify the Trap parameters.

Controller

Basic Information
System
WLAN Auto RF Profile Traps(3802.11a)

Security

9 Trap Control

802.11a Client Numbers = Disabled
802.11a Load Profile = Disabled
Device ConfiiENg 802.11a Noise Profle © Disabled

Interfaces

Trap Receivers 802.11a Intafsﬁragﬁz . Disabled
Trap Control 802.11a Performance . Disabled
* Syslog Receiver Profile
. IGMP Snooping
Configuration Auto RF Update Traps(302.11a)
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ﬁ Asset Device Performance Alarm WLAN Report Advanced System

Trap Control

Auto RF Profile Traps(802.11a) Auto RF Profile Traps(802.11b)
© Trap Control 2 Sync(
802.11a Client Numbers ¢ [] 802.11a Client Numbers : []
Auto REProfile T gp3 113 Load Profie @ [ 802.11a Load Profie : []
802.113 Clent Nu 802.11a Noise Profle @ [ 802.11a Noise Profie @ []

Go to WLAN > AC >AC name >Details >Syslog Receiver and then Syslog reception can be added, deleted, synchronous
operation.

RUWé Smart Network Commander

/n\ Asset Device Performance Alarm WLAN Report Advanced System

Controller

Basic Information

| *+Add Add SNC Server | X Delete uSync(Last Sync Time
O IP Address Remarks

WLAN
Security

Interfaces

Device Configuration
" Trap Receivers
* Trap Control

il

1a/n
1bfg/n

License

6.6 Users

6.6.1 How to view the entire network of wireless user statistics

Go to WLAN > STA >Global STAs , add the view the entire network of wireless user statistics.

R q;’jié Smart Network Commander

T~ . |
“ Asset Device Performance Alarm Report Advanced System

Summary Hotspot AP AC STA Alarm Rogue AP Assistant Topology Last Syn{

| sTA | KeySTA | STA Statistics |

MAC:‘ ‘ User ID: ‘ ‘ User Name: | ‘ S5ID: | |
¥ i Global STAs - -
I.—I 1Pvd: | | s | | online/offiine: | Ex Query | | Reset
¥ |4 All Hotspots
¥ % RuijienetworksFujian Saakisk
% = 1 MAC SSID AP Name # Online/Offline Online Period RSSI =
al
| 14:75:90:f9:42:bd vlanil ap520 Online 2Hour(s)41Minute(s)6Seco  Strong(-47)

% Office .

& Ll 28:c2:dd:f8:f9:f5 AS ap520 Offline

% ruiienetwork O e0:ac:cbicb:3a:b3 vlani0 ap520 Offline

All Unassociated APs

Click “STA Statistics” then select a hot spot to view the STA information.
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Rlﬁfﬁl—é Smart Network Commander

ﬁ Asset Device Performance Alarm

Report Advanced System
Ssummary Hotspot AP

STA Alarm Rogue AP Assistant Topology Last Synchronization Time: Within 1 M
| STA | KeySTA | STA Statistics | User Count ssios | All B Rate Statistics ssips | All v
v il Global STAs Select Time Period: 24 Hours | 3 Days | 7 Days | 30 Days Select Time Period: 24 Hours | 3 Days | 7 Days | 30 Days
-
¥ il All Hotspots STAs Users mm Associated STAs mm Authenticated STas Rate Kbps mm Upon-click Rate mm Downon-click Rate
§ ) s s
w b RuijienetworksFujian
4 4
= 3 3
a € 2 2
% ruijienetworik
B Time t Time
All Unassociated APs o ! ! : o . . .
05-11 21:20 05-12 05:25 05-12 13:20 05-12 21:15 05-11 21:40 05-12 05:20 05-12 12:00 05-12 20:40
STA Counl(Tap N) Top N Rates
Sort by: | Associated STAs | v | Check All Sortby: | Total Rate| v | Check All
L¢ d STAs i STAs Location/Name Uplink Downlink
‘STA Statistics-oy Frequency Bands STA Status | Online [~ || srastatistics-o connecton Protocols STA Status | Online T~

6.6.2 Full Network Users List

Go to WLAN > STA >a single hot spot >Key STA Settings, to set the threshold for the received packet retransmission rate

I # Key STA Settings I
SSID # AP Name # Onling/Offline Online Period RSSI # Uplink # Downlink #
9:f5 ap520
a:b3 vlanio ap520 offline

Key STA Settings b 4

Retransmit Rate T... 1

| oK || Cancel

Customize more terminal fields, as shown in the following figure:
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STA List

L1 MAC SSID # AP Name # Online/Offline Online Period
v 14:75:90:f9:42:bd wvlanll ap520 Onling 2Hour(s)45Minute(s)23<
N 28:c2:dd:f8:f9:f5 AS ap520 Offline
N el:ac:cb:cb:3a:b3 vlan10 aps520 Offline
| |UserID | | User Name | | IP | | Hardware Type | | OS | | Product Type Tot
T

4
Go to WLAN > STA > Key STA, then select a single hot port, click “Add Key STA” and set the parameters of STA.

- STA | Key STA | STA Statistics
¥ i Global 5TAs
¥ )4 All Hotspots
¥ 4 RuijienetworksFujian
. Lab

. Dffice

“ ruijienetwork

b Unpartitioned STAs

' =
e | we [ | odinel ] s e | [query | | reset |
Key STA List ¢ Batch Set Retransmit Rate Threshold |+ Add Key STA I ® Remove Key STA

L] MAC User ID Online/Offline 'Retransmit Rate Threshold RSSI # AP Name # Alarm STATy
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MAC: 14:75:90:f9:42:bd | |

Retransmit Rate T... | 1 |

Click “Batch Set Retransmit Rate Threshold” to set the threshold for the received packet retransmission rate.

w e L iR i o) [ouev ) [Rest]
¥ waC User'd  Onine/Offine Retransmit Rate Threshold  RSSI ¢ APName s Aam
t ™

Retransmit Rate Thres...

| OK || Cancel |

Click “Remove Key STA” to delete the Key STA.

T — T E— S E— T

L e D oineofine emwmrmemvend e mmmes B saim
n [[

(Cobem %

? ] Are you sure you want to delete the key STA?

OK || Cancel
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6.7 Alarm

6.7.1 Alarm Source Navigation

Go to WLAN > Alarm, then click " ¥ ", you can render the associated subordinate navigation. Then click the current alarm
source, and the alarm list is presented with the alarm information generated by the device.

ﬁ Asset Device Performance Alarm Report Advanced System

Summary Hotspot AP [ATE STA Alarm Rogue AP Assistant Topology

Alarm Source Mavigation Device Name: Alarm Level: [v] Critical [v| Major [¥] Normal || Inform Ack Status: [v] Acked [v] UnAcke:

¥ [l All Alarms Description:| | Alarm Time: | & to | =

|4 All Acess Controllers

Alarm List + Acknowledge s Resolved x Delete % Alarm Configuration & Export
¥ Il All Hotspot Areas | Alarm Source # Level : Evel Description Ack StatL Resolvin First Alarm Time # Last Alarm Time #
v iili RujienetworksFujian | ap130 F AP ( Device (WS6008(172.29.3.1)...| UnAcked Unresoh 2016-05-12 15:20 2016-05-12 15:20
’?} Lab | ruijienetwork If- Mas Massive APs under hotspot (... | UnAcked Unresoh 2016-05-12 15:20 2016-05-12 15:20

%, Office

%y ruijienetwork

|4 All APs Not Partitioned

6.7.2 Export Alarm Procedure

Go to WLAN > Alarm, then click “Export” to export the alarm list.

e Name: Alarm Level: [¥] Critical [v¥] Major [¥] Normal || Inform Ack Status: | Acked |v| UnAcked Resolving: | | Resolved |v] Unresolved
scription: l:l Alarm Time:l ‘Eiﬁ to | ‘Eiﬁ
List « Acknowledge .+ Resolved x Delete 3 Alarm Configuration I.i‘. Expnrtl % Alarm Window Configuration
Alarm Source % Level : Evel Description Ack Stat. Resolvin First Alarm Time 3 Last Alarm Time # Times Action
apl20 H' AP ( Device (WS6008(172.29.3.1)... UnAcked Unresoh 2016-05-12 15:20 2016-05-12 15:20 1 Details Morew
ruijienetwork H' Mas Massive APs under hotspot (... UnAcked Unresoh 2016-05-12 15:20 2016-05-12 15:20 1 Details Mores

6.7.3 How to deal with alarm information

Go to WLAN > Alarm, then Select the check box before the alarm information in the alarm list. Click “Acknowledge” then

alarm status change to confirmation.

Device Name: | | Alarm Level: |v] Critical [v] Major V| Normal || Inform Ack Status: [v] Acked [v] UnAck
Description: | | Alarm Time: | |& to | =
Alarm List I v Acknowiedgel -+ Resolved ¥ Delete #¢ Alarm Configuration & Expo
1 Alarm Source # Level : Evel Description Ack StatL Resolvin First Alarm Time #  Last Alarm Time #
v] apl30 ™ AP ¢ Device (WS6008(172.29.3.1)... Unresoh 2016-05-12 15:20 2016-05-12 15:20
I ruijienetwork H' Mas Massive APs under hotspot (... UnAcked Unresoh 2016-05-12 15:20 2016-05-12 15:20

Click “Resolved” then alarm state to solve has been solved.
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Device Name: | | Alarm Level: [v] Critical [¥] Major [¥] Normal [_| Inform Ack Status: [v| Acked [v| UnAcks
Description: | | Alarm Time: | |E to | |E
Alarm List ' Acknowledge I_/ Resohec‘ % Delete 2 Alarm Configuration & Expol
Alarm Source # Level : Evel Description Ack Statt Resolvin First Alarm Time # Last Alarm Time #
ruijienetwork Mas Massive APs under hotspot (... UnAcked Unresoh 2016-05-12 15:20 2016-05-12 15:20

Click the "Delete" will delete the selected alarm.

Device Name: | | Alarm Level: [v| Critical [v| Major || Normal | | Inform Ack Status: V| Acked [v] UnAck
Desm'pﬁun:| | AlannTune:l |E to | |@
Alarm List « Acknowledge s Resolved |x Deletel % Alarm Configuration & Expc
Alarm Source # Level : Evel Description Ack State Resolvin First Alarm Time ¢ Last Alarm Time #
ruijienetwork Mas Massive APs under hotspot (... UnAcked Unresoh 2016-05-12 15:20 2016-05-12 15:20

Go to WLAN > Alarm > Alarm Configuration, then set alarm information.

Device Name: | | Alarm Level: |v] Critical |v| Major |v| Normal || Inform  Ack Status: |v| Acked |v] L
Description: | | Alarm Time: | |& to | |
Alarm List ' Acknowledge . Resolved % Delete I-:;t- Alarm Configuration] &
L] Alarm Source # Level : Evey Deccrintinn Acle &tat Becnlvin Firet Alarm Time #  Last Alarm Tim
|V apl30 Alarm Configuration - 15:20 2016-05-121
L] ruijienetwark H AP Down Alarm Under Hotspot 2 15:20 2016-05-12 1

[¥| APs Down Alarm Under Hotspot
Alarm Threshold of APs Down Under Hotspot: %

Save

Go to WLAN > Alarm, click a single hot port, then click “Alarm Window Configuration” to define whether to enable the pop-

up window warning prompt.

Advanced

|
Device Performance Alarm Report System

(=) O

Last Synchronization Time: Within 1 Mint

Summary otspot A AC STA Alarm ogue AP Assistant Topology

Alarm Source Navigation Device NEme:l:l Alarm Level: V| Critical [v] Major [¥] Normal |_| Inform Ack Status: [v] Acked | UnAcked Resolving: || Resolved |v] Unreso
¥ il All Alarms Description:| | Alarm Time: | i@ to [ = | Re
1 All acess © Alarm List v Acknowledge s Resolved X Delete 3% Alarm Configuration & Export [#% Alarm Window Configuratior]
oot a22 [ Aamsource +  Level  Ever Description Ack Statt Resolvin First Alarm Time # Last Alarm Time & Times Action

v i RuijienetworksFujian 0 WS5302 ™  Dev The device is unreachable UnAcked Unresol 2016-06-01 13:50 2016-06-06 09:41 1040  Details
% Lab
%, Office
% ruijienetwork
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Real-Time Alarm Configuration >

Display Windowe: 1
Alarm Sound: (]

Locatior:

Page Duration: Seconds{(10 tao 2O00s)
| K | | Cancel |

6.8 lllegal AP

6.8.1 lllegal AP Configuration Wizard

Go to WLAN > AP >Rogue AP Configuration Wizard, then view the information of illegal AP.

Nl?lﬁjié Smart Network Commander ool

|
ﬁ Asset Device Performance Alarm Report Advanced System

Summary Hotspot — AC STA Alarm Rogue AP Assistant Topology Last Synchroniz:
AP Details

4 Synchronize AP ' Radio List 3% Alarm Threshold Ia:e Rogue AP Configuration Wizard | # Rogue APs Statistics  Spectrum Analysis: ( (el )

Device Info
Location: AP Name: apl30 MAC: 58:69:6c:66:b5:3b Model: AP130(W)
Connection: Unreachable IP: 10.10.10.101 Subnet Mask: 255.255.255.0 Gateway Ad... 10.10.10.254
Software Na... rgos.bin Software Ve... AP_RGOS 11.1(5)B6 Software Ve... RUDIE Vendor: RULIE
Flow: Normal Device SN: G1IJDCEV02008C Running Per... Online Period:

(Working Mo... Access] IContainment... NDtCDnﬁgl.llEdI

Time Range: [7 Days]  Rate: 0.00%

=
@ Associated AC { WS6008 ) 'a Associated Hotspot({ ruijienetwork ) ﬁg Number of 55IDs(1) . Critical Alarm(1) . Major Alarm(0) % Normal Alarm(0)

Go to WLAN > AP select multiple AP, and then click on the "Rogue AP Configuration Wizard", then set the illegal AP.

AP Name: Connection: | |~ Model: | [=] mac:[ ] ssID:
scvame:| | antme: ) o B wmmm@s»mm-as@

AP List Spectrum Analysis: |+ Enable | |x Disable | # Associate #f Out-of-Service Rate 3¢ Idle AP #¢ Alarm Thresholds |3:E Rogue AP Configuration Wi3
l:| Location # AP Name #= Primary AC Name  Secondary AC Name Waorking Mod Associated Hotspot Associated :Authenticat: Flow ¢

[No Location Info] apl30 WS6008 Access ruijienetwork Normal

| [Mo Location Info] 5869.6c60.a511 WS6008 Access MNormal

Enter the illegal AP configuration wizard page, you need to select the configuration mode, there are 2 kinds of configuration
mode: simple configuration mode and user configuration mode, select the "simple configuration mode", the AP work mode
will be configured as a mixed mode, the system is configured to config mode; click OK that is configured to equipment.
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Configuration Wizard

I:-) Simple Configuration Model

AP Working Mode: Hybrid Mode, Containment Mode: Config Mode
@ Enabled M Contained Area Permitted Area

&

o 4o

[
¢

T

Hybrid Made:|The AP monitars rogue APs and offers wireless services Config Mode: jContain the rogue APs in the blacklist

STA Rogue AP

(_) User Configuration Mode

APYou can specify working and containment modes

Select "user configuration mode", "OK" button will become "next" button, click "next", enter the configuration AP work mode
page.

[:j User Configuration Model

APYou can specify working and containment modes

|| MNext ‘ Cancel

Configuration Wizard—i»Select AP Waorking Mode

Legend: o Enabled 9 Disabled

Hybrid Menitoring Access
Ospe@ [ x R v | [V RS ¥

STA Rogue AP/J STA Rogue AEJ

() Monitor rogue APs and offers wireless services o Only monitor rogue APs

@
*

\_) Only offer wireless services

| Back H Next H Cancel
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AP can be configured in 3 kinds of work modes: mixed mode, listening mode, access mode; select "access mode", then click
"OK button".

Configuration Wizard—=3elect AP Working Mode

Legend: o Enabled e Disabled

Hybrid Monitoring
Q"\--__*u‘—'-_%é'o Q,'EEAPE:—JO Q\-ﬁ‘uﬁwo

STA Rogue AP// STA Rogue Ap// STA Rogue M—‘J

(J Monitor rogue APs and offers wireless services () only monitor rogue APs (=) only offer wireless services

| Back | | OK || Cancel

Select the mixed mode or monitor mode, click next, and then enter the AP counter mode page:

Configuration Wizard—=Select AP Containment Mode

Legend: [ Contained Area Permitted Area

Config Mode Rogue Mode S51D Mode
Contain AD-HOC Devices
Contain the rogue APs Contain the rogue APs whose Contain the APs whose 55IDs are
in the blacklist RSSIs are greater than threshold the same as that of the finder

| Back || Cancel

After entering the AP counter system mode configuration page, click "OK", meaning that only the AP configuration of the work
mode, not to configure the counter model.

Four optional configure AP counter mode, including: config mode, rogue, SSID, ad-hoc mode; when a certain mode is selected,
figure in the upper right corner will tick effect appears, as shown in Figure:
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Legend: [ Contained Area | Permitted Area

y =3 y - iz =~
Config Mode Rogue Mode SSID Mode
Contain AD-HOC Devices
Contain the rogue APs Contain the rogue APs whose Contain the APs whose SSIDs are
in the blacklist RSSIs are greater than threshold the same as that of the finder

| Back || 0K||| Cancel

Click “OK” when complete setting.

6.8.2 lllegal AP List

Go to WLAN > Rogue AP >List of Rogue APs, then view the information of illegal AP.

!?l!fjl@ Smart Network Commander

/h\ Asset Device Performance Alarm Report Advanced System
STA Alarm Rogue AP Assistant Topology Last Synchronizat
Configuration Navigation AP Working Mode Statistics Rogue AP Containment Status Statistics
List of Rogue APs
WhiteList and Blacklist mm Access
- -
Operation Log 3 = Monitor
-
= Hybrid
List of Rogue APs + Add to BSSID Blacklist 4 Add to S5ID Blacklist + Add to WhiteLis

BSSID: S51D: AP Na... Query Reset

[ ] RogueAPBSSID Rogue AP (Signal StrengtRogue AP SSID ¢ Vendor ~ Finder AP ¢ Finder AP Locat Discovery Time ¢ Associated Hotsp

6.8.3 Black and White Lists

Go to WLAN > Rogue AP >WhiteList and Blacklist >Select an AC, then you can see the black and white list information on
the current AC.
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Summary AP AC STA Alarm Rogue AP Assistant ast nization Time: Within 1 Minuty

(IGopiupiapiiadaation Select an AC: WS6008(172.29.3.1) v | &8 Synchranize WhiteList and Blacklist
List of Rogue APs Dololt e |mBliELEESD) Delete |
WhiteList and Blacklist BSSID: | | [ | BSSID: | | [ |
Operation Log =] Blacklist =] WhiteList

o4 b b 1/0Page Per Page Records Page |
[EES— [FIESRRSEE | e ———— [P | [ - PP,

You can manually enter BSSID, click "add", as shown below:

 BlackisiBSSD)  xDelete |

BSSID: | f2:87:c1:61:12:b7| Add

N Blacklist

Can also be in the last chapter of the illegal AP list in the AP to add the black list,

BSSID: | | s AP Na...| | | query Reset

| ‘ Rogue AP BSSID |R|)gue APjSignal StrengtRogue AP SSID { Vendor | Finder AP # |Finder AP Locat Discovery Time { Associated Hotsg Containme Containm!

Check the black list and click "delete".

Blackist®ssD)  [xoeee]

BSSID:|22:22:22:22:22:22 | | Add |

[+ Blacklist

6.8.4 Running Log

Go to WLAN > Rogue AP >Operation Log, then Select Query beginning and ending time, click on "Query",
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Configuration Navigation Operation Log
Query Time:| 2016-05-12 00:00 |&# to [2016-05-1223:59 | | Query | [ Reset

List of Rogue APs

whiteList and Blacklist Rogue AP BS5ID/S5ID Operation Description Rogue AP Discovery Time Log Generation Time

Operation Log

6.9 Troubleshooting Assistant

6.9.1 How to search for equipment

Go to WLAN > Assistant, then enter search terms, such as "18", click on "Query", you can search for the following five aspects

with "18".

. | ]
Device Performance Alarm Report Advanced System

STA Alarm Rogue AP Assistant Topology Last Synd

| Iil | IQueryI ‘ Reset

| onling/Off... | |~ | Roaming: |+ | [ Query Reset () MAC () SSID () APT
MAC # SSID = AP Name # APIP # RSSI = Online/Offlir Online Perio: Uplink # Downlink #

6.9.2 How to instantly search network

Go to WLAN > Assistant, then enter search terms, such as SSID for the "Vlan11", click on "Query", then see the details of

the STA

Alarm 3 Assistant

Summary

| Iv\anll I ‘ [Querv] | Reset
Query List
(1) 5TAs
Online/Off... | ' ~| Roaming: |~ | | Query | | Reset (U MAC (=) SSID () APIP () AP MAC
MAC # SSID # AP Name = APIP # RSSI # Online/Offlir Online Perio« Uplink & Downlink + Ass
14:75:90:f9:42:bd vlanii ap520 10.10.10.100 Strong(-47) Online  3Hour(s)4... 5.52 (Kbps) 733.00 (bps)
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Summary Hotspot J AC STA Alarm Rogue AP Assistant

|

Query List A Info(SMP - BV oorelation

m User Name: User ID:
User Group: 1D Number:
Landline Tel... Mobile Phone:
MAC # Address:
:00:f9:42:bd S
IP:  0.0.0.0 MAC: 14:75:90:f2:42:bd
Online/Offli... Online Online Period: 3Hour(s)49Minute(s)275ec...
Energy Savi... active Operating 5... Win7
Hardware T... Computer Product Type: Others
SS5ID:  vlanil WLANID: 11
VLAN ID: 11 Channel: 1
Radio: 1 Connection ... dotlln
Access Band: 2.4G Megotiated ... 54.00(Mbps)

Other real-time query methods, such as user MAC, the input query terms "00:08:ca:54:86:23"

Assistant

| oniinesoft... | |*| Roaming: | |+ | [ Query | | Reset | & mac] O ssio O ape
MAC # SSID # AP Name # APIP = RSSI # Onling/Offlir Online Perio: Uplink # Downlink #
14:75:90:f9:42:bd wlanil ap520 10.10.10.100 Strong(-45) Online  3Hour(s)5... 5.52 (Kbps) 733.00 (bps)

6.10 View Hot Spot

The function is used to view the logical relationship between the wireless network hotspot, AC, AP, and STA. Go to WLAN >
Topology >Hotspot View, click the AP icon to show the hot AP
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w Hotspot View |} AC View |

¥ 4 RuijienetwarksFujian
AP: 1 STA: 0

T Lab

%, Office H&:f’;)‘st @ ap130
= STA: O
Ty ruijienetwork

Lab

Hotspot

(=)

Office

Hotspot A
S @

ruijienstw...

Click the terminal icon, terminal information may be presented under the hot spot.

.
w Hotspot View = p AC View |
v ik RuijienetworksFujian
o Lab
= Hotspot m ST.
Office Ll
? (o)) - b
T ruijienetwork
Lab
Hotspot m ST
(o)) — LD
Office
Hotspot m ST.
((co) = LD
ruijienetw...

Click “AC View” to see the logical relationships between AC, AP, and STA,

Summary AP AC STA Alarm Rogue AP tant Topology

WS6008

"
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