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Preface

The Ruijie RG-SMP (Security Management Platform) is an enterprise-class security management
application that provides insight into and control of Ruijie security and network devices. The Ruijie RG-SMP
offers comprehensive security management across a wide range of Ruijie security appliances, including
Ruijie intelligent switches and Wireless solutions. The Ruijie RG-SMP is also compatible with other
third-party networking devices with 802.1X protocol, enabling the AAA (authentication, authorization and
accounting) network access control (NAC) policy according to user requirements.

The Ruijie RG-SMP allows users to manage office networks of all sizes for a broad spectrum of industries,
with security compliance requirements of user identity, host health and security of network communication.

This cookbook is applicable for RG-SMP version 2.63_EN_Build20151106 and later version

Audience

® Network Engineers

® Network Administrator

Obtain Technical Assistance

® Ruijie Networks Websites : http://www.ruijienetworks.com

® Ruijie Service Portal : http://case.ruijienetworks.com

Welcome to report error and give advice in any Ruijie manual to Ruijie Service Portal

Related Documents

® RG-SMP Release Note
® RG-SMP Installation Guide

® RG-SMP Database Installation and Maintenance Guide


http://www.ruijienetworks.com/
http://case.ruijienetworks.com/
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® RG-SMP Operation Guide




Revision History

Date Change contents Reviser
2015.12 Initial publication V1.0 Scott
2016.07 Add SQL Server Installation V1.1 Oscar
2017.05 Adjust format Oscar

IP addresses and object names

In command configuration section, IP addresses and object names are shown for easy reading purpose.
You should substitute your own IP addresses and object names when you configure your own product.

Especially, it is not recommended to copy and paste the commands directly when you configure Ruijie
wireless controller and switch for the first time. At least , you should identify which words stand for
command , which stand for parameters or object names. You might input a question mark “?” to show

available commands if required.
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Daily Maintenance

1 Daily Maintenance

Before getting started, verify that you install Microsoft SQL Server and RG-SMP, then start SMP Service

correctly.

For Database and SMP installation, see RG-SMP Installation Guide and RG-SMP Database Installation

and Maintenance Guide

1.1 Login Web Ul

When you complete SMP
installation and start SMP service
successfully, visit SMP web Ul at
http://Server 1P:8080/smp or
https://Server _|P:8443/smp , the
default Username is “admin” and
password is 111111111

Note: Use IE 8.0 and above
version in compatibility
mode. Firefox and chrome
may have compatible
issues.

It is recommended to change
password when login. Click
“‘Change Password” in the top
right on WEB UI.

In this left side, it is the menu as
shown, it includes three main
components: Authentication &

W

@ RG-SMP | professional
— Security Management Platform

UserName: [
password: [

[4Online User /A System Status iy Change Password  (7) Logout

| Authentication & Authority » |
| System Maintenance v
" Log Audit -

i Log Configuration

&l Authentication Failure Logs
Ej Metwork Access Logs

t:v} Operation Logs

[ System Logs

EZZ User Operation Logs

Authority, System Maintenance and Log Audit.
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© System Status

In the middle of the
window, it is System
Status

Current System Status:
License Status®

Online User:
Authentication Failure Logs:

Operation Logs:

Under the system
Information, it is the
Online User Trend in
24 hours.

Online User Trend in 24hrs’

Daily Maintenance

( ‘System Information

Normal (See details)
The trial version is valid for 8,760 hours and already in use for 6,285 hours.
Insecure Online Users: 0 Peak Online User in 24hrs: 0

]
0 Network Access Logs Today: 0
1]

Online Users
= =

¥
w

1.2Check System Status

=

22 23
Hour

— Online User

=
=
=
=
=
-
=
[

Click System Status in the up right corner, you can view Current System Status. Usually, it displays
Normal as shown in below diagram which indicates SMP works properly.

If it displays
Abnormal as shown
in diagram, something
must be wrong, click
See Details to check.

1.3Installing the SQL Server

| System Information

Current System Status:

Mormal [See details)

The RG-SMP supports the Microsoft SQL Server 2005 or SQL Server 2008 as well as the SQL Server
2012 as the background database. The installation steps for the latter two are described as below.
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1.3.1 Installing SQL Server 2008 Enterprise Edition

The operation of the RG-SMP system requires a background database. If you use the Microsoft SQL
Server 2008, you must install the Microsoft SQL Server 2008 Enterprise Edition.

The SQL Server 2008 is a large database server of Microsoft. This section describes the software and
hardware configuration requirements for installing the SQL Server 2008 Enterprise Edition, detailed
installation steps and notes.

1) Insertthe CD of SQL Server 2008 Enterprise Edition, click setup.exe, and a message will be
prompted asking whether to install the NET framework. Click OK.

Microsoft SQL Server 2008 RZ Setup

S0L Server 2008 RZ setup requires Microsoft (MET Framework and
| an updated Windows Installer ko be installed,

To enable the (MET Framework Core role, click QK. To exit Setup,
click Cancel,

K I Zancel

2) After automatic installation, the following interface is prompted.

% SQL Server Installation Center Hi= B3
-~

Planning ,' Hardware and Software Requirements
View the hardware and software requirements.

Installation
Maintenance [ = Security Documentation
Tools View the security documentation.
Resources 3= Online Release Notes
Advanced View the latest information about the release.
Options $= Setup Documentation
Read the Overview of SQL Server Setup Documentation topic for information about SQL Server

Books Online. The Setup documentation includes an overview of SQL Server installation, the
help topics that are needed during installation, and links to more detailed information about
planning, installing, and configuring SQL Server.

Lfaﬂ System Configuration Checker
f U Launch atool to check for conditions that prevent a successful SQL Server installation.

& Install Upgrade Advisor
I_-] Upgrade Advisor analyzes any SQL Server 2005 or SQL Server 2000 components that are

installed and identifies issues to fix either before or after you upgrade to SQL Server 2008 R2,

Online Installation Help
Launch the online installation documentation.

[+ Eh How ko Get Started with SQL Server 2008 R2 Failover Clustering

Read instructions on how to get started with SQL Server 2008 R2 failover clustering.

Read instructions on how to install PowerPivot For SharePaint in the fewest possible steps on a
new SharePoint 2010 server,

Upgrade Documentation

View the document about how to upgrade to SQL Server 2008 R2 from SQL Server 2000, SQL
Server 2005 or SQL Server 2008, Lll

s Eh How to Get Started with a PowerPivot for SharePoint Standalone Server Installation

\:;:\ Microsoft
2~ SQL Server2008r2
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3)

4)

Click Installation >New Installation or add features to an existing installation.

Planning
Installation
Maintenance
Tools
Resources

Advanced

Options

?&‘Z\ Micrnctt
2~ SQL Server2008r2

Click OK.

%% SOL Server Installation Center =] B3

Mew installation or add features ta an existing installation.

Launch a wizard to install SQL Server 2008 R2 in a non-clustered environment or to add features to
an existing SQL Server 2008 R2 instance.

Mew SQL Server failover cluster installation
Launch a wizard to install a single-node SQL Server 2008 R2 failover cluster.

Add node to a SQL Server failover cluster

Launch a wizard to add a node to an existing SQL Server 2008 R2 failover cluster,

Upagrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008

Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL Server
2008 R2.

Search for product updates
Search Microsoft Update for SQL Server 2008 R2 product updates.,

10
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% SQL Server 2008 R2 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be corrected

before Setup can continue,

1[=] B3

Setup Support Rules

Operation completed, Passed: 7. Failed 0. Warning 0. Skipped 0.

e

Show details >> |

View detailed report

Re-run |

Cancel

N\

5) Click Next.
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%% SQL Server 2008 R2 Setup | _ (O] x]

Product Key

Specify the edition of SQL Server 2008 R2 to install,

Product Key Validate this instance of SQL Server 2008 R2 by entering the 25-character key from the Microsoft certificate of

% authenticity or product packaging. You can also specify a free edition of SQL Server, such as Evaluation or
Licerma et Express. Evaluation has the largest set of SQL Server features, as documented in SQL Server Books Online, and
Setup Support Files is activated with a 180-day expiration. To upgrade from one edition to another, run the Edition Upgrade Wizard.

" Specify a free edition:
|E'-xs:lu-3tu:‘r. LI

(+ Enter the product key:

< Back | Next = I Cancel

4

6) Tick | accept the license terms, and click Next.

12
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$& SOL Server 2008 R2 Setup I [=] B3
License Terms

To install SQL Server 2008 R2, you must accept the Microsoft Software License Terms.

Product Key a
. MICROSOFT SOFTWARE LICENSE TERMS :’
License Terms

Setup Support Files MICROSOFT SQL SERVER 2008 R2 ENTERPRISE

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any
Microsoft

e updates,

e supplements,

e Internet-based services, and

¢ support services

for this software, unless other terms accompany those items. If so, those terms apply. |
CET
Copy  Print

IV 1 accept the license terms.

Send feature usage data to Microsoft, Feature usage data includes information about your hardware
configuration and how you use SQL Server and its components.

See the Microsoft SQL Server 2008 R2 Privacy Statement For more information.

< Back Mext = Cancel

7) Click Install.

13
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%% SOL Server 2008 R2 Setup

Setup Support Files

Click Install to install Setup Support files. To install or update SQL Server 2008 R2, these files are required.

I[=] B3

Product Key
License Terms
Setup Support Files

The following components are required for SQL Server Setup:

Status

| Feature Name
Setup Support Files

8) Click Next.

14

< Back

Install

Cancel |

4
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%% 50L Server 2008 R2 Setup

Setup Support Rules

=] B3

Setup Support Rules identify problems that might occur when vou inskall SQL Server Setup support Files. Failures musk be corrected

befare Setup can continue.

Setup Support Rules

Setup Rale

Feature Selection

Installation Rules

Disk Space Requirements

Error Reporting

Installation Configuration Rules
Ready ta Install

Installation Progress

Complete

Operation completed. Passed: 11, Failed 0. Warning 0. Skipped 0.

Show details > | Re-run |

Wiew detailed report

= Back: | Next = | Cancel | Help

9) Click Next.

¥4 SOL Server 2008 R2 Setup

Setup Role

install a specific configuration.

Click the SQL Server Feature Installation option to individually select which feature components to install, or click a feature role to

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Disk Space Requirements

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

{* SQL Server Feature Installation

Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services, and
other features.

"~ SQL Server PowerPivot For SharePoint

Install PowerPivat For SharePoint on a new or existing SharePoint 2010 server ko support PowerPivot data
access in the farm, To use the New Server option, SharePaint must be installed but not configured.

i

Add PowerPivaot for SharePoint ta:
(" all Features With Defaults

Install all Features using default values for the service accounts.

< Back Mext = Cancel Help
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10) Tick the components you need as shown in the following figure, and then click Next.

Feature Selection

Select the Enterprise features to install.

% SOL Server 2008 R2 Setup =

Setup Support Rules

Setup Role

Feature Selection
Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

Description:

Database Engine Services
SQL Server Replication
Full-Text Search
[] analysis Services
[T reporting Services
Shared Features
Business Intelligence Development Studio
Client Tools Connectivity
Integration Services
Client Tools Backwards Compatibility
Client Tools SDK
SQL Server Books Online
Management Tools - Basic
Management Tools - Complete
SQL Client Connectivity SDK
Microsoft Sync Framework
Redistributable Features

select Al | Unselect a1 |

Server features are instance-
aware and have their own
registry hives. They support
multiple instances on a computer.

Shared feature directory: lC:'\Program Files\Microsoft SQL Server\,

Shared feature directory (x86): lc:\,Program Files (x86)\Microsoft SQL Server),

L
=

< Back Next >

Cancel | Help

)

11) Click Next.

16
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%% S0L Server 2008 R2 Setup [_[O]
Installation Rules

Setup is running rules to determine iF the installation process will be blocked, For more information, dlick Help,

Setup Support Rules Operation completed. Passed: 5. Faled 0. ‘Warning 0. Skipped 19.

il r

Feature Selection
Instaliation Rules Show details == | Re-run |
Instance Configuration Wigw detailed report

Disk Space Requirements
Server Configuration

Database Engine Configuration
Etror Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back Mext = Cancel Help |

12) Choose Default instance, and then click Next.



% SOL Server 2008 B2 Setup

Instance Configuration

Specify the name and instance ID for the instance of SGL Server. Instance ID becomes part of the installation path.

=] B3

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration
Disk Space Requirements
Server Configuration
Dakabase Engine Configurakion
Etror Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

i+ Default instance

" Mamed instance: IMSSQLSERVER

Instance ID: |MSSQLSERVER

Instance rook directory: IC:'l,Program Files\Microsoft SQL Serverl,

SOL Server directory: i:\Program Files\Micrasoft SOL ServeriMSSQL10_50.MSSOLSERYER

Installed instances:

Instance Mame | Instance ID | Features | Edition | Version

< Back Mext = Caneel

Help

13) Click Next.




1% S0L Server 2008 RZ Setup [_[O]

Disk Space Requirements

Review the disk space summary For the QL Server Features yvou selected.

Setup Support Rules Disk LUsage Summary:

Setup Role E1{ Drive C: 4847 MB required, 526928 ME available

Feature Selection ; System Drive (i) 2704 ME required

Shared Install Directory {(C:\Program Files\Microsoft SQL Servery): 1399 ME required
Instance Directory (Cii\Program FilesiMicrosoft SQL Server): 744 ME required

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configur ation
Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready ko Install

Installation Progress

Complete

< Back | Mext = | Cancel | Help |

14) Choose NT AUTHORITY/SYSTEM from the Account Name drop-down list.




%% SQL Server 2008 R2 Setup [ _ (O] %]

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts | Collation l

Setup Role

Erativa Selackion Microsoft recommends that you use a separate account for each SQL Server service,

Installation Rules Service | Account Name Password Startup Type
Instance Configuration SQL Server Agent T AUTHOR Manual _V_]
Disk Space Requirements SQL Server Database Engine NT AUTHORITYINETWORK S Automatic |
Server Configuration SQL Server Integration Services 10.0 | <<Browse...>> Automatic ]
Database Engine Configuration SQL Full-text Filter Daemon Launcher | NT AUTHORITY\LOCAL S... Manual
EvRerctting SQL Server Browser NT AUTHORITYILOCAL S... Disabled =l
Installation Configuration Rules

Ready to Install

Installation Progress Use the same account For all SQL Server services I
Complete

< Back I Next > | Cancel I Help I
4

15) Choose NT AUTHORITY/SYSTEM for the three services as shown in the figure below.
@suseverzomsrosep —— EmH|

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Accounts Icollation |

Setup Role

R celerhian Microsoft recommends that wou use a separate account For each S0L Server service,

Installation Rules Service Account Mame Password Startup Type
Instance Configuration a0L Server Agent MNT AUTHORITYSYSTEM Manual j
Disk Space Requirements S0L Server Database Engine HT AUTHORITYYSYSTEM automatic =]
Server Configuration 3GL Server Integration Services 10,0 | NT AUTHORITYYSYSTEM Automatic LI
Database Engine Configuration 5CL Full-text Filter Dasmon Launchar | NT AUTHORITYILOCAL 5., Manual
EHOrREnare SQL Server Browser NT AUTHORITYYLOGAL 5., Disabled =]
Installation Configuration Rules

Ready to Install

Installation Progress Use the same accounkt For all SQL Server services |
Complete

= Back Mext = Cancel Help |




16) Choose the Collation tab.
%% 50L Server 2008 R2 Setup =] E2
Server Configuration

specify the service accounts and collation configuration,

Setup Support Rules " Servica Accounts. Collation

Setup Role

Feature Selection Database Engine:

Installation Rules Latinl_General_CI_AS Customize. .. |

Instance Configuration Latinl-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive
Disk Space Reguirements for Unicode Data, SGL Server Sort Order 52 on Code Page 1252 for non-Unicode Data

Server Configuration
Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | Mext = | Cancel | Help |
A

17) Configure collation. Make sure that the configuration is done exactly as shown in the following figure,
or otherwise the SMP cannot run properly.
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Server

Specify

Setup Suppo
Setup Role

Feature Sele
Installation R
Instance Car
Disk Space R
Server Con
Database En
Etror Reporti
Inskallation C
Ready to Ins
Installation P

Compleke

Customize the SOL Server 2008 R2 Database Engine Collation

Select the collation you would like to use: Step 2

+ Windows collation designator and

Collation designator: |l SEERE e

[ Bin. Y

IV Casge-sensitive I Kana-sensitive

W accent-sarstve———idthesensitive
Step 3

i 30l collation, used for backwards compatibility

}sol 1vcompat PO CTAs | AI
S0L_altDiction_CPES0_CT_AT

S0L_AltDiction_CPES0_CT_AS
S0L_AlkDiction_CPESO_CS_aS
S0L_AltDiction_Pref_CPES0_CT_AS =l

I Binary-code point

Collation description:

Latini-General, case-insensitive, accent-sensitiva, kanatype-insensitive, width-insensitive for
Unicode Data, S0L Server Sork Order 49 on Code Page 850 for non-Unicode Data

K I Cancel

Daily Maintenance

width-insensitive
n-Unicode Data

< Back Mext = Cancel

18) Click Next.

22



%7 SQL Server 2008 R2 Setup [ _ [0
Server Configuration

Specify the service accounts and collakion configuration.

>t iy Service Accounts Collation
Setup Role
Feature Selection Database Engine:

Installation Rules Latinl_General_C5_AS

Instance Configuration

Latinl-General, case-sensitive, accent-sensitive, kanatype-insensitive, width-insensitive
Disk Space Requirements

Server Configuration
Database Engine Configuration
Etror Reporting

Installation Configuration Rules
Ready to Instal

Installation Progress

Complete

= Back | Mext = | Cancel | Help |
4
19) Configure a user account and a password.
% SQL Server 2008 R2 Setup M=] B3
Database Engine Configuration
Specify Database Engine authentication security mode, administrators and data directories.
Setup Support Rules Account Provisioning | Data Directories | FILESTREAM

Setup Role

Eoefire—ahen Specify the authentication mode and administrators for the Database Engine.

Installation Rules Authentication Mode
Instance Configuration

Step 1
" Windows authentication mode

Disk Space Requirements
D d + Mixed Mode {SQL Server authen}ication and Windows authentication)
Server Configuration

Database Engine Configuration Specify the password for the SQL Server system administrator {sa) account.

Error Reporting Enter password: lo.too.coo'

Installation Configuration Rules 3

Confirm password} Ioooooooooo| Step:3

Ready to Install P

Installation Progress Specify SQL Server administrators

Complete WIN-4GINHSSIUKK ruijie (ruijie) SQL Server administrators
have unrestricted access to
the Database Engine.

Step 2 >
Add Current User l Add... I Remove l
< Back Mext > Cancel Help |
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20) In the Data Directories tab, you can use the default configuration. If the default drive space is
insufficient, choose another drive.

%% SQL Server 2008 R2 Setup = 3 I
Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules  Account Provisioning | Data Directories | FILESTREAM |

Setup Role

Feature Selection Data root directory: IC:\Program Files\Microsoft SQL Server\ |
Installation Rules System database directory:  C:\Program Files\Microsoft SQL

Instance Configuration ServeriMSSQL10_50.MSSQLSERVERIMSSQLData

Disk Space Requirements User database directory: IC:'\Program Files\Microsoft SQL ServeriMSSQL10_50.MSSQLSERVERIMSS ... |

Server Configuration

: P ey -
Database Engine Configuration User database log directory: IC :\Program Files\Microsoft SQL Server\MSSQL10_S0.MSSQLSERYER\MSS ... |

Error Reporting Temp DB directory: IC:IProgram Files\Microsoft SQL ServeriMSSQL10_50.MSSQLSERVERIMSE ... |

Installation Configuration Rules

Temp DB log directory: IC:\Program Files\Microsoft SQL Server\MSSQL10_S50.MSSQLSERVERIMSE ... |
Ready to Install
Installation Progress Backup directory: |C:1,Program Files\Microsoft SQL Server\MSSQL10_S0.MSSQLSERVER\MSE ... |
Complete

< Back | MNext = I Cancel | Help

4

21) Inthe FILESTREAM tab, configure as shown in the following figure. Click Next.

24



%7 SOL Server 2008 R2 Setup

=] B3

Database Engine Configuration

specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Etror Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Account Provisioning | Data Directoties :FILESTREAM‘“

[™ Enable FILESTREAM for Transact-5QL access

™ | Enable FILESTREAM For file [jCstreaming access

Windows share name; |MSSO_LSEF!VER

= Allows remabe: clients e have streaming access to FILESTREAM data

22) Click Next.

%% SOL Server 2008 R2 Setup

Error Reporting

< Back. | Mext = | Cancel | Help

Help Microsoft improve SQL Server features and services.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Specify the information that you would like to automatically send to Microsoft to improve future releases of SQL
Server. These settings are optional. Microsoft treats this information as confidential. Microsoft may provide
updates through Microsoft Update to modify feature usage data. These updates might be downloaded and
installed on your machine automatically, depending on your Automatic Update settings.

See the Microsoft SOL Server 2008 R2 Privacy Statement For more information.

Read more about Microsoft Update and Automatic Update.

= Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting only
applies to services that run without user interaction.

< Back MNext = Cancel Help




23) Click Next.
o senverzomoRzoewy ____________________________ EER|

Installation Configuration Rules

Setup is running rules to determine if the installation process will be blocked. For more information, dlick Help.

Setup Support Rules Operation completed, Passed: 4. Failed 0. ‘Warning 0. Skipped 4.
Setup Rolz

Feature Selection
Tn=hal StioreR s Show details = | Re-run I
Instance Configuration Yiew detailed report

Disk Space Requirements

Server Configuration

Database Engine Configuration

Error Reporking

Installation Configuration Rules
Ready to Instal

Installation Progress

Complete

= Back Mext = Cancel Help

24) Click Next.



25)

%% SQL Server 2008 R2 Setup [ _ (O] <}
Ready to Install
Verify the SQL Server 2008 R2 features to be installed.
Setup Support Rules Ready ta install SQL Server 2008 R2:
Setup Role - Summary 7

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Edition: Enterprise
Action: Install
[=1- General Configuration
[=)- Features
Database Engine Services
SQL Server Replication
Full-Text Search
Business Intelligence Development Studio
Client Tools Connectivity
Integration Services
Client Tools Backwards Compatibility
Client Tools SDK
SQL Server Books Online

Complete Management Tools - Basic

Management Tools - Complete

SQL Client Connectivity SDK

Microsoft Sync Framework

[=)- Instance configuration
Instance Name: MSSQLSERVER
Instance ID: MSSQLSERVER
[=)- Instance 1Ds =
«| | »
Configuration file path:
[C:tProgram Files\Microsoft SQL Server|100\Setup BootstrapiLogl20150804_202313YConfigurationFile.ini
< Back l Install | Cancel | Help l
4
Click Next.
%% SOL Server 2008 R2 Setup =] B3
Installation Progress
Setup Suppork Rules
Setup Role [
Feature Selection Setting feature scenario.
Installation Rules
Instance Configuration
Disk Space Requirements
Server Configuration
Database Engine Configuration
Error Reporting
Installation Configuration Rules
Ready to Install
Installation Progress
Complete
Mext = Cancel Help




SMP Implementation Cookbook V1.2 Daily Maintenance

26) The installation is complete. Click Close.

%% SQL Server 2008 R2 Setup | _ (O] <}

Complete

Your SQL Server 2008 R2 installation completed successfully.

Setup Support Rules Summary log file has been saved to the Following location:

Setup Role C:\Program Files\Microsoft SOL Server}100\Setup Bootstrapilogi20150804 202313 Summary WIN-
Emabira Salaction 4GINHSSIUKK 20150804 202313.txt

Installation Rules Information about the Setup operation or possible next steps:

Ipstarice configuation: a Your SQL Server 2008 R2 installation completed successfully.
Disk Space Requirements
Server Configuration
Database Engine Configuration
Error Reporting

Installation Configuration Rules

Ready to Install

Installation Progress

Complete
Supplemental Information:
The following notes apply to this release of SQL Server only. 7|
Microsoft Update

For information about how to use Microsoft Update to identify updates for SQL Server 2008 R2, see the Microsoft

Update Web site at http://go.microsoft.comffwlink/?LinkId=108409.
Samples
By default, sample databases and sample code are not installed as part of SQL Server Setup. To install sample

databases and sample code for non-Express editions of SQL Server 2008 R2, see the CodePlex Web site at
Ihttp:{fqo.microsoft.com/fwlinki?LinkId=87843. To read about support for SQL Server sample databases and ;]

Close I Help I
4

27) Double click the SP1 patch, and click Next.

28



&3 Microsoft SOL Server 2008 R2 Service Pack 1 [_ O]

SQL Server 2008 R2 update

‘Welcome bo the SGL Server 2005 R2 update. This installation provides updates for SGQL Server 2008 R2.

SOL Server 2008 R2 update
License Terms

Seleck Features

Check Files In Lse

Ready to update

Update Progress

Compleke

COperation completed. Passed: 7. Faled 0. Warning 0. Skipped 1.

Show details == | Re-run |

Wi detailed report

For more information on this update, see the Following Microsoft knowledge based article:

httpsffsupport. microsoft. comf #kbid=2528583

< Back: Mext = Cancel Help

28) Tick | accept the license terms, and click Next.

& Microsoft SQL Server 2008 R2 Service Pack 1 =]

License Terms

To install Service Pack 1, you must accept the Microsoft Software License Terms.,

SQL Server 2008 RZ update
License Terms

Select Features

Check Files In Use

Ready to update

Update Progress

Complete

MICROSOFT SQL SERVER 2008 R2 SERVICE PACK 1 (SP1) FOR MICROSOFT SQL SERVER
2008 R2

PLEASE NOTE: Refer to your license terms for Microsoft SQL Server 2008 R2 software (the
“software”) to identify the entity licensing this supplement to you and for support information. You
may use a copy of this supplement with each validly licensed copy of the software. You may not
use the supplement if you do not have a license for the software, The license terms for the
software apply to your use of this supplement.

43 4
Copy  Print
IV 1accept the license terms.

Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and how you use SQL Server and its components.

See the SQL Server 2008 R2 Privacy Statement for more information.

< Back MNext = Cancel Help
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29) Click Next.

Microsoft SQL Server 2008 R2 Service Pack 1 M=] 3

Select Features

Specify the features to update.

SQL Server 2008 R2 update Instances: Description:
License Terms MSSQLSERYER
Select Features Database Engine Services
Check Files In Use --SQL Server Replication
Full-Text Search
SR Shared Features
Update Progress Business Intelligence Development Studio
Complete - Client Tools Connectivity

Integration Services
Client Tools Backwards Compatibility
Client Tools SDK
-~ 5QL Server Books Online
Management Tools - Basic
Management Tools - Complete
Microsoft Sync Framework

Language: l—
Edition: =
Patch Level: l—
Architecture: I

Service Pack: l—
Upgrade Status: [—

Select all Unselect Al

< Back MNext = | Cancel | Help |

30) Click Next.
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Check Files In Use

The following services and applications are using files that Setup needs to complete the installation. To avoid a computer restart, stop

the applications and services.

SQL Server 2008 R2 update
License Terms

Select Features

Check Files In Use
Ready to update

Update Progress

Complete

Files in use check completed. Stop check I Refresh check |

< Back Next > Cancel Help |

31) Click Update.



icrosoft SOL Server 2008 R2 Service Pack 1

Ready to update

Werify the list of Features to be updated.

SOL Server 2008 B2 update Ready to update:

License Terms I Surnmary =
Select Features - Action: Patch

Check Files In Use (=) General Canfiguration

[=1- M35CQLSERYER.
EI-Features
i l-Database Engine Services
- 50 Server Replication
- Full-Text Search
- Attributes
- Language: English - United States
- Edition: Enterprise
- Pakch Level: 10.50.1600.1
- Processor Type: x64
- Service Pack:
- Upgrade Status: Mot installed.
[=1- Shared Features
EI-Features
- Business Inteligence Development Studio
- Client Tools Connectivity
- Inkengration Services
- Client Tools Backwards Compatibility:
- Client Tools SDK
- 5L Server Books Online _'J

Configuration File path:

Ready to update
Update Progress

Complete

= Back | Update | Cancel | Help |

32) Click Next.

& Microsoft SQL Server 2008 R2 Service Pack 1 H=] B3

Update Progress

SQL Server 2008 R2 update Instance MSSQLSERYER: Updating ‘MSSQLSERVER': Adding package installer engines.

License Terms
Select Features
Check Files In Use
Ready to update
Update Progress
Complete

Mext > Cancel Help |




33) The installation is complete. Click Close.

53 Microsoft SOL Server 2008 R2 Service Pack 1 H =]
Complete
Your SOL Server 2008 RZ update operation is compleke.
SQL Server 2008 R2 update Summary log file has been saved to the following location:
License Terms
Select Features Information about the Setup operation or possible next steps:
Check Files In Use
e o ot l@ our SOL Server 2008 R2 update operation is complete,
Update Progress
Complete
Close Help
4

1.3.2 Installing SQL Server 2012 Enterprise Edition

1) Double-click the setup.exe file, and the following interface is prompted.
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‘Maintenance
Tools
Resources

Advanced

Options

F ?5“1: Server 2012

|

Hardware and Software Requirements

View the hardware and software requirements.

Security Documentation

View the security documentation,

Online Release Motes

View the latest information about the release,

Howy to Get SOL Server Data Tools

SQL Server Data Tools provides an integrated
environment for database developers to carry out all
their database design work for any SQL Server platform.

System Configuration Checker

Launch a tool to check for conditions that prevent a
successful SQL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any SQL Server 2008 R2, SQL
Server 2008 or SQL Server 2005 components that are
installed and identifies issues to fix either before or after
you upgrade to SOL Server 2012,

Online Installation Help

Launch the online installation documentation.

Howr to Get Started with SQL Server 2012 Failover
Clustering

Read instructions on how to get started with SQL Server
2012 failover clustering,

</

2) Click Installation >New SQL Server stand-alone installation or add features to an existing installation.
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Planning Newy SOL Server stand-alone installation or add features to
i e an existing installation
i) Launch a wizard to install SQL Server 2012 in a

Maintenance. non-clustered environment or to add features to an existing
SQL Server 2012 instance.

Tools
Resources r, Mew SQL Server failover cluster installation
R ad Launch awizard to install a single-node SQL Server 2012
Advanced failover cluster,
Optians @L?"? Add node to a SQL Server failover cluster
g Launch awizard to add a node to an existing SQL Server

2012 failover cluster,

Upgrade from SQL Server 2005, SOL Server 2008 or SOL
Server 2008 R2

Launch a wizard to upgrade SQL Server 2005, SQOL Server
2008 or SQL Server 2008 R2 to SQL Server 2012,

QF’ ?Cmflf Server2012

3) Click OK.

Setup Support Rules

Setup Support Rules identify problems that might occurwhen you install 3OL Server Setup support files, Failures must be
corrected before Setup can continue,

Setup Support Rules Operation completed, Passed: 8 Failed 0. Warning 0. Skipped 0.

Showe details =

View detailed report

Ok | | Cancel
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4)  Click Next.

Product Key

Specify the edition of SQOL Server 2012 to install,

Product Key Walidate this instance of SOL Server 20012 by entering the 25-character key from the Microsoft ~
certificate of authenticity or product packaging. You can also specify a free edition of SOL Server, such
as Evaluation or Express. Evaluation has the largest set of SOL Server features, as documented in SQL
Praduct Updates Server Books Online, and is activated with a 180-day expiration. To upgrade from one edition to
Install Setup Files another, run the Edition Upgrade YWizard,

License Terms

) Specify a free edition:

Evaluation v|

(®) Enter the product key:

< Back | | Mext = | | Cancel

5) Tick | accept the license terms, and click Next.
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License Terms

..Ti:u'i'h‘sta].i sol .Ser\';-'eri-jﬂ‘i_iﬂ":_,-'ou ‘mustaccept the Microsoft Software License Terms.

Product Key ~
MICROSOFT SOFTWARE LICENSE TERMS ==
License Terms (]
Praduct Updates MICROSOFT SOL SERVER 2012 ENTERPRISE SERVER,/CAL EDITION
Install Setup Fil
SR These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you, Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft
e LUpdates,
e  supplements,
s Internet-based services, and
: v
- al mhnrt sarires it
By
Copy Print
[w] | accept the license terms.
Send feature usage data to Microsoft, Feature usage data includes information aboutyour hardware
configuration and how wou use SOL Server and its components,
See the Microsoft 301 Server 2012 Privacy Staternent for more information.

| < Back | | N:r:xt = | | Cancel |

6) Keep the default setting, and click Next.

Product Updates

Afways install the latest updates to enhanceyour SQL Server security and performance,

Product Ki
fgHE ey [Vl Include SQL Server product updates

License Terms
Product Updates

Mame Size (MB) More Information
SQL Server 2012 SP1 GDR Setup .., |26 KB 2793634

Install Setup Files

1 updates (26 ME) found online,
The Setup updates (26 MB) will be installed when you click Next.

Read our privacy staterment online

Learn more about SQL Server product updates

< Back ” Next > H Cancel
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7)  Click Next.
e} SQL Server 2012 Setup = [EE X

Setup Support Rules

Setup Support Rules identify problems that might occurwhen you install SQL Server Setup support files, Failures must be
corrected befare Setup can continue.

Setup Support Rules Operation completed. Passed: 7. Failed 0. Warning 0. Skipped 0.

Feature Selection

Installation Rules Show details »>

Disk Space Requirements View detailed report
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back K MNext > | I Cancel | ] Help

8) Click Next.
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ion option to individually select which feature compaonents to install, or click a
nfiguration.

Setup Support Rules ®) SQL Server Feature Installation

Setup Role Install SQL Server Database Engine Services, Analysis Services, Reporting Services, Integration Services,
Feature Selection and other features.

Installation Rules (O SQL Server PowerPivot for SharePoint

Disk Space Requirements Install PowerPivot for SharePaint on a new or existing SharePoint server to support PowerPivot data

access in the farm, Optionally, add the SQL Server relational database engine to use as the new farm’s

Error Reporting i
atabase server.

Installation Configuration Rules
Ready to Install Add SAL Server Datsbase Relational Engine Services to this installation,
Installation Progress ) All Features With Defaults

Complete Install all features using default values for the service accounts.

| < Back I I Mext > | l Cancel I I Help
i

9) Tick the components you need as shown in the following figure, and then click Next.
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Feature Selection

SQL Server 2012 Setup

Select the Enterprise features to install.

Setup Support Rules
Setup Role

Feature Selection
Installation Rules
Instance Configuration Step 2
Disk Space Requirernents

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Contraller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Features:

Daily Maintenance

_I:I-

Feature description:

SOL Server Replicatian

Data Quality Services
[] Rnakysis Services
[ Reporting Services - Mative
Shared Features
Reporting Services - SharePoint

Data Quality Client

S0L Server Data Tools
Client Tools Connectivity
Integration Services

[W] Client Tools Backwards Cormpatibility
4 m

Full-Text and Semantic Extractions for Searg

Reporting Services Add-in for SharePaoint Prody

W

The configuration and operation of each ~
instance feature of a SOL Server instance is
isolated from other SQL Server instances,

SQL Serverinstances can operate side-by-

side on the same computer,

Prerequisites for selected features:

Already installed: ~
Microsoft MET Framewark 4.0

Windows Powershell 2.0

To be installed from media:

- Microsoft Visual Studio 2010 Shell
e Mlicrosoft YWisual Studio Tools for Applicati v

£ m >

Camplete ~—T]

Step 1

| Select Al || unse|ectA|||

10) Click Next.
|

Installation Rules

Shared feature directany:

|C:\Program Files\Microsoft SOL Server,

I[-]

Shared feature directory (36): |C:\Program Files (xBo0Microsoft SOL Server',

I[-]

Mest » | | Cancel | | Help

SQL Server 2012 Setup

- I:I.-

Setup is running rules to determine if the installation process will be blocked. For more information, click Help,

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Operation completed, Passed: 2, Failed 0. Warning 0. Skipped 0.

Showe details =

Wiewy detailed report

Cancel | | Help
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11) Choose Default instance, and then click Next.

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

@ Default instance

) Named instance: |MSSQLSERVER

|MSSQLSERVER

Instance |D:

Instance root directary: |C:\Program Files\Microsoft SOL Servert

SAL Server directone CiiPrograrn Files\hicrosoft SO0 Server\MSSQL1T.MSSOLSERVER

Installed instances:

Instance Marme Instance ID Features Edition Wersion
Installation Configuration Rules
Ready to Install
Installation Progress
Carmplete
< Back | | Mext » | | Cancel | | Help

12) Click Next.
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Disk Space Requirements

Rewviews the disk space surnmary for the SOL Server features you selected,

Setup Support Rules Disk Usage Summary:

St =1-{Z Drive C: 7314 MB required, 96938 ME available

System Drive (C:h): 4288 MB required

Shared Install Directory (ChProgram Files\Microsoft SQL Servert): 1631 ME required
Instance Directory (C:\Program Files\Microsoft SOL Servers): 1393 ME required

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Etror Reparting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | | TMest = | | Cancel | | Help

13) Choose Browse from the Account Name dropdown list.

« SQL Server 2012 Setup | = | o[

Server Configuration

Specify the service accounts and collation configuration,

Setup Support Rules Service Accounts | Collation

Setup Role
. Microsoft recommends thatyou use a separate account for each 3QL Server service,
Feature Selection

Installation Rules Service Account Mame Password Startup Type
Instance Configuration SOL Server Agent | v tarual v
Disk Space Requirements SOL Server Database Engine i Autormatic v
Server Configuration SOL Server Integration Services 11.0 Autarmnatic w
Database Engine Configuration S0L Server Distributed Replay Client | NT Serviced3QL Server Du, Manual W
Reporting Services Configuration S0L Server Distributed Replay Cona, | NT Serviced3QL Server Du. Manual W
Distributed Replay Contraller S0L Full-text Filter Daermon Launc.,., |MT Service(\tSSOLFDLA... Manual
Distributed Replay Client S0L Server Browser MT AUTHORITYWLOCAL ..

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | | Mext » | | Cancel | | Help
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14) Click Advanced.

Daily Maintenance

Cd | %

e Select thiz object type:

SQAL Server 2012 Setup

|User, Group, or Built-in security principal

| | Object Types... |

From this location:

|WIN-USBB1FT2HBM

|| Locations... |

Enter the object name to select [examples]:

]

Reporting Services Configuration

Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules

Ready to Install

Installatinn Pranrass

te account for each S0L Server service,

Check Mames t Marme Password Startup Type
SE.L B v Manual v
ice\MSIOLSE., W Autornatic |
| | Cancel | | piceihsDts Server.., Automatic W
- icet30L Server D, Manual v
S0L Server Distributed Replay Con.., | NT Servicet\SOL Server D.., Manual v
SOL Full-text Filter Daernon Launc.., | MT Service\hSSQLFDLa.., tanual
S0L Server Browser NT AUTHORITYLOCAL ... Disabled W

15) Click Find Now, and then choose the Administrator user.
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Select thiz object type:

|L|ser, Group, o Builk-in gecurity principal | | Object Types... |

Fram thig lacation:
|WIN-L|5E=B1FT2HEM || Locations. .. |

Cornrmon Quernies Step 1
Mame: Startz with v | \

Dezcrption: | Starkz with |
[ ] Dizabled accounts

[ Man expiing pazsword

Drays zince lazt logor;

Search results:

In Folder

i -USBBTFTZ...
B A dministrators WIN-UBBETFTZ...
H2 41| APPLICATIO...
H2 ANONYMOUS L.
%.ﬁ.uthenticated Us...
ﬂ Backup Operators WwiMN-USBBEIFT ...
H2 BATCH
% Certificate Servic... WIN-USBETFTZ...

H® CONSOLE LOGON
HE reraTnR RRN

16) Click OK.

Select thiz object type:

|L|ser, Group, ar Built-in security principal | | Object Types... |

Fram thiz lacation:
|WIN-UEBE1FT2HEM || Locations... |

Enter the object name to select [examples]:

WIN-LIGERTFT 2R EM\Administrator Check Mames

|| Cancel |
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17) As shown in the following figure, choose Administrator for the five services, and input the system login password as

the password.

5 SQL Server 2012 Setup - | o i

Server Configuration

Specify the service accounts and collation configuration,

Setup Support Rules Service Accounts | Collation

Setup Role

. Microsoft recornmends thatywou use a separate account for each S0L Server service,
Feature Selection

Installation Rules Serdice Account Mame Passuord Startup Type

Instance Configuration S0L Server fgent Adrministrator ssssenss Marual W
Disk Space Requirements S0L Server Database Engine Adrninistrator ssssenss Autornatic W
Server Configuration SOL Server Integration Services 11.0 | Administrator [LITTT T Autarmatic v
Database Engine Canfiquration SQL Server Distributed Replay Client | &dministratar sessense Manual v
Repatting Services Configuration 3L Server Distributed Replay Con., | &dministrator Manual v

S0L Full-text Filker Daernaon Launc.., |NT ServicettASSOLFDL .., Manual

S0L Server Browwser MT AUTHORITYWLOCAL ... Dizabled u

Distributed Replay Contraller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | | Mest > | | Cancel | | Help

18) Choose the Collation tab.



* SQL Server 2012 Setup | = [ = [T

Server Configuration

Specify the service accounts and collation configuration.

Setup Support Rules Service Account | Callation

Setup Role

Feature Selection fatabese ool

Installation Rules |l_atin1_GeneraI_CI_AI | Customize..,

Instance Configuration

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-

Disk Space Requirements insensitive for Unicode Data, SOL Server Sort Order 32 on Code Page 1252 for non-
. : Unicode Data

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | | Mesxt » | | Cancel | | Help

19) Configure collation. Make sure that the configuration is done exactly as shown in the following figure, or otherwise the

SMP cannot run properly.

Ld | & SQL Server 2012 Setup =|0] X

Server Configuration
Customize the SQL Server 2012 Database Engine Collation

Select the collation you would like to use: Step 2

® Windows collation designator and sort order e L S
Collation designator: ‘Latm'I_GeneraI | v
[] Binary rer [] Binary-code paint | Customize...
Case-sensitive [] Kana-sensitive -
[w] Accent-sensitive [] WWidth-sensitive ornon-

2 50L collation, used for backwards compatibility

SOL_AltDiction_CPES0_CI_Al

SOL_AlDiction_CPOS0_CI_AS

SOL_AltDiction_CPES0_CS_AS

SOL_AltDiction_Pref CPES0_CI_AS v

Caollation description:

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-insensitive for Unicode Data, SOL Server Sort
Order 49 on Code Page 850 for non-Unicode Data

u ‘ < Back | | Mext = | | Cancel | | Help
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20) Click Next.

Setup Support Rules Service Sccounts [ Collation |

Setup Role

Feature Selection Riatabasetpgins:

Itstallation Rules |Latin‘I_GeneraI_CS_AS | CUS{‘.‘é:m'iZE...

Instance Configuration

Latin1-General, case-sensitive, accent-sensitive, kanatype-insensitive, width-
Disk Space Requirements insensitive

Seryer Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Caontraller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Carnplete

< Back | | Mext > | | Cancel | | Help

21) Configure a user account and a password.
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22)

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Daily Maintenance

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirerments

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Contraller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Server Configuration |Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine,

Authentication Mode

(O Wfindows authentication mode Step 1

® Mixed Mode (SOL Server authr{ntication and “Windows authentication)

Specify the password for the SOL Server systern administrator (sa) account,

Enter password: |ooooo.

Confirm password: |"“"|

Step 3

Specify SOL Server administrators ——

S0L Server administratars
hawve unrestricted access
tothe Database Engine,

Add Current User || Add... || Rermowe |

tep 2

| < Back | | Mesxt » | | Cancel | | Help

another drive.
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SQL Server 2012 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, adrministrators and data directories,

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Contraller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Server Configuratio !

ata Directaries i FILESTREAM |

Diata root directany: |C:\Program Files\Microsoft S0L Servert, | II'

Systern database directory:  CAProgram Files\Microsoft SOL
ServeriMSS0LTT M SSOLSERVERNM SO Data

User database directary: |C:\Program Fileshhicrosoft SOL SeNer\MSSOU1.MSSOLSERVER‘| IIl

User databaze log directong: |C:\Program Files\Microsoft SOL SeNer\MSSQL‘I‘I.MSSQLSERVER‘| |I|

Temp DB directary: |C:\Program Files\Microsoft SQL SeNer\MSSQU1.MSSQLSERVER‘| II'

Temp DB log directone: |C:\Program FileshMicrosoft SOL Sen.fer\MSSOU1.MSSOLSERVER‘| IIl

Backup directone |C:\Program Files\Microsoft S0OL Sen.fer\MSSOU1.MSSOLSERVER‘| IIl

< Back | | Mext = | | Cancel | | Help

In the FILESTREAM tab, configure as shown in the following figure. Click Next.
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Database Engine Configuration

'.Spec-ifyﬁatabasE-EnginE authentication security rnade, administrators and data directaries.

Setup Support Rules | Server Configuration I Data Directories
Setup Role

Feature Selection [] Enable FILESTREAM for Transact-50L access

l-tallaEmptlles [ Enable FILESTRE&M far file |40 access

Instance Configuration

Windows share name:  |M3SOLSERVER

Disk Space Requirements
SRR [ &llowy rernate clients access to FILESTREAM data
Database Engine Configuration
Reporting Services Configuration
Distributed Replay Contraller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

| < Back | | Mext > | | Cancel | | Help |

24) Click Next.

Reporting Services Configuration

{Sp‘ec-i_fy;t_he’.Regoﬂing Services configuration mode.

Setup Support Rules Reporting Services Native Mode
Setup finle ® Install and configure.

Feature Selection Installs and configures the report server in native mode. The report server is operational after

Installation Rules setup completes,

Instance Configuration O Install only,

Disk Space Requirements Installs the report server files, After installation, use Reporting Services Configuration Manager
Server Configuration to configure the report server for native mode,

Ratsizseains Confiadration Reporting Services SharePoint Integrated Mode

Reporting Services Configura...

Distributed Replay Controller ® Install only.

Distributed Replay Cliant Installs the report server files. After installation use SharePoint Central Administration to

) complete the configuration. Verify the SQL Server Reporting Services service is started and
Error Reporting create at least one SQL Server Reporting Services service application. For more information,

Installation Configuration Rules click Help.
Ready to Install
Installation Progress

Complete

< Back | | Mext > | | Cancel | | Help
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25) Click Next.

tributed Replay Controller

-“.épec-l Distﬁgute&-ﬁe'p}ay'c‘nn'trolier‘sé'wice.acc,eys _permis.sions.
Setup Support Rules Specify which users have permissions for the Distributed Replay Controller service,
Setup Role

Users that have been
Feature Selection granted permission will hawve
unlimited access to the
Distributed Replay

Instance Configuration Contraller sepvice,

Installation Rules

Disk Space Requirernents

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Apic{ﬂur_ren!:_’U;gr-H Add... || Rernove |

| < Back | | Mext » | | Cancel | | Help

26) Click Next.

51



SMP Implementation Cookbook V1.2 Daily Maintenance

Distributed Replay Client

'Sp'ecifythe carresponding controller and data directaries for the Distributed Replay Client.

Setup rt Rul . . . .
LD AINPCEE LTSS Specify contraller rachine narme and directory locations,

Setup Role
Feature Selection Cantraller Marne: | |
Installation Rules Working Directary: |C:\Program Files (xB80\Microsoft SOL Server\DReplayClientyWarkingDirh | | |

Instance Configuration

Result Directory: |C:\Program Files {x8@\Microsoft SOL Server\DReplayClient\ResultDiry | | |

Disk Space Requirements

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Etror Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | | Mext » | | Cancel | | Help

27) Click Next.

Error Reporting

Help Microsoft improve SQL Server features and services.

Setup Support Rules Specify the information that you would like to automatically send to Microsoft to improve future releases
of SOL Server, These settings are optional. Microsoft treats this information as confidential. Microsoft

Setup Role

& . may provide updates through Microsoft Update to modify feature usage data. These updates might be
Feature Selection downloaded and installed on your machine automatically, depending on your Sutomatic Update
Installation Rules settings.

Instance Configuration

Disk Space Requirements

: ; See the Microsoft SOL Server 2012 Privacy Statement for more information.
Server Configuration
Database Engine Configuration Read more about Microsoft Update and Automatic Update.

Reporting Services Configuration
Distributed Replay Controller 0 Send Windows and SQL Server Error Reports to Microsoft or your corporate report server. This setting
Distributed Replay Client only applies to services that run without user interaction,

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back I | Mext > | | Cancel | | Help
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28) Click Next.

SetLIpﬁ 'mhnlﬁ’g-rulﬂeé'to determine if the installation process will be blacked. For maore infarmation, click Help.

Setup Support Rules Operation completed, Passed: 4. Failed 0. Warning 0. Skipped 0.

Feature Selection

Installation Rules Shaw details =

Instanice Configuration Wiew detailed report
Disk Space Requirements

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Etror Reparting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

< Back | | Mext » | | Cancel | | Help |

29) Click Install.
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Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SOL Server 2012:

= Summary

- Edition: Enterprise

- Action: Install (Product Update)

[=- Prerequisites

él--Already installed:

" Microsoft [NET Framework 4.0

L Windows PowerShell 2.0

= To be installed from media:

" Microsoft Visual Studio 2010 Shell
“ Microsoft Visual Studio Tools for Applications 3.0
= Windows feature(s) to be turned on:
" Microsoft .NET Framework 3.5

[=I- General Configuration

- Features

. Database Engine Services

SQL Server Replication

“ Full-Text and Semantic Extractions for Search
LD Nl s,

[>]

(<] m [

[>]

[<]

Configuration file path:

IC:\Program Files\Microsoft SOL Server\110\Setup BootstrapilLogh20150901_104311\ConfigurationFile.ini

< Back | I Install | I Cancel | l

Help

30) The installation is complete. Click Close.
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T

- | o S

SQL Server 2012 Setup.

Complete

Your 30L Server 2012 installation completed successfully with product updates,

Setup Support Rules

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Distributed Replay Controller
Distributed Replay Client

Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

(3]

Information about the Setup operation or possible next steps:

Status ~
ded

| Feature

(3 nent T

@ Client Tools Connectivity Succeeded
@ Client Taals SDK Succeeded
@ Client Tools Backwards Compatibility Succeeded
@ Management Tools - Basic Succeeded |
7 SOL Server Data Taols Succeeded [

Details:

Viewing Product Documentation for SQL Server

Cnly the components that you use to view and manage the documentation for SAL Server have
been installed. By default, the Help “iewser component uses the online library. After installing
SOL Server, you can use the Help Library Manager component to download docurmentation to
your local cormputer. For more information, see Use Microsoft Books Online for SQL Server
zhttp:fgo.microsoft. comdfedinkd?Link | D=224683>

31) Double click the SP1 patch, and click Next.

b
Summary log file has been saved to the following location:
CAPrograrm Files\Microsoft SO Sercerh 1104 Setup Bootstraptlogh20150901 10431 T4 Surmimary W -
USBB1FT2REN 20150901 104311 bt
Close | | Help |
SQL Server 2012 Service Pack 1 =B X

SQL Server 2012 update

Welcome to the SOL Server 2012 update, This installation provides updates for SOL Server 2012,

SQL Server 2012 update
License Terms

Select Features

Check Files In Use

Ready to update

Update Progress
Complete

Operation completed, Passed: 6, Failed 0. Warning 0. Skipped 0,

Show details >

Miew detailed report

For more information on this update, see the following Microsoft knowledge based article:

http:/fsupport.microsoft.com/7kbid=2674319

< Back Next > I | Cancel | | Help

55

Daily Maintenance



SMP Implementation Cookbook V1.2 Daily Maintenance

32) Tick | accept the license terms, and click Next.

License Terms

‘To install Service Pack 1, you must accept the Microsoft Software License Terms.

SQL Server 2012 update I~
MICROSOFT SQL SERVER 2012 SERVICE PACK 1 (SP1) FOR MICROSOFT SQL SERVER —
License Terms 2012

Select Features
Check Files In Use PLEASE NOTE: Refer to your license terms for Microsoft SQL Server 2012 software (the
“software”) to identify the entity licensing this supplement to you and for support infor mation.
Ready to update 'You may use a copy of this supplement with each validly licensed copy of the software. You may
Update Pragress not use the supplement if you do not have a license for the software. The license terms for the

Complete software apply to your use of this supplement.

New Features/Functions in Microsoft SOL Server 2012 Service Pack 1 (SP1)

Microsoft Bing Maps

Copy  Print

[l | accept the license terms.

0 Send feature usage data to Microsoft. Feature usage data includes information about your hardware
configuration and how you use SQL Server and its components,

See the Microsoft SOL Server 2012 Privacy Statement for more information.

< Back I I Mext > I | Cancel | I Help

33) Click Next.
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SQL Server 2012 update
License Terms

Select Features
Check Files In Use
Ready to update
Update Progress
Complete

Instances: Description:

-[¥] MSSQLSERVER
. Database Engine Services
. SQL Server Replication
ull-Text and Semantic Extractions for Search
i . Data Quality Services
.../ Shared Features
- Reporting Services - SharePoint
- Data Quality Client
- SQL Server Data Tools
- Client Tools Connectivity
- Integration Services
- Client Tools Backwards Compatibility Edition:
- Client Tools SDK

Language:

- Management Tools - Basic

. Management Tools - Complete Architecture:
- Distributed Replay Controller
- Distributed Replay Client

Service Pack:

I |
l |
- Docurmentation Components Patch Level: | |
I |
l |
l |

Upgrade Status:

| Selectall | | Unselect Al |

[ < Back l I Next > | I Cancel I l Help I

34) Click Next.

he | fiovﬁngtseMEgS @rl&apﬁlicaﬁqns are usihg files that Setup needs to complete the installation. To avoid a computer
restart, stop the applications and services.

SQL Server 2012 update
License Terms

Select Features

Check Files In Use
Ready to update
Update Progress
Complete

Files in use check completed. I Stop check I | Refresh check |

< Back I | Next > I | Cancel I l Help
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35) Click Update.

SQL Server 2012 update Ready to update:
License Terms = Summary Tl
Select Features Action: Patch ]
Check Files In Use =8 General Configuration
Ready to update =3 MSSQLSERVER
(=) Features
Update Progress i .. Database Engine Services =
Complete - SQL Server Replication
- Full-Text and Semantic Extractions for Search
- Data Quality Services ||
E] Attributes
- Language: English - United States
- Edition: Enterprise
- Patch Level: 11.0.2100.60
- Processor Type: x64
- Service Pack:
- Upgrade Status: Not installed,
=) Shared Features
E] Features —
P bpiesaicisisas ousanaiss Rl
Configuration file path:
I |

< Back | l U?déte I | Cancel | I Help I

36) Click Next.
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SQL Server 2012 update Instanice MSSOLSERVER: Updating 'MSSOLSERVER': MsiTirningAction

seleebicaties instalI_sqi_dq_common_Cpu64_Acti0n : InstallFinalize.
Check Files In Use ' '
Ready to update
Update Progress

Complete

Mext = | | Cancel | l HQFP ]

37) The installation is complete. Click Close.
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Complete

Your SQL Server 2012 update operation is complete,

SQL Server 2012 update

License Terms

Infarmation about the Setup operation or possible next steps:

Feature Status
Select Features = AT TN 2
: & Wanagement Tools - Complete (MSSOLSERVER)  Succeeded =

Check Files In Use 9 Client Tools Connectivity (MSSQLSERVER) Succeeded =
Ready to update 1 Client Tools SDK (MSSQLSERVER) Succeeded

)
Update Progress @ Client Tools Backwards Compatibility (MSSQLSE... Succeeded
Complete @ Management Tools - Basic (MSSQLSERVER) Succeeded

I@ SQL Server Data Tools (MSSQLSERVER) Succeeded

@ Database Engine Services (MSSQLSERVER) Succeeded e

Summary log file has been saved to the following location:

Close | I Help

1.4 Backup Database

In this section, you will learn how to backup database.

Go to System Maintenance >Database Maintenance, by default auto backup is enabled and the
schedule is executed at 4:00 in the morning every day. You can set the removal period in which backup
database will be removed automatically.

© System Maintenance = Database Maintenance

Database Backup
. Path of the Database

Backup Folder |D:\RG-SMP\DB_backup | ||Backup Immediately

Enable Database Auto-

Backup View the database auto-backup records
. FRemoval Period for
Database Auto-backup: aays (range: 1 - 15)
@ Tips:

1.When Database Auto-Backup is enabled, the system will automatically backup the database at 4 a.m. every day.
2.Enter the entire path for the server database backup of RG-SMP. (format. "D:RG-SMPDB_backupsmpdb_backup™)

[| Save |l [| Resat |]

Click Backup Immediately to backup current database, then browse and save to local disk.
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Q Tips: Database backup succeeded. If your browser does not perform auto-download, click ) here to download.

Close

1.5 USB Dongle and License Management

SMP license is a red USB dongle which looks like USB drive. Plug in USB dongle in SMP Server before
starting SMP service. SMP detects USB dongle at first startup and every 30 minutes when started up.
SMP service will stop if USB dongle is missing.

Click System Status in the top right on SMP WEB Ul to display license status.

| ‘System Information

Current System Status: Normal (See details)

The official version allows up to 150 online accounts (including vusers and MAC address authentication devices).

Rlcegseslalus 123 accounts are online currently.

Cnline User: 123 Insecure Cnline Users: 0 Peak Online User in 24hrs: 141
Authentication Failure Logs: 63 Network Access Logs Today: 1228
Operation Logs: 113
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2 Practical Scenarios

In this section, you will learn the most recommended SMP solutions for users in enterprise, education, and
other industries either for wired and wireless network. The SMP solutions mainly includes 802.1x
authentication, web authentication, MAC authentication, Guest Authentication and Windows AD integration
which cover the most of practical scenarios.

2.1Wired Authentication

Internal Gateway

172.29.x.254 H

172.29.3.18 Internal Networks

“myeI— =
a =l = E 5
Unauthorized users and 172.29.5.0 . f
devices Authorized wired users and devices 172.29.2.11 erver farm

As per diagram shown above, it is a typical enterprise network. Authorized wired users and devices, like
personal computer, laptop, printer, IP phone, IP camera, are able to access Intranet and Internet. But
unauthorized wired users & devices, like personal home device, guests are not able to access any
resources or impact production network at all.

You will learn three authentication methods for wired access:

® 802.1x Authentication
® MAC Authentication

® \Web Authentication
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2.1.1802.1x Authentication

802.1x Authentication allowed users to access network by verifying their username and password. For
more information about IEEE standard 802.1x protocol, see Ruijie Wireless configuration guide or
Ruijie Switch configuration guide.

There are three components in 802.1x Authentication.

® SMP server(Radius Server)
® Access switch(NAS ,Network Access Server)

® Computer with Ruijie SA Client(Security Agent)

In this example, we are using Ruijie Gigabit Switch S2928G-E with software version 10.4(2b12)p6 as
Access Switch , and Ruijie Security Agent software version V1.60.

Note: Third party access switch which supports IEEE standard 802.1x protocol is
applicable also.

Step 1, Configure SNMP on Access switch

Enable SNMP on access switch, set the read & write community string to “ruijie”.
snmp-server community ruijie rw

snmp-server host 172.29.2.11 traps Ruijie

snmp-server enable traps

Step 2, Add Access switch to SMP

Edit SMP device template first, go to Authentication & Authority > Device > NAS Configuration
Templates, modify Ruijie Wired Device, set the parameters as below,

O VPN Device public View | Modify
O Standard Radius Device public View | Modify
O Ruijie Wireless Device ruijie View | Modify
O Ruijie Wired Device public View | Modify
O RG-EG Device public View | Modify

RG-ACE Device public View | Modify
O MNon-Ruijie Wired Device public View | Modify

Totally 7 Records | Each Page |20 | Records | Page |1 I totally 1 Pages| GO kKl < 0

Identity Authentication Key is used for Radius Server.
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Identity Authentication Configuration
* ldentity Authentication Key: ruijie

0] Tips: The system and devices perform user authentication via the Radius Protocol. Identity authentication key is used for the encryption of data packets and
should be the same as that of the devices.

Web Authentication Key is used for Web Portal.

Web Authentication Configuration

Web authentication Key: ruijie

0] Tips: After the Web authentication key is specified, the system will support Web authentication.

Note: Web portal key is not occupied in 802.1x authentication, we just configure it for
the following Web authentication in advance.

SNMP community is used for SNMP management.

SNMP Configuration
* SNMP v2c Community: ruijie

@ Tips:The SNMP configuration should be the same as that on the devices. Otherwise the system cannot manage the devices.

Click Modify when complete setting.
Go to Authentication & Authority > Device > Add, input NAS IP address, select Device Template,

System will get relevant information via SNMP automatically. Click Add to finish.

* NASIP: 172.28.3.13 (Format: 192.168.20.1)

* NAS Configuration Templates: [Ruijie Wired Device Obtain Device Information | View Template | Add Template

NAS MAC: 141440751127 (Format: DODOFS000001)
MNAS Mame: Access3witch
MAS Location:
N Ruijie Full Gigabit Security & ~
NAS Information: Intelligence Access Switch (S2828G-E) w
& Tips:

You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters.

[ Add l [ Reset l [ Return ]

Step 3, Create account on SMP

Go to Authentication & Authority > User > Add, fill in required fields, here we create a user named
“Henry” and put it into Default User Group. Common User indicates it is a SMP local user account.

Basic Information

* User Type: ® Common User O Guest User O Thirdparty User * User Status: ®)Normal C)Suspended
* User Name: Henry * Full Name: Henry Chan

Nick Name:
* Password: * Confirm Password: ~ |esssess

. Type of Account Validity (®Never Expire (J)Delete Account when Expire (JSuspend Account
Period: when Expire
* User Group. \Default User Group (@), Select User Group
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Step 4, Configure Radius Server parameters on Access switch

Step 5, Enable 802.1x authentication on port

Step 6, Install Ruijie SA (Security Agent) on End computer.

For more information about how to install SA, see Appendix > SA.

Verification

Open SA, input username and password, click Connect.

Self Service
User ‘hu\ry 2 1

Password orKotokk [

[ J
¥NIC ‘RedtekPGeGBEFminCmtrala M

D Save Password D Automatic

Configure Connect

Succeed in authentication.
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ord Business Information Settings nDiagnostics
Online 00:04:51
Windows 7 Ultimate Service Pack 1 User henry
0S Version B4Bits (Version: 6.1,7601)
IF Mode DHCP
IP Address 172.28.5.1
Subnet Mask 255.255.255.0
Gateway 172.29.5.254
DNS Server 218.85.157.99
Alternative DNS Server
NIC MAC 44-8A-5B-3B-45-1B
05 MAC 44-8A-5B-3B-45-DB
Harddisk SHO WD-¥CC2EORSDFTH
IE Agent State Disable

Go to SMP > Authentication & Authority > Online User , you can view Henry is online now .

Totally 1 Records | Each Page 20 | Records | Page |1 [ totally 1 Pages | GO

- - - - -

O

=
@

Henry Chan 1722951 172293138 21 0:7:49 View | More

Totally 1 Records | Each Page(20 |Records |Page 1 | / totally 1 Pages | 60

Go to AccessSwitch , execute command “show dotlx summary”, the port-status is authenticated

Backend-5tate Port-Status User-Type Time

authenticated 1dle Authed static Odays Ch Oml3s
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2.1.2Mac Authentication

Actually, MAC authentication is a kind of 802.1x authentication, the difference is that in MAC authentication,
both the username & password are device MAC address. Mac authentication is used for dumb devices
which do not support 802.1x, like printer, IP camera, and IP phone and so on.

There are three components in MAC Authentication.

® SMP server(Radius Server)
® Access switch(NAS ,Network Access Server)

® Dumb devices

In this example, we are using Ruijie Gigabit Switch S2928G-E with software version 10.4(2b12) p6 as
Access Switch.

Note: Third party access switch which supports IEEE standard 802.1x protocol is
applicable also.

Step 1, Go through Step 1,2, 4 in previous 802.1x Authentication Chapter, then enable MAC
authentication on port

interface GigabitEthernet 0/21
dotlx port-control auto
dotlx mac-auth-bypass

Step 2, Create MAC Account on SMP

Go to Authentication & Authority > MAC Terminal >Add, input MAC address, click Add.

MAC Terminal Information

* Terminal MAC : 448a5b3b45 (Format:00D0FS000001)
Switch to the target VLAN after Authentication : |
Terminal Description : my printer
[ Add ] [ Reset l [ Retumn l
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Verification

Connect your printer to network, it will pass the authentication in a few seconds.
Go to SMP >Authentication & Authority > MAC Terminal, the printer is in connected status.

Totally 1 Records | Each Page |20 |Records | Page |1 ! totally 1 Pages| 60

- -
-
a5l , onnecte o my printer View | Modi
448a5h3b45db 17229318 21 C ted N ints 3 | Modif

Totally 1 Records | Each Page 20 |Records | Page |1 / totally 1 Pages | 60

Go to Access Switch, execute command “show dotlx summary”, the username is MAC address.
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2.1.3Web Authentication

Web authentication is applicable for scenarios in which users would not install additional client on their
computer. When users try to access network, web authentication page pops up, users input their username
& password to pass authentication.

There are three components in Web Authentication.

® SMP server(Radius and Portal Server)
® Access switch(NAS ,Network Access Server)

® Computer

In this example, we are using Ruijie Gigabit Switch S2928G-E with software version 10.4(2b12) p6 as
Access Switch.

Note: Web Portal is Private protocol, so you should deploy Ruijie switch only, third
party switch have compatibility issues.

Step 1, Go through Step 1 - 3in previous 802.1x Authentication Section.

Step 2, Configure Radius Sever parameters on Access Switch

Step 3, Configure Web Portal parameters on Access Switch



http://172.29.2.11/smp/commonauth
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http redirect direct-site 172.29.7.254 arp
web-auth offline-detect flow idle-timeout 10 threshold 100

Note: Go to SMP > Authentication & Authority > Portal Settings > Tips, you can find the detall
URLs for different methods.

Step 4, Enable Web authentication on Port.

interface GigabitEthernet 0/21
web-auth port-control
arp-check

Step 5, Optional Settings

Bypass the public resources which allowed to be visited before Web authentication. For example,
192.168.5.1 is a Free Web Server
http redirect direct-site 192.168.5.1

Bypass the specific IP that is free of Web authentication. For example, 192.168.4.12 is IP address for
Department Manager.
web-auth direct-host 192.168.4.12 arp

Verification L User Login

Visit any HTTP site, you will be

redirect to Web authentication

page, like below diagram. _

W Remember Me

Restriction: Unable to i

redirect HTTPS web
page.

v/

- User Name: Henry
* User IP: 172.29.5.1

Input username & password ,
CIICk Logln. You WI” get LOgIn * Online Duration: 0:04:06
Success page * Login Time: 2015-11-23 16-18-36

* Online Bulletin: Authentication success.

Go Offline

ipa-You have not cospleted the Pasaword

Protection Settimgs. Click NETE to complete

settings.




Go to SMP > Authentication & Authority > Online User, you can view Henry is online now

- - > - -

O Henry Henry Chan 172.29.5.1 172.29.3.18 21 0:3:41 View

h#show web-auth user

Go to Access Switch, execute
command “show web-auth
user all” to display online web

vl portal authentication
user. Index Address

Total

Time Limit Time used Status
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2.2Wireless Authentication

Wireless Controller
172.29.3.2

Internal Gateway
172.29.x.254

Poe switch
172.29.3.17

Internal Networks

= — =
= A_\’ @ 172.29.2.11  Server farm
£ =¥ 2 @
172.29.7.0 172.29.7.0
Guests Authorized wireless users and devices

As per diagram shown above (Ag 1 means Aggregate Port 1), it is a typical wireless network. Staff are able
to access wireless network using their laptop, pad and mobile phone. SMP manages user accounts,
authorities and other information.

In this section, you will learn three authentication methods for wireless access:

® Seamless 802.1x Authentication(BYOD)
® MAC Authentication

® Seamless Web Authentication(BYOD)

Note: Usually, above three methods are applied for Staff. For guest users, see
following section Authentication for Guest.
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2.2.1Seamless 802.1x Authentication (BYOD)

Why we call it “Seamless” The perfect user experience it delivers. During seamless 802.1x authentication,
you just need to input username & password at the first time connecting to wireless network, then never
ever input again can you access network seamlessly in the future.

There are three components in this authentication.

® SMP server(Radius Server)
® \Wireless Controller (NAS) and Access Points

® \Wireless Users(Usually applied to Staff)

Below commands do not include basic wireless configurations, ensure your wireless network works
properly before starting.
It is recommended to create a dedicate Wlan SSID for Seamless 802.1x authentication.

Note: Ruijie BYOD is a Private solution, so you should deploy Ruijie wireless devices
only, third party devices have compatibility issues.

In this example, we are using Ruijie Wireless Controller WS6108 and AP320-1 with software version
11.1(5) B7.

Step 1, Configure SNMP on Wireless Controller

snmp-server community ruijie rw
snmp-server host 172.29.2.11 traps Ruijie
snmp-server enable traps

Step 2, Add Wireless Controller to SMP

Edit SMP device template first, go to Authentication & Authority > Device > NAS Configuration
Templates, modify Ruijie Wireless Device, set the parameters as below,

O VPN Device public View | Modify
O Standard Radius Device public View | Modify
O Ruijie Wireless Device ruijie View | Modify
O Ruijie Wired Device public View | Modify
O RG-EG Device public View | Modify

RG-ACE Device public View | Modify
O MNon-Ruijie Wired Device public View | Modify

Totally 7 Records | Each Page |20 | Records | Page |1 I totally 1 Pages| GO kKl < 0
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Identity Authentication Key is used for Radius Server.

Identity Authentication Configuration
* ldentity Authentication Key: ruijie

0] Tips: The system and devices perform user authentication via the Radius Protocol. Identity authentication key is used for the encryption of data packets and
should be the same as that of the devices.

Web Authentication Key is used for Web Portal

Web Authentication Configuration

Web authentication Key: ruijie

0] Tips: After the Web authentication key is specified, the system will support Web authentication.

Note: Web portal key is not occupied in 802.1x authentication, we just configure it for
the following Web authentication in advance.

SNMP community is used for SNMP management.

SNMP Configuration
* SNMP v2c Community: ruijie

@ Tips:The SNMP configuration should be the same as that on the devices. Otherwise the system cannot manage the devices.

Click Modify when complete settings.

Go to Authentication & Authority > Device > Add, input NAS IP address, select Device Template,
System will get relevant information via SNMP automatically. Click Add to finish.

Basic Information

* NAS IP: 172.29.3.2 (Format: 192.168.20.1)

* NAS Configuration Templates: |Ruilis Wireless Davice Obtain Device Information | View Template | Add Template
NAS MAC: (Format. DODOF2000001)
NAS Name: W36108
NAS Location:

Ruijie Gigabit Wireless Switch(\W36103)

NAS Information: 8y Ruijie Networks,|

@ Tips:
You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters.

[ Add l [ Reset l [ Return l

Step 3, Create account on SMP

Go to Authentication & Authority > User > Add, fill in required fields, here we create a user named

“Henry”, and put it into Default User Group.
Common User indicates it is a SMP local user account.

74



Practical Scenarios

SMP Implementation Cookbook V1.2

Basic Information

© User Type: ®common User O Guest User (O Thirdparty User * User Status: ®Normal ()Suspended

* User Name: “ Full Name:
Nick Name: —

* Passwort * Confim Password:

. Type of Account Validity (®Never Expire (O Delete Account when Expire (O)Suspend Account
Period: when Expire

* User Group: Default User Group (@) Select User Group

Step 4, Configure Authentication method on SMP
Go to SMP > Authentication & Authority > Authentication Settings > Authentication Parameters,
select PEAP_MSCHAP in drop down list of Preferred Wireless Authentication.

Authentication Parameters

* Authentication Port: (Default: 1812) * Accounting Port: 1813 |(Default: 1813)
Record Update Flow: |
Enable Nick Name Authentication: 7]

‘When account logins exceed the limit, deal as follows: |The new client will not be able to authenticate

Preferred Wireless Authentication: |PEAP_MSCHAP
Click here to import the wireless authentication server certificate.

& Tip: The Authentication Port cannot be the same as the Accounting Port.

Step 5, Configure Radius Server and 802.1x parameters on Wireless Controller

Apply IP DHCP Snooping trust to uplink port

Step 6, Enable 802.1x authentication on WLAN ID.




Verification

. AWindows Securnty b
Take Windows 7 as example, .
Input username & password at Net\'v'ol'k AuthemicatiOﬂ
. . . Please enter user credentials
the first time connecting to
wireless network, click

“ » . ‘ Henry
connect” when security alert J
Ll LI L]

prompts, then you will be

online. —
oK | Cancel

Windows Security Alert

The Credentials provided by the server could not be validated, We recommend
that you terminate the connection and contact your administrator with the
information provided in the detads. You may still connect but doing so exposes
you to security risk by a possible rogue server.

v | Details Terminate | [ Connect |

Go to SMP > Authentication & Authority > Online User, you can view Henry is online now.

Totally 1 Records | Each Page |20 | Records | Page |1 I totally 1 Pages | 60

- - - - -

O Henry Henry Chan 172.29.7.2 1722932 2 0:5:2 View

Go to wireless controller , execute command show dotlx summary , the port status is authenticated.

Move away from this wireless coverage, disconnect the wireless network, and then go back again. The
wireless network will be recovered seamlessly.



2.2.2Mac Authentication

Actually, MAC authentication is a kind of 802.1x authentication, the difference is that in MAC authentication,
both the username & password are device MAC. Mac authentication is used for wireless dumb devices that
do not supports 802.1x like printer, IP camera, IP PDA and so on.

There are three components in this authentication.

® SMP server(Radius Server)
® \Wireless Controller (NAS) and Access Points

® \Wireless Dump Devices

Below commands do not include basic wireless configurations, ensure your wireless network works
properly before starting.
It is recommended to create a dedicate Wlan SSID for Mac Authentication.

Note: Ruijie BYOD is a Private solution, so you should deploy Ruijie wireless devices
only, third party devices have compatibility issues.

In this example, we are using Ruijie Wireless Controller WS6108 and AP320-1 with software version
11.1(5) B7.

Step 1, Go through Steps 1, 2 and 5in previous Seamless 802.1x authentication (BYOD).

dotlx valid-ip-acct enable

ip dhcp snooping

Note: Above two commands is not required in MAC authentication

Step 2, Enable mac authentication on wireless controller

wlansec 3

dotlx-mab

dotlx authentication Forlx
dotlx accounting Forlx

Step 3, Create MAC account on SMP

Go to Authentication & Authority > MAC Terminal >Add, input MAC address, click Add.



MAC Terminal Information

* Terminal MAC : 28E14CB1T19E (Format:00DOF2000001)
Switch to the target VLAN after Authentication : 1
Terminal Description : my wireless camera *
Add Reset Return
Verification

Connect your wireless dumb device to wireless network, no username & password is required .The device
will be in connected status without authentication.

Go to SMP >Authentication & Authority > MAC Terminal, the wireless camera is in connected status.

- -
-

| 28E14CB17T19E 172.29.3.2 2 Connected No my wireless camera View | Modify

Go to Access Switch , execute command show dotlx summary, the username is MAC address.

W56108#show dotlx summary

username MAC

28eldch... 2Bel.4cbl.719%e wlan 2



2.2.3Seamless Web Authentication (BYOD)

The same to seamless 802.1x authentication(BYOD) , the main goal of this solution is to increase user
experience while using wireless network .When connect to seamless web authentication network for the
first time , you will be redirected to a web authentication page ,you need to input username & password to
pass authentication .

For the second time, no web authentication is required any more, you will be in connected status directly.
In addition, seamless web authentication combines both common web authentication and mac
authentication.

There are three components in this authentication.

® SMP server(Radius and Portal Server)
® \Wireless Controller (NAS) and Access Points

® \Wireless Users(Usually applied to Staff)

Below commands do not include basic wireless configurations, ensure your wireless network works
properly before starting.
It is recommended to create a dedicate Wlan SSID for Seamless Web Authentication (BYOD).

Note: Ruijie BYOD is a Private solution, so you should deploy Ruijie wireless devices
only, third party devices have compatibility issues.

In this example, we are using Ruijie Wireless Controller WS6108 and AP320-1 with software version
11.1(5) B7.

Step 1, Go through Step 1 - 4 in previous Seamless 802.1x authentication (BYOD).

Step 2, Configure Radius Server parameters on wireless controller.

aaa new-model

aaa accounting update

aaa accounting network Forweb start-stop group radius
aaa authentication web-auth Forweb group radius

aaa authentication dotlx Forlx group radius

aaa accounting network Forlx start-stop group radius
web-auth authentication v2 Forweb

web-auth accounting v2 Forweb
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Apply IP DHCP Snooping trust to uplink port

Step 3, Configure Web Portal parameters on wireless controller

Note: Go to SMP > Authentication & Authority > Portal Settings > Tips, you can find the detail
URLs for different methods.

Step 4, Apply Web authentication to specified WLAN ID

Note: for wlansec 1, 1 indicates the wlan id, your wlan id may be not 1.

Step 5, Optional Settings

Bypass the public resources which allowed to be visited before Web authentication. For example,
192.168.5.1 is a Free Web Server

Bypass the specific IP that is free of Web authentication. For example, 192.168.4.12 is IP address for
Department Manager.
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Step 6, Enable Web authentication on SMP

Go to Authentication & Authority > Portal Settings, Check Enable Web Authentication box.
Enable enter username (Optional), if you check this box, only password is required. You have to set
username and password to the same in advance.
Enable Web Authentication
* Save user name and password for: 15 days (Default: 15)

Download Web Authentication Client at:

Automatically pop-up the URL you intent to access before login.

Enable enter user name

Step 7, Enable MAC binding on SMP.

Go to Authentication & Authority >User Group, select Default User Group because we put Henry into
this group, click Modify. Go to Behavior Restrict >Multi-Access Limit,

Access Control Behavior Restrict Access Rules

Muiti-Access Limit
* An account can be used on a maximum of |2 terminals at the same time (Default: 1)
An account ¢an register|2 maobile terminals (Default: 1)

A mobile terminal will be deregistered if it does not go online in consecutive |90 | days (Default: 90)

4 Tip: A registered mobile terminal can access a wireless 3310 without providing the user name and password.

An Account can be used on maximum of [] terminals at the same time

Just as it suggests, this value allows the maximum number of your wireless device to login simultaneously.
An account can register [] mobile terminals

It enables the feature that SMP records and binds how many MAC addresses to user accounts when users
logins web authentication with their separate wireless devices for the first time. Once there is a
MAC-to-Account binding, the MAC address becomes credentials and username& password is not required
any more during authentication.

Note: The value should be less or equal to the number of “An account can be used on
Maximum of [] terminal at the same time”

For example, Henry have two wireless devices including his laptop and mobile phone. Network
administrator configures parameters as shown above on SMP , so Henry is allowed to have both his
wireless devices online in meantime , and SMP records and binds the two MAC addresses to Henry
account ,which indicates both wireless devices have authority to do seamless Web Authentication.
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Henry is not allowed to login on the third wireless device due to 2 maximum terminals limitation , and of
cause SMP will not record the MAC address of the third wireless device because maximum 2 terminals is
allowed to be recorded.

Verification

Connect to wireless network, the web

authentication page pops up automatically. If it
does not, visit any http site to redirect to web * User Login

authentication page. Input username and

password, check Remember Me box, click
-oan. B

Note: Do not support HTTPS redirection. B e

Login

Vv

User Name: Henry

User IP- 172.29.7 4
Ouline Duration: 0:00:17
Login Time: 2015-11-25 14:22:38

Ouline Bulletin: Authentication swccesa

Go Offline

Tips:You have not completed the Password
FProtection Settings. Click NETE to complete

settings

Go to SMP > Authentication & Authority > Online User, you can view Henry is online now.

Totally 1 Records | Each Page 20 | Records | Page 1 | / totally 1 Pages | 60 K < & o
Henry Henry Chan 1722974 1722932 0148

Go to SMP> Authentication & Authority>User, select user Henry, click Mobile Termlnal to display the
MAC addresses SMP has recorded and bound to this account.

_ MAC Address Registration Date Authentication Time Online Status

Henry ec26cael 1999 2015-11-25 14:28:46 2015-11-25 14:28:46 1722974 Online View

You can also go to SMP> Authentication & Authority>Mobile Terminal to manage all MAC addresses
SMP has recorded globally.
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Totally 1 Records | Each Page 20 | Records | Page 1 | / totally 1 Pages | G0 K Qe o
All| None User ¥ MAC Address ¥ Regisiration Date ¥ Authentication Time Authentication IP Online Status ¥ | Operation

0 Henry ec26cae11990 2015-11-25 14:28:46 2015-11-25 14:28:46 172.20.7.4 1722032 Oniine View
Totally 1 Records | Each Page 20 |Records|Page 1 | / totally 1 Pages | 60 K Q& o

Move away from this wireless coverage, disconnect the wireless network, then go back again. The wireless

network will be recovered seamlessly.
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2.3Authentication for Guest

Wireless Controller
172.29.3.2

Internal Gateway
172.29.x.254

Poe swnch
172.29.3. 17
Internal Networks
‘ 172.29.2.11  Server farm
"‘-. D))
172 29.7.0 L2270
Guests Authorized wireless users and devices

As per diagram shown above (Ag 1 means Aggregate Port 1), it is a typical wireless network. SMP
provides three solutions for Guests authentications.
In this section, you will learn:

® QR Code Authentication(BYOD)
® QR Code Card Authentication(BYOD)

® Exemption Authentication(BYOD)

84



2.3.10R Code Authentication (BYOD)

QR Code is more and more popular and widely used in our daily life .This solution combines web
authentication and QR Code and deliver a convenient way to guest for wireless access. Guest connects to
wireless network, the same to common web authentication, guest will be redirected to a web page which
prints one QR Code. Once Staff or receptionist scans the QR Code with their mobile phone, authentication
succeeds.

There are four components in QR Code authentication,

® SMP(Portal and Radius Server)

® \Wireless Controller(NAS) and Access Point
® Staff or Receptionist

® Guests

Below configuration do not include basic wireless settings, so ensure your wireless network works properly
first before starting. Suggest to create a dedicate wlan ssid for QRCode authentication (BYOD).

Note: Ruijie BYOD is a Private solution, so you should deploy Ruijie wireless devices
only, third party devices have compatibility issues.

In this example, we are using Ruijie Wireless Controller WS6108 and AP320-1 with software version
11.1(5) B7.

Step 1, Configure SNMP on wireless controller

snmp-server community ruijie rw
snmp-server host 172.29.2.11 traps Ruijie
snmp-server enable traps

Step 2, Add Wireless Controller to SMP

Edit SMP device template first, go to Authentication & Authority > Device > NAS Configuration
Templates, modify Ruijie Wireless Device, set the parameters as below,
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O VEN Device public View | Modify
O Standard Radius Device public View | Modify
O Ruijie Wireless Device ruijie View | Modify
O Ruijie Wired Device public View | Modify
O RG-EG Device public View | Modify

RG-ACE Device public View | Modify
O MNon-Ruijie Wired Device public View | Modify

Totally 7 Records | Each Page 20 |Records | Page|1 | / totally 1 Pages| 60 ] <) &

Identity Authentication Key is used for Radius Server.

Identity Authentication Configuration
* Identity Authentication Key:

0] Tips: The system and devices perform user authentication via the Radius Protocol. Identity authentication key is used for the encryption of data packets and
should be the same as that of the devices.

Web Authentication Key is used for Web Portal

Web Authentication Configuration
Web authentication Key:

0] Tips: After the Web authentication key is specified, the system will support Web authentication.

SNMP community is used for SNMP management.
SNMP Configuration
* SNMP v2c Community:
(I Tips:The SNMP configuration should be the same as that on the devices. Otherwise the system cannot manage the devices.
Click “Modify” when complete setting.
Go to Authentication & Authority > Device > Add, input NAS IP address, select Device Template,
System will get relevant information via SNMP automatically. Click Add to finish.

Basic Information

= NAS IP: [172.2032 | (Format: 192.168.20.1)

* NAS Configuration Templates: [Ruijie Wireless Device Obtain Device Information | View Template | Add Template
NAS MAC: | | (Format: 0ODOFE000001)
NAS Name: [WS6108 |

NAS Location: | |

Ruijie Gigabit Wireless Switch(\W36103)
By Ruijie Networks |

NAS Information:

@ Tips:

You can set a template for the devices sharing the same SNMP version, authentication and Telnet parameters.

[| Add |l [| Reset |l [| Return |l
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Step 3, create a new User Group for Staff, and give QR Code Scanning authority to this group.

Go to Authentication & Authority > User Group>Add, create a new user group names as Staff .Go to
Behavior Restrict> Guest User Management Rights, Check box of Allow guest to access network by

scanning a QR Code, then roll to bottom , click Add.

* User Group Name: |Staff

Access Control | |Behavior Restrict Access Rules

Guest User Management Rights
[ Allow user to scan QR to authentication
Allow guest users to access network by scanning a QR Code

[ Allow managing guest users on a Ruijie client
[ Allow managing guest users on a Ruijie Self-Service platform (registering users in commaon mode)

[] Allow managing guest users on a Ruijie Seli-Service platform (registering users in SMS mode)

Step 4, create a new account, and put it into Group “Staff”.

Go to Authentication & Authority > User > Add, fill in required fields, here we create a user named
“Scott”, and put it into user group Staff, click Add.

Basic Information

* User Type: ®) Common User ()Guest User " User Status ®)Normal (OSuspended
* User Name: scoft * Full Name: ichan
Nick Name:
* Password: sssses * Confirm Password: sesses
» Type of Account Validity (®)Never Expire ()Delete Account when Expire (Suspend Account
Period” wihen Expire
* User Group Staff (@) Select User Group

Step 5, Enable QR Code Portal on SMP

Go to SMP>Authentication & Authority >Portal Settings, Check the box of Enable Guest Registration,

Enable Guest Registration
* Guest Validity Period: |0 Day(s) |4 Hour(s) |0 Minute(s) (Default: 1 day, range: 5 minutes fo 365 days)

Check the box of Enable Guest QR Code Registration.

Enable Guest QR Code Registration

Enable Guest Validity Period by Scanner

* Message for QR Code Scanning: Please ask the reception personnel to scan the QR Code. =br= In order to conduct authen

* Message for Successiul QR Code Authentication: You have passed QR Code authentication. =br= You can now access the netwaork.

Step 6, Configure Radius Server and 802.1x parameters on Wireless Controller

aaa new-model
aaa accounting update
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Apply IP DHCP Snooping trust to uplink port

Step 7, Configure Web Portal parameters on wireless controller

Note: Go to SMP > Authentication & Authority > Portal Settings > Tips, you can find the detail URLs
for different methods.

Step 8, Apply Web authentication to specified WLAN ID

Step 9, Optional Settings

Bypass the public resources which allowed to be visited before Web authentication. For example,
192.168.5.1 is a Free Web Server
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Verification

Receptionist Scott should connected to wireless network via either seamless 802.1x authentication or
seamless web authentication first. To verify online status, Go to SMP>Authentication & Authority >
Online User, we can see Scott is online now.

Abos s owwm- e
O

scoft chan 1722873

At this moment, guest comes in and would
like to use wireless network. Scott should
guide guest to connect to special QR Code
wireless network.

When guest connects to QR Code wireless
network, he will be redirected to QR Code
authentication page as shown in the
diagram. If it does not , visit any http site to
redirect to this authentication page .

Note: Do not support HTTPS
redirection.

Then, Scott open his QR Code Scanning
App on his wireless device, and scan the
QR Code . Next, set the guest validity
period, click Confirm.

Note: There are many kinds of QR Code
scanner Apps on Android and 10S
platform.

System prompt on Scott's wireless device
that authentication succeeds.

— e o

1722932 2 0:1:24 View

Welcome to Web Authentication
http://172.29.211/smp/qrcodeserviet

Please ask the reception personnel
to scan the QR Code.
In order to conduct authentication for
accessing network.

{Back Set Guest Validity Pe... ¢**

Set Guest Validity Period

5 Minutes-0 Days 4 Hours 0 Minutes

PR ours)

PO = vinute(s)

http://172.29.2.11

The guest user is authenticated via a
QR Code.

OK
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In meanwhile, system prompts on
Guest's wireless device that
authentication succeeds also.

You have passed QR Code authentication.
You can now access the network.

User IP:172.29.7 4
Expiration Date:2019-11-25 20:01

Go to SMP > Authentication & Authority > Online User, we can see Guest, marked as Scott's guest, is

buirs | e - | e e wee- | werm | owminer
O scott Guest User 1 scott_Guest User_1 1722974 1722932 3 0:1:30 View
O scoft chan 172.29.7.3 172.20.3.2 2 0:9:54 View

Go to wireless controller CLI, execute command “show web-auth user all”, Scott’s guest is online now .

W56108#sho ith user all
, online 1

online Time Limit Time used status Name

0d 00:00:00
0d 00:00:00 0d 00:02:19 Activ scott_Guest User_1
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2.3.20R Code Card Authentication (BYOD)

Compare with QR Code Authentication, QR Code Card is more flexible, staff might print their QR Code on
their name card, then guide guests to scan the QR Code to access the network.
There are four components in a complete QR Code Card authentication,

® SMP(Portal and Radius Server)

® \Wireless Controller (NAS)and Access Point
® Print QR Code somewhere

® Guests

Below configuration do not include basic wireless settings, so ensure your wireless network works properly
first before starting. Suggest to create a dedicate wlan ssid for QR Code Card authentication (BYOD).

Note: Ruijie BYOD is a Private solution, so you should deploy Ruijie wireless devices
only, third party devices have compatibility issues.

In this example, we are using Ruijie Wireless Controller WS6108 and AP320-1 with software version
11.1(5) B7.

Step 1, Go through Step 1, 2 and 6 in previous chapter QR Code Authentication.

Step 2, create a new User Group for Staff, and give QR Code Card authority to this group.

Go to Authentication & Authority > User Group>Add, create a new user group named as Staff .Go to
Behavior Restrict> Guest User Management Rights, Check box of Allow user to scan QR to
authentication, then roll to bottom , click Add.

* User Group Name: (Staff

Access Control Behavior Restrict Access Rules
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Guest User Management Rights
Allow user to scan QR to authentication
[ Allow guest users to access network by scanning a QR Code

[ Allow managing guest users on a Ruijie client
[ Allow managing guest users on 2 Ruijie Seli-Service platiorm (registering users in common mode)

[ Allow managing guest users on a2 Ruijie Seli-Service platform (registering users in SMS mode)

Note: Every user in this group has their own QR Code .Users can go to SMP
Self-Service system at http://smplIP:80/smp/selfservice to manage their own QR Code.

Step 3, Create a new account , and put it into Group “Staff”.

Go to Authentication & Authority > User > Add, fill in required fields, here we create a user named
“Scott”, and put it into Staff, click Add.

Basic Information

* User Type: ® common User (O Guest User © User Status ®Normal (O)Suspended
* User Name: scoft * Full Name chan
Nick Name:
* Password:  |essses * Confirm Password: ~ |sessss
. Type of Account Validity (® Never Expire (ODelete Account when Expire () Suspend Account
Period: when Expire
* User Group Staff (&) Select User Group

Step 4, Enable QR Code Card Portal on SMP

Go to SMP>Authentication & Authority >Portal Settings, Check the box of Enable Guest Registration,

Enable Guest Registration
* Guest Validity Period: |0 Dayis) |4 . H{:ur(s)lCI . Minute(s) (Default: 1 day, range: 5 minutes o 365 days)
The Validity Period is the period that allows guest to access wireless network. Once time is up , guest will

be forced offline.

Check the box of Guest scan QR Code to register.

Guest scan QR code to register QR logo customization

User Group: |Default User Group [E) Select User Group

* QR wizard steps : Pleass scan your QR card to finish authentication!

* QR authentication success message : |(Guest QR authentication success!

User Group: Guests will be put into Default User Group once authentication succeeds. You can create a
special group for guests, then configure special authority accordingly.

Step 5, Configure Web Portal parameters on wireless controller

web-auth template grcodecard v2
ip 172.29.2.11
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Note: Go to SMP > Authentication & Authority > Portal Settings > Tips, you can find the detail
URLSs for different methods.

Step 8, Apply Web authentication to specified WLAN ID

Step 9, Generate QR Code Card.

Visit SMP self-service portal at

http://172.29.2.11:80/smp/selfservice ,
login.

UserName:
Password:
Validation Code: [f528 ] 8828

Forgot Password

Go to Myself-Service>QR Code My self-service

card,
[Z] My Information

B My Mobile Terminal

&P Change Password
@ Password Protection
nQR code card
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As shown in the diagram, Scott has QR card
his own QR Code. He might print it

on his name card or anywhere

convenient for guests.

QR brief introduction:
QR is generation from your profile
Guest scan the QR to pass access authentication

guest who scan the QR will binding to your account

You might regenerate the QR Code
immediately or auto regenerate in a

[EPrint OR code

QR saved as

perlOd. &y Regenerate QR
Effective days (Default 7): |7
You mlg ht aISO Ilmlt the Scannlng Generation time:2015-11-25 17:03:21 Effective scanning times (Defauft 30):[30
times.
Verification

Guest comes in and would like to
use wireless network. Receptionist
should guide guest to connect to
special QR Code Card wireless
network.

When guest connects to QR Code
Card wireless network, receptionist
should guide user to scan the
prepared QR Code, then System User IP:172.29.7.3
prompts on Guest wireless device Expiration Date:2015-11-25 21:21
that authentication succeeds.

Guest QR authentication success!

Go to SMP>Authentication & Authority > Online User, we can see guest is online now, and it marks as
Scott's guest.

U ne > e o [E~ nline Time ¥

scott_28e14cb171% 1722973 1722932 7 0:2:44

Go to wireless controller CLI, execute command “show web-auth user all”
w web-auth user all
r num: 2, online 1

, Scott’s guest is online now.

online Time Limit Time used ) 5 Name

off 100 0d 00:00:00 e
on 100 0d 00:04:53 ctive scott_28eldcbl719e
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Note: For ios device, additional setting is required. Guests should select detail setting,
then disable Auto-Login first before connecting to wireless network. Otherwise, ios might
disconnect the wireless network once guests switch to QR Code Scanner App.

WLAN ()

v FZLab_QRCodeCard = ()

Auto-Join O

Auto-Login
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2.3.3Exemption Authentication (BYOD)

Exemption Authentication is the most convenient and fastest solution for Guests , as long as guests
agree the disclaimer ,they can access wireless network immediately.
There are four components,

® SMP(Portal and Radius Server)
® \Wireless Controller (NAS)and Access Point
® Guests

Below configuration do not include basic wireless settings, so ensure your wireless network works properly
first before starting. Suggest to create a dedicate wlan ssid for Exemption Authentication (BYOD).

Note: Ruijie BYOD is a Private solution, so you should deploy Ruijie wireless devices
only, third party devices have compatibility issues.

In this example, we are using Ruijie Wireless Controller WS6108 and AP320-1 with software version
11.1(5) B7.

Step 1, Go through Step 1, 2 and 6 in previous chapter QR Code Authentication.

Step 2, create a new User Group for Exemption Authentication Guest

Go to Authentication & Authority > User Group>Add, create a new user group names as Exemption
Guest. Click Add.

* User Group Name: |Exemption Guest ®

Access Control || Behavior Restrict Access Rules

Step 3, Enable Exemption Authentication Portal on SMP

Go to SMP>Authentication & Authority >Portal Settings , Check the box of Enable
Authentication-Exemption Rule For Web Users , then select the user group Exemption Guest.

96



SMP Implementation Cookbook V1.2 Practical Scenarios

Enable Authentication-Exemption Rule for Web Users
= Authentication-Exemption User Group: |Exen‘p1iun Guest | &) Select User Group

Click Modify.

Step 4, Configure Web Portal parameters on wireless controller

Note: Go to SMP > Authentication & Authority > Portal Settings > Tips, you can find the detail
URLs for different methods.

URLSs for different methods.

Step 5, Apply Web authentication to specified WLAN ID

Verification

Guest comes in and connects to wireless B oo
network, he will be redirected to a web

page stating Disclaimer Rule. If it does not,
visit any http site to redirect to
authentication page.

Access
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Note: Do not support HTTPS redirection.

Click Access if guest agrees the rule, then
authentication succeeds.

Authentication is successful www.ruijienetwo
rks.com
You can now access the network

User IP:172.29.7 4

Go to SMP>Authentication & Authority > Online User, a new record of exemption user displays as
shown below.

Authentication-| Exemglmn Authentication- Exampl\uﬂ
User 1 User_1 1722074 1722932 0116 View
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2.3.4 Staff Self-Service Guest Management

In this example , network administrator can grant advanced authority to staff ,allowing them to manage
their own Guest,  so Guest can access network using Wired and Wireless Authentication mentioned in
previous sections(MAC Authentication is not applicable).

€ Guest Management = Add Guest User

Basic Information

*

User Name :

*

Full Name :
* Password :
* Confirm Password :

* Expire Date : The validity period of the current guest user will expire in |2 day(s) 0 hour(s) |0 minute(s).

1) Tip: The maximum validity period of the account is 2 day(s)..

[ Add l [ Reset l [ Return ]

For detail configuration, see User Self-Service Management in following section.
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2.4Integration with Windows Active Directory

SMP supports integration with multiple external identity server, the most common one is Windows Active
Directory. In this section, you will learn how to configure SMP and windows AD integration.

® Currently , SMP supports integration with Windows Server 2008/R2 and 2012

® Support the clients mentioned below,

Web Authentication on Android, 10S, Windows Phone, Linux, MacOS , Windows.
Wireless 802.1x authentication on Android. ios. Windows phone . linux. MacOS Windows
Wireless and wired 802.1x authentication on Windows with Ruijie Security Agent (SA)

® Support user login in below formats:

1. Username

N

Username@Domain Name

3. Domain name\Username

»

NetBios\Username

In this example, we are going to integrate SMP with Windows Server 2012 R2 Standard.

Step 1, Create an AD user dedicate for integration.

Go to AD Controller > run > dsa.msc,
roup...

. . Delegate Contraol...
open Active Directory Users and oup.. Members of this group .. SeaTE e

MSMQ Queue Alias

Printer

Computel’s create a new user and raun... Memhbers of this aroun t.. Find...
! ] q Computer New 3

pUt itinto Domain Users group. q Contact Al Tasks v
j Group Refresh
: InetOrgPerson Export List...
| msD5-ResourcePropertyList View o

mslmaging-P5Ps

§ 9 Arrange lcons 4
q
q

Line up lcons

3 Properties
d User

" Shared Folder Help

o T T e I
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In this example, we create a new
user, named smpadmin

Reset password to Ruijie@SMP

Then assign it to Domain Users
group

Practical Scenarios

& Createin:  FZ RuiielBD/Users

First name: |srnD | Initials: I:l
Last name: | |
Full name: | smp |

User logon name:
|smpadrnin | [i@FZ RijeiED v]

User logon name (pre-Windows 2000):
| FZ\ | |5rnpadn1ir|

| <Back || Nets> || Cance |

HE Denied ROD... Security G
82 Drsfdrmins Security ©
82 DnslpdateP... Security G
H2 Darnain &d...  Security G
82 Darnain Co...  Security G
52, Domain Con... Security G Maovve...
82 Darnain Gue... Security G
H2 Darnain Users  Security G

Copy,
Add to a group..,
Disable SAccount

Reset Password...

Cpen Home Page

Send Mail
S Enterprize S, Security G
S Enterprize R...  Security G Al Tesls "
82 Group Palic...  Security G Cut
3_; Guest User Dielete
H2 Protected Us... Security G Renarme
HL RAS and A5 ... Security O
82 Read-anly D...  Security G Ruopeqtics
%Scher‘na Ad.. Securiby G Help

)

%WinF{MF{em... Security Group...  kembers of this group .

Remate control | Remate Desktop Services Profile | COM+

General | Address | Account | Profile | Telephones | Organization

Mernber Of | Digkin | Erwironment | Sessions
M ember of;

Mame Aetive Directory Domain Services Folder

Domain : F< Ruijel
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Step 2, Check the port status. Port 389 and 445 on AD controller should be open.

You might verify port E  Administrator; C\Windows\system32\cmd.exe L
status using TELNET.

tlzerssfldministrator>telnet 172.29.2.12 389

The diagram indicates that i1 Telnet 172.29.2.12
the port 389 is open.

Step 3, Configure Domain DNS server on SMP server, so SMP is able to resolve Domain name.

For example, 172.29.2.12 is AD controller IP address,

{* Lse the Following DMNS server addresses:

Preferred DMS server: | 172 .29 , 2 .12

Alternate DMS server; |

Launch a ping session on C:sUserssAdninistrator*ping fz.ruijieibd
SMP Server to verify. For Pinging fz.ruijieibd [172.29.2.121 with 32 bytes of data:
exan”ﬂe, is Reply from 172.29.2.12: hytes=32 time{ims TTL=128

Reply from 172.29.2.12: hytes=32 time{ims TTL=128
Reply from 172.29.2.12: hytes=32 time<ims TTL=128
Reply from 172.29.2.12: hytes=32 time<ims TTL=128

domain name.

Ping statistics for 172.29.2.12:

Packets: Sent = 4. Received = 4. Lost = 8 {Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bnz, Maxinum = Bmz,. Average = Bns
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Step 4, Create a Computer account dedicate for integration.

Go to AD controller >
run > dsa.msc, create a

Delegate Control...

Find...
computer named
G-S S Mew L4 Computer
RG-SMP-Server. Al Tacke g -
Refresh Group
Export List... InetOrgPerson
View o msD5-ResourcePropertyList
mslmaging-P5Ps
Arrange lcons 2 _
MSMQ Queue Alias
Line up lcons ]
Printer
Properties
User
Help Shared Folder

@ Createin: FZ.RuijielBD/Computers

Computer name:
|RG—5MP—5ERVER

Computer name (pre-Windows 2000):
|F‘.G-SMP-SEF‘.VER

The following user or group can join this computer to & domain.

User or group:
|Default: Domain Admins | | Change... |

[ Assign this computer account as a pre-Windows 2000 computer

ok || concs || ree

Then go to run > adsiedit.msc , reset password to Ruijie@SMP. The password must be the same to the
user created in Step 1.

Default naming context [RJ-5MC.FZRuij
[ DC=FZ,DC=RuijielBD
B[] CM=Builtin
] QU=BYOD Users
4 [ | CN=Computers
[ CM=R3-3MP-SERVER

CM=R3-5hiP-SERWER,
%

Mews Connection from Here

Reset Password...

Mewy

Note: adsiedit.msc is an administrative tool available for Windows server 2008 and later
version.
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Step 5, Configure integration settings on SMP

Go to SMP>Authentication & Authority > External Identity Center, Check box of Enable External
Identity Center. Switch to tab Windows AD Domain.
EnableExternal |dentity Center
() Generic LDAP ® windows AD Domain () External Database

Please click "[Es Windows AD Domain Server” to view and configure the Windows AD Domain Senver for login.

Click Windows AD Domian Server, a new configuration windows pops up, click Add.

€ Authentication & Authority = External Identity Center = AD Domain Server = Query

AD Domain Name: | Domain Server IP: [ Query H Reset ]

| Add || Delete || Close

In this example, we divide it to multiple parts to explain how to fill in required information.

® Input AD Domain name, Basic Info
Primary AD controller IP * AD Domain Name FZ_RuijielBD
* Preferred Domain Server IP: 17229212 ®

address, Standby AD
Standby Domain Server IP:

controller IP address (not * Domain Server Port 339

required), and Domain 2 Tip: The default port for AD domain server is 389.

Server Port (Keep default).

® Input SMP |login User
Dedicated AD Domain Account

Name(the user created in

* Login User Name: smpadmin
Step 1) , Login password , * Login Password: PR Test Connection
check box of PEAP-MSCHAPv2 for 802.1X PCs
* PC Name: RG-SMP-SERVER

PEAP-MSCHAPV2 for

802.1x PCs , and input PC Name (the computer created in Step 4).Then click Test Connection to verify.
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This message indicates that the
connection between SMP and AD
controller succeeds.

|25

-
Message from webpage

E i! The preferred domain server is connected.

@ |

Practical Scenarios

Next, we are going to synchronize Users and User Groups to SMP. SMP is capable of synchronizing Users
in User Group from AD .Do not support synchronize users in OU (Organization Unit).

In this example, we create a new
User Group named BYOD.

o . Delegate Contrel...
3. Members of this group ...

3., Members of this group t.., s

Computer New »
Contact All Tasks 3
Group Refresh
InetOrgPerson Export List...
msDS-ResourcePropertyList View 5
mslmaging-P5Ps

. Arrange lcons 3
MSMQ Queue Alias

. Line up lcons
Printer
Properties
User
Shared Folder Kdp
L]

% Createin: FZ.RuijielBD/Users

Group name:
| BYOD |

Group name {pre-Windows 2000):

|BYOD |
Group scope Group type
() Domain local (®) Security
(®) Global () Distribution
(O Universal

FZ RuijielBD/Users

Domain Users FZ RuijielB0/Users

Remote control | Remote Desktop Services Profile | COM+
General I Address | Account | Profile | Telephones | Organization
Member Of | Dialin Environment Sessions

Member of:
Mame Active Directory Domain Services Folder
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Practical Scenarios

Create a new user named Scott, assign this user to User Group BYOD.

Go to Other Info, In User
Group  Containing  Auto
Added Users, click Select
User Group, and select
Default User Group.

Other Info

User Group Info Synchronization Settings: User Group Synchronization

Synchronized User Group Info:

* User Group Containing Auto Added Users: Default User Group 2}, Select User Group

You might select other User Group in this option. This option takes effect only when Learn the user group
during new user authentication is disabled, SMP will put all users into this special user group.

Next, go to Identity Center
Correlation Test, input username
Scott and password, the account
we created previously, click
Identity Authen to verify.

As shown in diagram, Identity
verification succeeds. Click
Modify,

Identity Center Correlation Test

Test Uzer Name: scott

Test Password: sssass |dentity Authen

-
Message from webpage ﬁ

Identity Authentication Succeeded.
Test Usenscott
Domain Serverl72.29.212

® Go back to Windows AD Domain settings.
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Please click "s Windows AD Domain Server” to view and configure the Windows AD Domain Server for login.

* Synchronization Interval for AD Domain User Info: [7 days (from 1 to 28, default 7)
Learn new users during authentication
Learn the user group during new user authentication

Existing users update the user group automatically

Synchronization Interval for AD Domain User Info [] days.
By default, SMP will synchronize those learned user every 7 days. Actually, this setting is designed for
inactive users. Active user will trigger synchronization every time they authenticates.

Learn new users during authentication

When SMP and AD integration completes, SMP will not learn all users immediately, only when a new user
launches an authentication request that triggers SMP to learn new users from AD.

If check this box, SMP will learn new user from AD and approve authentication even if this account does
not exist in SMP before user authentication

If uncheck this box, SMP will not learn new from AD and will only approve authentication for accounts that
already exist in SMP.

Note: Itis recommended to check this box.

Learn the user group during new user authentication

If check this box, SMP will auto learn user group from AD when there is a trigger, just the same to learn
users mentioned above.

If uncheck this box, SMP won’t learn user group, and will put learned users into a specified user group
defined in User Group Containing Auto Added Users.

. . P i ? X
Note: As shown in diagram , If SeottProperties
H H | Remote control | Remote Desktop Services Profile I COM+
you aSSIgn a user to mUItIpIe | General I Address | Accournt | Profile | Telephones | Organization
user groups , SMP only learns MOt | v e
H H Member of:

the top user group dlsplayed In MName Active Directory Domain Services Folder
Member of .In this example , SMP 18Y0D 7 RuijelBD)/Users

BYODVisitor FZ RuijielBD/Users
learns user group BYOD. Domain Users 2 RuielBD/Users

In addition, SMP cannot learn
Primary Group.

. Bemove
In this example, SMP cannot
teach user group BYOD if you set Primary group:  Domain Users

There is no need to change Primany group unless
you have Macintosh clients or POS[X-compliant
applications.

Set Primary Group
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Practical Scenarios

it to Primary Group. SMP will learn BYODVisitor then.

Existing users update the user group automatically
If check this box, SMP will update local user and user group mapping information automatically every time

users launch authentication requests.

For example, at first Scott is assigned to user group Guest, SMP learns new user and put Scott into user
group Guest .Some days, AD administrator reassign Scott to user group BYOD, SMP will update the
mapping information and put Scott into user group BYOD Next time Scott authenticates.

Note: It is recommended to check this box.

® Map AD attributes to SMP local Attributes (Optional)

AD Domain User Attribute

Attribute Mapping

Beeper No. Street =--= Address
City/County (g Email Address <=—= Email
Company Address
Country Telephone Mo, <—=
Department Telephons Mo.
Description A
Display Mame
[ 22
AL
SMP User Atiribute
Full Name
Mabile Mo.
Fostal Code
Click Modify when [ Message from webpage [55)

completes all above settings,
below message pops up.
This message indicates
whether you would like to
convert all current Common
User to Third Party User.

% Do youwant to convert common users into External Identity Center
@' users synchronously when enabling Bxternal Identity Center

Correlation?

Select Ok, commonl users will be converted into External Identity
Center users synchronously,

Select Cancel, you can choose User> Medify All to convert common
users inte External Identity Center users later,
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There are three user types in SMP, you might go to SMP > Authentication & Authority > User >Add >
User Type to view this option.

® Common User: SMP common Local user, you can manage the user on SMP.

® Guest User: SMP local user, you can assign Guest user to Guest User Group only. All guest user

expire after a period.

® Third party User: The users learned from third party server, like windows AD, are classified as Third
party user automatically. Third party user are able to be synchronized with third party server periodically.

You can manage users on AD controller.

In this example, we click Cancel because SMP will learn new users from Windows AD.

Verification

SMP and AD integration is just about the USER SOURCE, you should have knowledge of either Wired
Authentication, Wireless Authentication or Authentication for Guest, the AUTHENTICATION
SOLUTIONS before verification.

In this example, we are going to verify the integration function using Wireless Authentication > Seamless
802.1x Authentication (BYOD)

Firstly, connect to wireless
network, input username
Scott and password.

We are using Windows 7.

Windows Security ||

Network Authentication

Please enter user credentials

- = |

Windows Security Alert

Click Connect. Wait until
authentication succeeds. ’ The connection attempt could not be

The Credentials provided by the server could not be validated, We recommend
that you terminate the connection and contact your administrator with the
information provided in the detals. You may still connect but doing so exposes
you to security risk by a possible rogue server,

m Details Tenrhate_] [ Connect
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Go to SMP > Authentication & Authority >Online User, Scott is online now. Click View,

User Name ¥ Full Name ¥ UserlP ¥ NASIP ¥ Online Time ¥ ‘Operation

O scolt scoft 1722073 1722032 2 0:0:53 View

SMP has learned new user Scott and user group BYOD from AD FZ.RuijielBD, and the user type is Third
party User.

Basic Information

User Name: scoft Full Name: scott

Nick Name:

User Type: Thirdparty User

User Group: FZ RuiiielBD/BYOD Authen Methog: |\ 1€1€5° tisername and Passord
Login Time: 2015-11-30 15:07:56 Last Login Time: 2015-11-30 15:07:56

Online Duration: 00123

Go to SMP > Authentication & Authority >User, SMP has learned the new user.

‘ O | scott ‘ scoft ‘ FZ.RuijielBD/BYOD | Never Expire | ‘ 0 ‘ 1 Online Users | View | Modify | Mobile Terminal ‘

Go to SMP > Authentication & Authority >User Group , SMP has learned the new user group.

All[Nene User Group Name *
1 FZ.RuijielBDIBYOD View | Modify

Note: If user Scott has been created on SMP in type Common User previously, SMP
prefers local database and will not learn new user from AD.
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3 Common Features

3.1Access Control

Sometimes, network administrator would like to control authorized user in a more strict way, for example,
allow users in user group OFFICEROOM to access network via wired network with their own Laptop only.
Allow users in user group LOBBY to access network via wireless network with their mobile phone only.

To achieve this, SMP should be able to control the way (wired or wireless) user’s login and bind IP and
MAC address to user accounts.

In this example, We are going to configure Access Control.

Go to SMP>Authentication & Authority >User Group, select user group OFFICEROOM, click Modify,

Note: You need to create User Group OFFICEROOM first

e oo
O OFFICERCOM View | Modify

Switch to Tab Access Control, as shown in below diagram, uncheck Enable Wireless Access to
prohibited users from accessing network via wireless.

When both User IP Verification and User MAC Verification are checked, SMP will verify the IP and MAC
address upon user logins.

User Group Name:; [OFFICEROC
Access Control | Behavior Restrict Access Rules

Enable Wired Access [ Enable Wireless Access
Network Information Verification [] Al Network Information Verification
[[J HD Serial Number Verification

Owr Type Authentication '® Static Dynamic

User IP Verification

User MAC Verification

MS|

[ user s

[ NAS IP Verification

w
@

[ NAS Port Veerification

Check When network information verification is enabled the server auto-learns the network binding
information to make SMP learn required information automatically upon first time login.
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Other Settings
[] Enable VPN Access

When network information verification is enabled, the server auto-learns the netwaork binding information

[] The user can access the network only through Ruijie Security Agent.

Note: To auto learn HD Serial Number Verification and IP Type Authentication, Ruijie
SAis required.

Access Mode

To add binding information S Lz

manually, go to Authentication freless Access

& Authority >User ,select user R

and click Modify, go to Add HD Serial Number: | |

Network Binding list , as User IP: [ | Guery Idle IP Addresses
User MAC: | | (Format:00D0F2000001)

shown in below diagram. IMSI Number: [ | Select an Idle SIM Card
NAS IP: | |
NAS Port: | |

[ Add | | Close |

To display the existing binding information, go to Authentication & Authority >User, select user and click
View . Go to Network Binding List,

Jay Jay Wong OFFICEROCM Never Expire 0 Offline View | Modify | Mobile Terminal

As shown in below diagram, there is one binding entry for User Jay.

Network Binding List

Wired Access 172.29.5.50 448A5B3B450B

Note: By default, an account can be used on maximum one terminal simultaneously,
so in this case, SMP auto learns maximum one binding entry. In next section Behavior
Restrict, we will learn the way to increase maximum terminal limit on a single account.
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3.2Behavior Restrict

There are many features in Behavior Restriction, in this section, you will learn the most common ones.
Go to SMP>Authentication & Authority >User Group, select user group OFFICEROOM, click Modify,
Switch to Tab Behavior Restrict.

1.1.1 Multi-Access Limit

By default, one account can be used on maximum one terminal simultaneously. For example , Jay has a
laptop and a mobile phone , now she logins with his account on her laptop , she will get failure error when
she logins with the same account on her mobile phone.

Note: To view login failure logs, go to Log Audit > Authentication Failure Logs.

Multi-Access Limit
* An account can be used on a maximum of |1 terminals at the same time (Default: 1)

(] An account can register, mobile terminals {Default: 1)

) Tip: A registered mobile terminal can access a wireless SS1D without providing the user name and password.

To increase the maximum terminal number, input a bigger value in the first table.

Regarding An account can register [| mobile terminals , we have mentioned this feature in section
Seamless Web Authentication (BYOD) .By checking this box, SMP will learn Device MAC address and
bind it to your account when you login via WEB AUTHENTICATION. The value indicates the numbers
that SMP learns and binds.

Note: The value should be less or equal to the value of an account can be used on Maximum
of [] terminal at the same time

In addition, there’s an option allowing you to forcedly kick out the previous authenticated terminal, and let
the new terminal be authenticated. Go to SMP>Authentication & Authority >Authentication Settings >
Authentication Parameters > When account logins exceed the limit.

Authentication Parameters
* Authentication Port: 1812 (Default: 1812) = Accounting Port: 1813 (Default: 1313)
Record Update Flow: [l
Enable Nick Name Authenfication: 7]

‘When the new client authenticates, the previous authenticated user will be forced to go offline.
When account logins exceed the limit, deal as follows: [ILLREEA QW0 T 1 R (ke T g 1 11

Preferred Wireless Authentication: |F’EAF’_MSCHAF’ ~]

Click here to import the wireless authentication server ceriificate.

%) Tip: The Authentication Port cannet be the same as the Accounting Port.
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1.1.2 Offline Timer

Offline Timer allows network administrator to allocate specific timer to user group in which users have
limited online duration for one time authentication. Usually, this feature is integrated with authentications for
guests or paid users, like Exemption Authentication and QR Code Card Authentication.

There are three kinds of methods in Offline Timer.

Daily Timer

When the daily timer ends, users are forced offline and SMP will put user account in suspended status, so
user cannot login any more until next day, the account will be recovered to normal status automatically.

() Disabled
®) Daily Timer
* Timer 60 minutes{minutes range:[5, 1440])

* Cause

() Total Timer

) single Timer

You might also put user account back to Normal manually. Go to Authentication & Authority > User >
Select user and click Modify >Basic Information > User Status.

Basic Information

User Type: (®Common User (O Thirdparty User * User Status: (O)Normal ® Suspended
* User Name: Aaron * Full Name: Aaron A

Nick Name:

Password: Confirm Password
.+ Type of Account Valicity (®Never Expire () Delete Account when Expire © Suspend Account

Periad: when Expire
* User Group: Lo38Y @) Select User Group

Note: When SMP forces user offline, go to Log Audit > Authentication Failure Logs and Network
Access Log to view system logs and verify.

(] Aaron 1722973 Aaron A 1722932 2015-12-01 17:47-11 2015-12-01 17:23:00 User online time over limit! View

Aaron 2015-12-01 17:23:43 1722332 28E14CB1719E  The user account is suspended View

Total timer
When the total timer ends, user accounts will be suspended or cancelled.
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(O Disabled

(O Daily Timer

(® Total Timer

* Timer 1 hours(hours range:[1, 8760])

* Response ®) Cancel () Suspend

) Single Timer
If Cancel is selected, User will be forced offline and the account will be cancelled when the timer is up.
If Suspend is selected, User will be forced offline and the account will be put in suspend status when the
timer is up .You might recover it to normal status manually if required.

Note: When SMP forces user offline, go to Log Audit > Authentication Failure Logs and Network
Access Log to view system logs and verify.

Single Timer
When the single timer ends, users will be forced offline or accounts will be suspended.

) Disabled
() Daily Timer
() Total Timer

®) Single Timer

* Timer 5 minutes(minutes range:[5, 286400])
" Response (IOffine ® Suspend

* Holding Time 10 minutes(minutes range:[5, 1440])
* Cause

If Offline is selected, user will be forced offline .but user is able to authenticate with the same account

again.
If suspend is selected, user will be forced offline, then SMP put this account in suspend status. After

holding time, SMP will put account back to normal status automatically.

Note: When SMP forces user offline, go to Log Audit > Authentication Failure Logs and Network
Access Log to view system logs and verify.
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1.1.3 Network Access Prohibited Period

This feature allows network administrator to customize the time range in which users are prohibited to

access network.

In below example, the rules allow user to access network in work hour during 8:00 am — 18:00 pm. The
time and time zone must be correct on your SMP Server.

Network Access Prohibited Period

® Every day : [ 2 [ 2 - [0 T~ thnemm)

O Every week - | Monday (¥ Tuesday [¥| Wednesday ¥ Thursday ¥ Friday [¥] Saturday | Sunday
[0~ [0 v [ v - [58 v (hhmm)
() Every year |7 ~montn]|T v opay [0 v |0 v — |23 v - |59 % (hhvmm)
O Desi Date: | @m.Jo ~: [0~ -]z v ][5 v nhmm
Every day 18:0 - 23:59 Delete
Every day 0:0-230 Delete

In the network access prohibited period, user authentication requests are denied and online users are forced offline and receive the following messages:

Off hour , cannot access to network

@ Users authenticated through VPN, Web, and built-in client of an operating system will not receive the message of forced offline

Note: Just as the tips suggests, the customized message will be pushed to only the
users who installed Ruijie SA.
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3.3Bulletin Information

SMP allows to push bulletin information to users when they are authenticated.

Note: This feature is applicable only for users who install Ruijie SA (Security Agent)

Go to Authentication & Authority >Bulletin Information, edit the bulletin information.

Bulletin Information

Welcome to Ruijie Networks,

Bulletin Information:

Bulletin Information URL: http:/www_ruijienstworks.com Verify

Enable Account Expiration Warning:

Bulletin Information URL: The specific web page will auto pop up when users login.

In this example, we are using Seamless v 11 x|
802.1x Authentication (BYOD) to verify,

the bulletin information pops up as
expected.

Management Tips:
Welcome to Ruijie Networks,

2015-12-02 12:35
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3.4Disclaimer Page

Usually, network administrator would like to publish disclaimer for end users before authentication. To
enable disclaimer page, go to Authentication &Authority>Portal Settings > Open Disclaimer Page, edit
disclaimer contents. Move to the bottom, click Modify when finish.

Open Disclaimer Page

* Disclaimer fitle: Disclaimer |

A disclaimer is generally any statement intended to specify or delimit the scope of rights and obligations that may
be exercised and enforced by parties in a legally recognized relationship. In contrast to other terms for legally
operative language, the term disclaimer usually implies situations that involve some level of uncertainty, waiver, or
risk.

A disclaimer may specify mutually agreed and privately arranged terms and conditions as part of a contract, or may
specify warnings or expectations to the general public (or some other class of persons) in order to fulfill a duty of

* Disclaimer contents: care owed to prevent unreasonable risk of harm or injury. Some disclaimers are intended to limit exposure fo
damages after a harm or injury has already been suffered. Additionally, some kinds of disclaimers may represent a
voluntary waiver of a right or obligation that may be owed to the disclaimant.

{ Support upto 8000 characters input }
* Agree button title: |Agree

In this example, we are using seamless web authentication (BYOD) to verify .Connect to wireless SSID,
redirect to authentication page, users need to Agree Disclaimer before input username and password.

A digclaimer is generally any statement intended to specify or delimit the scope of rights and obligation
8 that may be exercised and enforced by parties in a legally recognized relationship. In contrast to othe
r terms for legally operative language, the term disclaimer ususlly implies situstions that inwvolve some
level of uncertainty, waiwver, or risk A disclaimer may specify sutually agreed and privately arranged te
rm:z and conditions 2= part of a2 contract: or mey specify warnings or expectations to the general public

(or zome other claszs of persons) in order to fulfill a duty of care owed to prevent unressonable risk of
harm or injury. Some disclaimers are intended to limit exposure to damages after 2 harm or injury hess alr
gady been suffered. Additionally, zome kindz of disclaimers may represent & voluntery waiver of a right o

r obligation that may be owed to the disclaimant.
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Note: This feature is applicable for Seamless Web Authentication(BYOD) only.
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User Self-Service Management

4 User Self-Service Management

SMP allows users to manage their own account using Self-Service Platform. In this example, you will learn

most commonly used features.

Actually, in previous section QR Code Authentication (BYOD) and QR Code Card Authentication (BYOD),
we mentioned a bit about self-service regarding QR Code management.

Visit SMP self-service page at
http://ServerlP/smp/selfservice

By default, the self-service
authority is disabled, system
will prompts you message as
shown below.

.

RG-SMP
@ Self-Service Platform

UserName: [ |

Password: L 1

Validation Code: [ [ 8211

I m Forgot Password

Message from webpage X

You do not have the permission to log in to the Self-Service platform.
! Please contact the administrator.

To enable self-service authority, go to Authentication & Authority > User Group > select a user group,
click Modify > switch to tab Behavior Restrict >Guest User Management Rights, check any one box
listed below. In this example, we check all boxes for convenient demonstration purpose.

Guest User Management Rights

Allow user to scan QR to authentication

Allow guest users to access network by scanning a QR Code

Allow managing guest users on a Ruijie client

Allow managing guest users on a Ruijie Self-Service platform {registering users in common mode)

Allow managing guest users on a Ruijie Self-Service platform {registering users in SMS mode)
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® Allow user to scan QR to authentication: Mentioned in QR Code Card Authentication (BYOD)

previously.

® Allow guest users to access network by scanning a QR Code: Mentioned in QR Code

Authentication (BYOD) previously.

® Allow managing guest users on a Ruijie client: Users might manage guest user via Ruijie SA

(Security Agent), as shown in below diagram.
?‘\

TEBh e @

Bulletin Businesz Information Settings Guest Sugzestionliagnostics

Guest Account:
Guest Hame:
Pazzword:
Confirm Fzw:

hecount Valid: 2 'day 0 hour| 0 |minute

Hint:the max expiry date iz 2 days

|Create | | Reszet

Note: For more information about SA, see Appendix > Ruijie Security Agent (SA).

® Allow managing guest users on a Ruijie Self-Service platform (registering users in common

mode): Users might manage guest user via Service-Service Portal, as shown in below diagram.

€ Guest Management > Add Guest User

Basic Information

* User Name : |Jenny |
* Full Name : [Jenny |
* Password : [eennee |
* Confirm Password : [eennee |
* Expire Date : The validity period of the current guest user will expire in [2 | day(s) [0 | hour(sy |0 | minute(s).

O] Tip: The maximum validity period of the account is 2 day(s)..

[ Add l [ Reset ] [ Return l

121



SMP Implementation Cookbook V1.2 User Self-Service Management

® Allow managing guest users on a Ruijie Self-Service platform (registering users in SMS mode):

SMS authentication is not covered in this manual.

As shown in below diagram, it is the homepage of self-service portal. Actually, you can manage Guest and
QR Code Card via this portal only.

User Name[scott] Login Time[2015-12-15 17:21:01]

PR © My self-service = My Information
[E] My information Basic Information
& Guest Management User Name: scott Full Name: scott
o
& OR code card Expiration Type: Naver Expire User Status: Normal
Creation Date: 2015-12-11 1440046 Time of Last Access: 2015-12-15 15:30:23
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5 Trouble Shooting

In this section, you will learn the most common way to trouble shooting on your SMP.

5.1Authentication Failure Logs
Commonly, we might encounter authentication failure, it is recommended that go to Log Audit >

Authentication Failure Logs, query historical authentication failure logs.

€ Log Audit = Authentication Failure Logs = Query Logs

User Name: Authentication Date:  2015-12-16 [[I] - [2015-12-16

User IF: Cause of Failure: | Advanced Search

If SMP prompts the cause of failure, like “The user account is suspended”, “User Name does not exist or
password mistake”, follow the instruction to investigate in further.

Note: If SMP prompts nothing , usually it is caused by network issue , double check the
configuration on NAS device , also check the connectivity between NAS and SMP.

5.2Collect SMP Logs

Sometimes, you might encounter some unknown problems, suggest to read SMP installation guide and
Implementation Guide carefully and double check the configurations.

if you still cannot solve it, you might go to SMP installation root path, for example D:\RG-SMP\log, copy the
whole “log” folder, then submit a case on Ruijie Service Portal attached with the log file, remember to
describe the issue as detail as you can to make your problem easy understanding, so that portal manager
can solve this problem efficiently.
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6.1Ruijie Security Agent (SA)

6 Appendix

Appendix

This example describes the usages of Ruijie Security Agent. You might find SA installation package in
SMP matching materials. Currently, SA supports below operation systems:

® Windows XP
® Windows Vista
® \Windows 7

® Windows 8/8.1

As shown in diagram, this is Ruijie SA
icon. Double click the icon to open it.

Click the button in red line to open
setting window.

Select Language English.

(9

€D Euijie Security Agent ¥1.60.20130403 |0 [wdSm

g -
V1T - B
'J_-'J'J‘_"JJ >
i

RPE =
=
F= Eealtek PCIe GBE Family Controller ¥ ‘}

[]ia#Em L] &zhidiE

e

(PR '

£ad

[ REFER0ET

EEEEFERRGEEN -

Language |H3 | - |
b

English
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The user interface has been in
English now.

SA can scan and recognize your
Network Interface Card on your
computer. Select correct NIC before
authentication.

In this manual, SA is applied only for
Wired 802.1x Authentication, so
we select wired NIC here.

Go through Section mentioned in
Wired Authentication > 802.1x
Authentication first. Next, we are
going to pass wired 802.1x
authentication.

Input username and password.
(Optional)Click Save Password
and Automatic.

) Ruijie Security Agent ¥1.6

User ‘ Iv_\J|
Password ‘ |
HIC Realtek PCIe GEE Family Controller|v_j| "'1"

|:| Save Pazsword |:| Automatic

ﬁ Ruijie Networks ¥1.60.20130

User | |Vj|
Paszword | |
HIC Realtek FCTe GEE Family Controller V_j “'j

Bealtek FCIe GBE Family Controller

TP-LIFE 450Mbps Wireless H Adapter
Nl S|

‘() Ruijie Security Agent V1.6

Uzer scott Iv_j|
Password ‘ ‘
KIC Realtek FCIe GBE Family Controller|v_j‘ ‘f

Save Faszzword Automatic
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(Optional)Click Configure,
You might allow SA to auto run after
Windows Login.

(Optional) You might enable Auto
authentication when  Windows
domain login if it is a Windows AD
scenario.

m futo run after Windows login

" Auto suthentication when Windows domain login

Talte effect after reboot the system.

B =
=

|English |

D futo run after Windows login

futo anthentication when Windows domain login

Talke effect after reboot the system.

B =
=

|English - |

Note: You cannot enable both Auto run after Windows login and Auto authentication when

Windows domain login simultaneously.

(Optional)Click more, you might
enable using domain login account
as certified account.

Uszing domain login account as certified account

Method

[Wired WDS Authentication - |

HIC [Realtek FCIe GEE Family Controller

- ] [Refresh]

In this example, we are using SA to do Wired 802.1x Authentication.

Input username and password , click
Connect to start authentication .

0 Ruijie Security Agent ¥1.60.2013040

.

User Iv_|
Password ‘ ‘
KIC Realtek FCIe GBE Family Controllerlv_‘ ‘f

|scott

Save Pas=word Automatic

Configure | Conmect
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After authentication succeeds , you will

se this windows. @ @ &l @

Bulletin Business Information Settings  Guest Sugesstionliagnosties

In the upper position , the menu contains e - i @0
Bulletin, Business, Information,
Settings, Guest, and Diagnostics, you

will learn part of the common

components in next section.

2015-12-18 1< < ol ol M

Eulletin FBusiness Information Settings Guest Suggestionliagnostics

Range: [ﬁ.ll Mes=age | b ] [Last Weal - ] Search:

DatesSyzten Mezzage B
1711 otify Meszage
W‘E|C"Repair Mez=agze orks.

Datesll Mezzaze

® Bulletin

System Message: Network administrator can propagate System Bulletin to all SA. Go to Common
Features > Bulletin Information to configure this feature.

Notify Message and Repair Message: Network administrator can also push personal message to specific
SA. Goto SMP>Authentication & Authority > Online User > Select user > Issue Message or Patch.

[|Clear Residual User5|] [| Force Offline |l [| Reauthenticate |] [| Issue Message or Patch |l [| Add to Blacklist |]

Totally 1 Records | Each Page 20 | Records | Page 1 | / totally 1 Pages| 60

scoft scoft

172.29.5.50 172.20.3.18

Issue Message or Patch windows pops up, input Patch URL (Optional) and Message, then click Issue.
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> Authentication & Authority = Online User = |ssue Message or Patch

Patch
Patch URL: [ | Run after downloading Verify Patch URL
Flease download smp installation guide
fip: 1172 292 5/RG-5MFP_Professional_Insiallation_Guide pdf
Message:
[ lssue ] [ Close ]
On SA side, a new message will Q « 7 (%]

pop up in the bottom right corner.
Management Tips:

Please download smp installation guide
ftp: 172,29, 2.5/R&E-3MP_Professional_Insk

allation_Guide. pdf

2015-12-15 10: 36

® [nformation

Click Information to obtain basic &P Buijie Security Agent V1. B0, 20130403
network information of  your
computer including the Operating
System, IP address, Gateway, DNS Bulletin Business Infermation Settings  Guest SugzestionDiagmostics
Server and so on.

% gal = (6

Windows T Wltimate Serwice Fack 1

03 Verszien B4Bits (Version: B.1.TRO1)
IF Mode Static

IF Address 172.29.5.50

Subnet Mask 55, 755 2550

Gateway 172.29.5. 254

IHS Server 218, 5. 157.99

Mternative INS Server
HIC MaC 44-8A-5B-3B-45-IB
03 MAC 44-8A-5B-3B-45-IF

€ Ruijie Security Agzent V150, 20130403

- —

g i dd
x’ Sad b

O ey

Eulletin FBuszinesz Information Settings Guest SugzgestionDiagnostics

® Settings

You might change the settings in

this component. Auto run after Windows login
#uto authentication when Windows domain login
futo authentication before Windows startup

futo anthentication after launch

Tip: " Auto authentication before Windows startup’ can be uzed
in remote computer or serwer, enable this feature, ensure that

network automatically conmects after restart.
Close window
(@ Minimize to tray, but not exit program

Exit program, and discommect networlk
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® Guest

Go to Common Features >User
Self-Service Management >
Allow managing guest users on
a Ruijie client to study this
component.

2@ g c @

Eulletin EBusinezz Information Settings Guest Suggestionliagnostics

Guest Acoount: I:I
e
Fassword: I:I
Confirm Fsw: I:I
hecount Valid: daylzlhourlzlminute

Hint:the max expiry date iz 2 days
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