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Preface

Audience

Ruijie business partners and customers who are responsible for configuring
and maintaining Ruijie wireless devices.

Revision Record

2016.06 Initial publication V1.0  TAC Oversea

Note :

For more detail configuration , see configuration guide for each product . you can download
configuration guide at http://www.ruijienetworks.com

For more technical enquiry , you can visit Ruijie Service portal at
http://case.ruijienetworks.com . You need to sign up before submit a case.
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| Hardware Installation

\ Grounding and
/ cable connection

A ground bar is provided in the installation environment
(recommended):

@® Remove the ground screw from the rear panel of the
device.

@ Put the OT terminal of the ground cable delivered with
the device on the ground screw of the chassis.

(® Install the ground screw with the OT terminal to the &)
ground hole, fasten it with a screwdriver, and connect the
other end of the ground cable to the ground bar of the
equipment room.

A gr_ound bar. Is not provided in the installation 1] Rear panel of the device
environment:
If the device adopts AC power supply, the PE cable of the 2| Grounding label
AC power supply needs to be grounded. Check whether the 3| Grounding hole
PE cablc_e of thg AC power supply is properly groun(_jed in the 4| OT terminal of the
power distribution room or on the AC transformer side. .
protective ground cable
5| Protective ground cable
6| Ground screw
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| Operating Modes

/\ Fast configuration

Fast configuration in NAT (routing) mode

Step 1: Select an operating mode. The default is NAT (routing) mode.

¥ System Information

Software reg number
Hardware reg number
Host Mame

Maodel

Uptime

System Time

Ha Status

Firmware wWersion
System Configuration
Operation Mode
Wirtual Damain
Current Administrators
Current User

RGFWS513914802639

h1lhdcovyho0o0os1

RG-WaLL [Change]

RG-WWaLL 1600-M3100

56 day(s) 0 hour(s) 56 minis)

Mon May 30Day of Month 09:24:57 2016 [Change]
standalone

W5.2-R5,12.8596,P3.21-20150914 [Update]
[Backup] [Restore]

NAT [Change] |

Disabled [Enahle]
1 [Details]
admin [Change Password)

NOTE:
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| Interface IP Address

B Fast configuration

Fast configuration in NAT (routing) mode

Step 2: Configure the IP address of the specified interface.

£+ System Edit Interface G
— Dashboard Mame internal

Alias

Link Status up &

Type Physical Interface

Addressing mode = Manual OHCP PPPoE

IP/Metmask 1192.168.1.200/255.255.255.0|
Administrative Access # HTTPS [# PING HTTP SSH SHMP

# TELMET

NOTE:
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| Default Route

/\ Fast configuration

Fast configuration in NAT (routing) mode

Step 3: Configure the default route.

£+ System Edit Static Route

Router Destination IP/Mask 0.0.0.0/0.0.0.0
— Static Device wanl v
L Static Route Gateway | |202.1.1.9 |
* Policy Route Distance 10 (1-2559)
Priority 0 (D-4204067295)
+ Dynamic
Cormments | P
+ Maonitar g
o
? —
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| Security Policy

/\ Fast configuration

Fast configuration in NAT (routing) mode

Step 4: Configure a policy for Internet access.

£+ System Edit Policy

Router Source InterfacefZone lan v

Firewall Source address all v | El pMultiple

slicy Destination Interface/Zone wanl v

- Destination address all v | =l Multiple
Schedule always ¥
Service ALL v | =l Multiple
Action MCCEPT v

# Log Allowed Traffic

MNAT
Mo NAT

# Enable MAT Dynamic IP Pool

Use Central MAT Table
Session TTL o] (0 or 300-604200)

+ Load Balance

Enable Identity Based Policy

NOTE:
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| Security Policy

/\ Fast configuration

Fast configuration in NAT (routing) mode

Step 5: Enable the antivirus feature.

L+ System Edit Policy

Router Schedule a|Way5 L
Firewall Service ALL v | =l Multiple
' Action ACCEPT NOTE:

= Palicy . o

e . ¥ Log Allowed Traffic

* Central MAT Tahle NAT

* DoS Policy No NAT

#® Enahle NAT Dynarnic IP Pool
Use Central NAT Table
Session TTL 0 (0

Enable Identity Based Policy

o LUTM
Protocol Options default v
¥ Enable Antivirus default M
Enable IPS [Please Select] v
Enahle \Wehb Filter [Flease Select] v
Enahle Email Filter [Flzase Select] v
Enable DLP Sensor [Flease Select] v
Enahble Application Contral [Flease Select] v
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| Security Policy

> Fast configuration

Fast configuration in NAT (routing) mode

Step 6: Enable trafficcontrol per ip address.

MaT
Mo MaT
= Enable MAT Dyrnarmic IP Pool
Use Central NAT Table
Session TTL a (0 or 200-60<4200)

Enable Identity Based FPalicy

| LT

Protocol Options default il

+# Enable Antivirus [default ol P
Enable IPS [Flease Select] -
wirtual 1P Enable Web Filter [Flease Select] -
Load Balance Enable Email Filter [Please Select] -
Enable DLP Sensor [Flease Select] bl
Enable Application Control [Flease Select] hd
Ernable walP [Flease Select] -
Enable SSL/SSH Inspection [Flease Select] il
Traffic Shaping [Please Select] -
Ravarse Direction Traffic Shaping [Please Select] il

I | Per-IP Traffic Shaping 1m = I
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| Operating Modes

/\ Fast configuration

Fast configuration in transparent mode

Step 1: Select an operating mode. The default is NAT (routing) mode.

% System

= Dashboard O[JEI'EItiDﬂ Mode

+ Network

+ DHCP Server
+ Config

+ admin

+ Certificates

+ Maintenance

Urrent Administratars 4 [Detalls ]
Current User admin [Change Passwiord]

NOTE:
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| Operating Modes

/\ Fast configuration

=

Fast configuration in transparent mode

Step 2: Configure the management IP address and the gateway.

— Dashboard Operation Mode Transparent ¥

Management [P/Metmask 192,158.1.253/255.255.2535.0

+ Metwork Default Gateway (192.168.1.254

I B o
+ confi u|

= Adrnin

* Administrators

* Admin Profile

* Sgthings

NOTE:
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| Operating Modes

P Fast configuration

Fast configuration in transparent mode

Step 3: Configure a policy for Internet access.

I+ System Edit Policy

Router Source Interface/Zone wanl ¥
Fireweall Source address all v | | pultiple

— Palicy Destination Interface/Zone wanl T
' Destination address all v | E| Multiple

Schedule always ¥
Service ALL v | =] Multiple

Action ACCERPT r

# Log sllowed Traffic

MAT
] Enable NAT Dynamic IP Pool
+ Traffic Use Central MAT Table
+ wirtual IP Session TTL 0 (0 or 300-604500)

+ Load Balance

NOTE:
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| Security Policy

/\ Fast configuration

Fast configuration in transparent mode

Step 4: Enable the antivirus feature.

£+ System Edit Policy

Router Source Interface/Zone wanl ¥

Firewall Source address all
Destination Interface/Zone wanl NOTE
Destination address all
Schedule always
Service ALL
Action ACCEPT

v Log Allowed Traffic

MNAT
& Mo MAT

Enahle NAT Dyhamic IP Pool
: : Use Central NAT Table
+ virtual IP Session TTL 0 (0 ar 300-6

+ Load Balance

Enable Identity Based Policy

4 UTM
Protocol Options default

-

o o

#| Enable antivirus default
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| Security Policy

> Fast configuration

Fast configuration in transparent mode

Step 5: Enable trafficcontrol per ip address.

System New Policy

Route )
outer Actian SCCEPT v

Firewall Log Allowed Traffic

MAT
& Mo MNAT
Enahble MNAT Dynarmic IF Pool
Use Central NAT Table
Session TTL ] {0 or 300-604800)

Enable Identity Based Palicy

1 LT

Protocol Options default il =)

¥ Enable antivirus default il =)
Enable IPS [Please Select] v
+ wirtual IP Enable Web Filter [Please Select] v
+ Load Balance Enable Email Filter [Please Select] v
Enable DLP Sensor [Please Select] T
Enable Application Control [Please Select] v
Enable wolP [Please Select] v
Enable S5L/SSH Inspection [Please Select] v
Traffic Shaping [Please Select] v
Reverse Direction Traffic Shaping | [Please Select] b

I ¥ Per-IP Traffic Shaping 1M v %I

Comments (maximum 562 characters)
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| Changing the Administrator Password

P Fast configuration

Change the administrator account and password, and configure the management host.

=

£+ system Edit Administrator
Administrator admin Change Password |
Type = Regular Femote PEI
Comments Wirite & comment...

: Adrministrator adrmin
+ Caonfic . . Old Passward ves
sang Admin Profile super_admin ¥

— admin . . = IEPassword  |essses

virtual Domain root Confirm Password [eeeses

[« \Restrict this Admin Login from Trusted Hosts Only oK Cancel

rusted Host #1 0.0.0.040.0.0.0

+ Maintenance

rusted Host #2 0.0.0.040.0.0.0

rusted Host #3 0.0.0.040.0.0.0

Restrict to Provision Guest Accounts

NOTE:
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| Initialization Setup

N\

Version upgrade

To upgrade the system version, do the following:

Firmware Upgrade/Downgrade

— Dashhoard Upgrade From Lacal Hard Disk v
Upgrade File || Choose File |RG-WALL 1600....8596.P3.bin

ok I cancel

L+ System

+ Config

= Admin
* Administratars
* Admin Profile

L e

%5.2-R5.12.8596,P3.21-20150914.bin

BIM File 150914 Update]
AT RG-WEG008 High-Performance
B S iireless Controller AC_RGOS11.10.,

1 [ RAR YRS 4

| FAa-WEALL LOUU-1¥ID LU
% Homegroup

|

M Cormputer :}itlrlgle—log
&, Lacal Disk (¢ l e
Router s Local Disk (D) _ |y 52910 RGOSILA(DBIPI 03142218 i

e e e e aman e e [ 1 1|

NOTE:
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